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* T

2.1. windows E& L&

TEEEXREZREF BB LIRAVIARA | FUTEREE SR TR A

- L =8
W] Wireshark 1.4.9haochj (64-bit) Setup =] =R )

Welcome to the Wireshark
1.4 9haochj (64-bit) Setup Wizard

This wizard will guide you through the installation of
Wireshark.

Before starting the installation, make sure Wireshark is not
running.

Click 'Mext' to continue.

k_ Mext = i | Cancel

2-1-1

R "Next” HIHNZT—LELESE
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Bl Wireshark 1.4.9haochj (64-bit) Setup — e * e
Choose Components
Choose which features of Wireshark 1.4.Shaochj (&4-hit) you want to install. i

The following components are available for installation.

Select components to install:

-..[w] TShark

- [¥] Plugins [ Extensions
- [¥] Tools

..[#] User's Guide
Description
Space required: 75.8MB TShark is a text based network protocol analyzer.
| < Back Mext = l | Cancel
& 2-1-2

SNE 2-1-2 X—# wireshark 2BEHAIFELRIPLAZFEM . Fl TTLUERERIR T 1D

JAY—LE wireshark FITEITE ;

BEERZING wireshark E25( BIFZRE ). TSshark( £F%$1THY ). plugins/extensions
( wireshark LAz TSshark B9—LE4T RHERE ) &. I FA R LS AEEFERT "Next” i#

NBT—ZRE
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B Wireshark 1.4.9haachj (64-bit) Setup . el = LR

Select Additional Tasks
Which additional tasks should be done? ﬁ

Create Shortcuts
[7] start Menu Ttem

[7] Quick Launch Icon

File Extensions
Assodate frace file extensions to Wireshark (5vw, acp, apc, atc, bfr,
cap, enc, erf, fdc, pcap, pkt, snoop, syc, tpc, tr, trace, trc, wpc, wpz, rfa)

| < Back I: Mext = i| Cancel

& 2-1-3

YNE 2-1-3 FrELLRE wireshark 42 FS80FIIEBEEIAZKE ( Start Menu
Item) . REPREEST ( Desktop Icon ) | HREF#NH= ( Quick Launch Icon ) AR KELFTFIH
NESREYE. EENEERE I SEIES A HBEXEKES HERE XA EmE "Next” HAZRT

—ETE;

Wireshark {&Ei5HB 5 20120905
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B Wireshark 1.4.9haochj (64-bit) Setup \~ =] 2 )
Choose Install Location
Choose the folder in which to install Wireshark 1.4.%haochj {64-hit]. i

Choose a directory in which to install Wireshark.

Destination Folder

f:\Program Files\Wireshark Browse. ..

Space required: 76.8MB
Space available: 110, 1GE

| < Back Mext = | | Cancel

& 2-1-4

WNE 2-1-4 Fis wireshark 18a)FAI VRN E, Bl ERE F 2R "Next” ;

Wireshark {&EgiiBg 6 20120905
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B Wireshark 1.4.9haochj (64-bit) Setup \~ =] 2 )
Install WinPcap?
WinPcap is required to capture live network data, Should WinPcap be installed? ﬁ

Currently installed WinPcap version
WinPcap 3.0

Install
Install WinPcap 4.1.2
The currently installed WinPcap 3.0 will be uninstalled first,

What is WinPcap?

| < Back Install | | Cancel

& 2-1-5

2-1-5 Fizx , wireshark ZRFEFAAFIRBLR=KTEG WinPcap 3.0 (1ZEKGEEERTF
HEAMEERESIES ) | BRUSHREK EEELETIZRY | BFARATTUBIEIRIZ I BRRRE,

FELSE R TEANRBERROZR A B DRSS IRE R AT "Install” FITRE |
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i Wireshark 1.6.7 (64-bit) Setup

I [ J

Installing

Please wait while Wireshark 1.6.7 (&4-bit) is being installed. i

Extract: services

Extract:
Extract:
Extract:
Extract:
Extract:
Extract:
Extract:
Extract:
Extract:
Extract:

init. lua

console.lua
dtd_gen.lua
COPYIMG. txt

MEWS. txt
README. txt
README. windows. tit
ALTHORS-SHORT
manuf

SETVICES

Mullsoft Inskall System vz, 46

| < Back I Mext = J| Cancel

{77 WinPcap 4.1.2 Setup _- -

WhnPeap”

[ 2-1-6

— e

--"-'-'-l., J

WinPcap 4.1.2 Installer
Welcome to the WinPcap 4. 1.2 Installation Wizard

Mullsoft Inskall System vz, 46

This product is brought to you by

) —
CACE

TECHNOLOGIES

Packet Capturing and Network Analysis Solutions

Mext = |l Cancel _'1

& 2-1-7
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SNE 2-1-7 FFei AR WinPcap IRZEFRERT "Next” HAZIT—P%E%

{77 WinPcap 4.1.2 Setu Rialmima| 28 )
Welcome to the WinPcap 4.1.2
Setup Wizard
This Wizard will guide you through the entire WinPcap
installation.
For more information or support, please visit the WinPcap
home page.
http: ffwww. winpcap.arg
| <Back o Next> | | Cancel
2-1-8
WNE] 2-1-8 R "Next” #17ZE| WinPcap N TF—2&R3=IR(F ;
Wireshark {&Ei5HB 9 20120905
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T ™ =
k Installation options
ln caP Please review the following options before installing WinPcap

Automatically start the WinPcap driver at boot time

Mullsoft Inskall System vz, 46

| < Back _1 Install 1| Cancel _1

g 2-1-9

& 2-1-9 A7~ , WinPcap 8@ 12 EFVEENEN WinPcap IKEIFER. I IREEMAIEIG
=& “Install”
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{7 WinPcap 4.1.2 Setup [ = | &

u b Installing
l‘h caP Flease wait while WinPcap 4. 1.2 is being installed.

Delete file: C:\Users\ADMIMI~1\AppDataiLocal{TempinseDAGZ. tmp

—— :
{51 WinPcap 4.1.2 Setup

R A previous version of WinPcap has been detected on this system and
WY needs to be removed before proceeding.

Do you want to uninstall it? (Mote: if you click ‘Mo, this installer will
abort.)

RE | AN

Mullzoft Install Swstem w2, 46

| < Back I Mext = J| Cancel J

2-1-10

RANHINE 2-1-10 AYRT | BBAMRERIBRE S %% 7% , WinPcap 19[a3A )25 E

HLABIETL %R WinPcap, ELFATERE "&" & WinPcap FEBiILE ;
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Bl Wireshark 1.6.7 (64-bit) Setup Tl J

Completing the Wireshark 1.6.7
(64-bit) Setup Wizard

Wireshark 1.6.7 {84-bit) has been installed on your
computer.

Click Finish to dose this wizard.

Run Wireshark 1.6.7 (64-hit)

[ Show MNews

2-1-11

TR 2-1-11 FrsiREGRE wireshark BRLEERINT |, s “Finish
BILABZ! wireshark g9tEA= ;

" [RTESREFHA]
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BRLE tcpdump FEELLREE libpcap , BEATTIEZRIRY tcpdump LA libpcap 228 H07E
linux —MNBRTE AEHKIER cd HENZBEREHIT libpcap RIRRERZRIE, INTE 2-2-1 ,2-2-2
Fos :

@ root@Sunkai-PC:ftest RNl & )

ark-gnome

2-2-1

Wireshark {&EFBi#B 13 20120905
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@ root@Sunkai-PC:ftest RNl & )

fRIESTEEfRAY ; libpca BRUNTE 2-2-3 A -
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@ root@Sunkai-PC:ftest RNl & )

2-2-3

HATHNEZB R , SAEHIT./configure R/5H11T make&make install iFFIAEET ; L25¢
ESEREEIRSIE 2-2-4 Fiss -

Wireshark {&EFBi#B 15 20120905
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B root@SunKai-PC:/test/libpcap-1.3.0 N

2-2-4

REFATHNE tcpdump SKHRIFME R | BXHITREIERIE ; t0T™E 2-2-5, 2-2-6 ffirs -
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root@Sunkai-PC:ftest RNl & )

root@Sunkai-PC:/test e ® )

2-2-6
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HAZ tcpdump BRTFEFAT—HEH1T./configure , SBEERHAIIBRHIT : make&make
install ; ZEESEEERFHAIM I LUMERIZE T ; I FE 2-2-7 , 2-2-8 A/ :

@ root@Sunkai-PCtest L= & %)

2-2-7

Wireshark {&EFBi#B 18 20120905
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B root@SunKai-PC:ftest L7 || 2 )

2-2-8

Tecpdum BHRBZAIFA | FUERATIERKEER—T wireshark LUK tcpdump B9—EA4E
Zhb. MMRART tepdump FEBHEAUESEEE—T ; RINEXERFSMEAT.

Wireshark {&EFBi#B 19 20120905
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BE5ciA yum install wireshark-gnome, 23] wireshark LAR KR4SRI T2 ; 20E 2-2-9 ,
2-2-10 F7 -

2-2-9

Wireshark {&EFBi#B 20 20120905
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‘@ root@localhost:~ NS 3 J

2-2-10

_EE 2-2-10 , i@ y EZEF wireshark FRABE RN &L wireshark LA ARERER(E ;

TEGCEERASRTEEHIT wireshark IR —EARXRHRI% R A1TFE 2-2-11,2-2-12 ffirk -

Wireshark {&EFBi#B 21 20120905
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‘@ root@localhost:~ NS 3 J

2-2-11
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‘@ root@localhost:~ NS 3 J

2-2-12

BAVEA y BIERRFSGETHIT-RIIRRERE | IFE 2-2-13 |, 2-2-14 fk -
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‘@ root@localhost:~ NS 3 J

2-2-13

Wireshark {&EFBi#B 24 20120905
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‘@ root@localhost:~ NS 3 J

2-2-14

WNEE 2-2-14 , RFHEEN5ET wireshark LA AR ERTZSE « XEHERR(THEIN
wireshark XEm<SRIERA NREE | (0TFE 2-2-15 ¢

Wireshark {&EFBi#B 25 20120905
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‘@ root@localhost:~ \ZLE 3 J

1%
14
17
14
17
14
1%
14
1%
14
1%
14
17
14
17
14
1%
14
1%
14
1%
1%
17
14
17
14
1%
14
1%
14
1%
1%
-

Gtk-WARNTIHNG #**: cannot open display: :0.0

1 #
1%

2-2-15

ethereal #1 wireshark ZBEETEIFAER | ATLAFAEER ssh HITELmE T EEITHY.

teanist (M ethereal MESHMAILASHIE T ([BRIEELIHSIET Gtk-WARNING **: cannot open
display: ; BENZIERUEADIR ? EATaTLAMERX NV S1TIER tethereal ; 1IX&ap$KRERD
wireshark #H1TEUEEMHBIE. WTE : 2-2-16 Fis :

Wireshark {&EFBi#B 26 20120905
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‘@ root@localhost:~ N 3 J

2-2-16

EF linux A9 wireshark ILEFRATHMHX A% |, B2 wireshark HAIEX—Ff&i A, | i
BEMIN—LE AN ES N XEEBEARB S EXEBEMERENT FHIIELISTF wireshark
EaSITRENERUNEMZE S AT SRR T,

Wireshark {&EFBi#B 27 20120905
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2.3, Ubuntu apt-get £

BI5EFTFF Ubuntu i |, AR apt-get install wireshark, RHESBEFIMNRAEFOTELAR
24t wireshark , 80 FE 2-2-17 P :

B S root@sunkai-virtual-machine: ~

XH(F) wiIE(E) EB(N) BR(E) LiKT FEH)
sunkai@sunkali-virtual-machine:~$% su -
=g
root@sunkai-virtual-machine:~# apt-get install wireshark
Ef:i+E"$A1‘fF"IF'J"ﬁ' . AL
hﬁh#ﬂmmﬁ%%ﬁ
% AR - 5T Ak
wTWﬁWMﬂ#ﬂ
llbc ares2 libcap2-bin libsmi2ldbl wireshark-common
BUTENHEE:
libcap-dev snmp-mibs-downloader
THIHF] Ao FREER:
libc-ares2 libcap2-bin 1ib5m121db1 wireshark wireshark-common
HERT 0 MHHER, FERT 5 TH4E, EHFH 0 MHRHE, § 384 MHREEREH

2.8MB WA,
E=iE¥#&E 48.4MB RFIEM S = 18],
f’“a‘%%*&', WmITH ? [Y/n]~["A

2-2-17

BN Y BIEEEASRLEIE | SITE 2-2-18 , 2-2-19 A7

Wireshark {&Ei5HB 28 20120905
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M S root@sunkai-virtual-machine: ~

MH(F) fwmIB(E) ZJE(V) BER(S) £iH(T) FEI(H)
sunkai@sunkai-virtual-machine:~% su -

e:~# apt-get install wireshark
MBS RH
IHREER... TH
F=ER= RSB RER:
libc-ares2 libcap2-bin libsmi2ldbl wireshark-common
BT RAMER:
libcap-dev snmp-mibs-downloader
FTHRIH] AaFERER:
libc-ares2 libcap2-bin libsmizldbl wireshark wireshark-common
FERT 0 HHE, iEEXET 5 UG, EHEH 0 MHHEE, 5 384 TMHUHEEREA

. 12.8MB MIEi¥F 8,
H¥EIE 48.4MB RIEM 4 = (E],
AITIS ? [Y/n]y
1 http://ru.archive.ubuntu.com/ubuntu/ maverick/universe libcap2-bin 1386
1 2 19-2 [21.7kB]
¥HEL: 2 http://ru.archive.ubuntu.com/ubuntu/ maverick/universe libsmi21ldbl i386
8.4.8+dfsg2-2 [330kB]
8% [2 libsmi2ldbl 186kB/330kB 32%] 20.9kB/s 1043 4?_‘_!:'

2-2-18

@S G root@sunkai-virtual-machine: ~

MHF(F) #mIB(E) EE(V) #HE(S) LT FEH)
root@sunkai-virtual-machine:~# apt-get install wireshark
TENBREERNR... BAE

élﬁﬁ%ﬂ'ﬁlﬁ‘.ﬁ'ﬂ'—"ﬂ ]
libcap-dev snmp-mibs-downloader
~H (] i EfHEE =R
libc-ares2 libcap2-bin libsmizldbl wireshark wireshark-common
|T 0THEE, FEET 5 1TH4E, EHEE 0 MHEE, § 384 T HEERER

i 12.8MB st &,
'ﬁE4BMBMﬁWI@

“ﬁ%%ﬁmnm‘hm]
bk B : 1 http://ru.archive.ubuntu.com/ubuntu/ maverick/universe libcap2-bin 1386
1:2.19-2 [21.7kE]

EE Rl : 2 http://ru.archive.ubuntu.com/ubuntu/ maverick/universe Llibsmi2ldbl 1386
0.4.8+dfsg2-2 [330kB]
SEE : 3 http://ru.archive.ubuntu.com/ubuntu/ maverick/main libc-ares2 1386 1.7.3
-1 [51.8kB]
SE B : 4 http://ru.archive.ubuntu.com/ubuntu/ maverick-updates/universe wireshark
-common i386 1.2.11-6+squeezefbuilde.10.10.1 [11.6MB]
9% [4 wireshark-common 838kB/11.6MB 7%] 69.4kB/s 245 46%: ]

2-2-19
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B EAEIR R ; TFE] 2-2-20 7R ¢

@S root@sunkai-virtual-machine: ~

XH(F) #wiE(E) EE(V) BXR(S) LK) FEH)
ERES libcap2-bin (M .../libcap2-bin 1%3a2.19-2 i386.deb)
RTEHOEEEMN#RHES libsmi2ldbl,
EMES libsmi2ldbl (M .../libsmi2ldbl_©.4.8+dfsg2-2_i386.deb)
hTEHNEEEMSNER libc-ares2,
EMES libc-ares2 (M .../libc-ares2 1.7.3-1 i386.deb)
DTEHOEEEMNSE® wireshark-common,

o

EWES wireshark-common (M ... /wireshark-common 1.2.11-6+squeeze6builde.16.
0.1 i386.deb) ...

DTEHEEEENSEER wireshark,

EMES wireshark (M ... wireshark 1.2.11-6+squeeze6builde.16.10.1 i386.deb)

ESHERAT man-db FOME A RS ...

E4ERT desktop-file-utils fIf &S ...

TESERT python-gmenu B2 5. ..

ebuilding /usr/share/applications/desktop.zh CN.utf8.cache...
EAERT python-support ROfEEES ...

ffig® libcap2-bin (1:2.19-2)

g ® Llibsmi2ldbl (©.4.8+dfsg2-2) ...

#Fi#® libc-ares2 (1.7.3-1)

£i8 ® wireshark-common (1.2.11-6+squeeze6builde.10.10.1)
#Ei# B wireshark (1.2.11-6+squeeze6builde.10.10.1)
ELEAT libc-bin PR EE ...

dconfig deferred processing now taking place

2-2-20

LREEEEEA TSI ;- wireshark EESIBEAVHIREERS ; (0 FE 2-2-21, 2-2-22 Fi :
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root@sunkai-virtual-machine: ~

XfF(F) RiB(E) EB(V) #Z=(S) £m(T) HEN(H)

EPTEHMNEEENSGEE libc-ares2,

FEHEMES libc-ares2 (M .../libc-ares2 1.7.3-1 i386.deb)

R T SHAEEENSEE wireshark-common,

EEREES wireshark-common (M .../wireshark-common 1.2.11-6+squeeze6builde.10.
16.1 i386.deb) ...

EPTEHMNEEENSGEE wireshark,

EEMBES wireshark (M .../wireshark 1.2.11-6+squeezefbuild®.10.18.1 1386.deb)

FHEAERTF man-db HBESE ...
M=
M=

E4ERT desktop-file-utils R E 2R ...

E4ERTF python-gmenu FIEE AL 82 ...

Rebuilding /usr/share/applications/desktop.zh CN.utf8&.cache...
EiE4 2B T python-support g9 &85 ...

E#Ei®® libcap2-bin (1:2.19-2) ...

EfEig & libsmizldbl (0.4.8+dfsg2-2)

EF#Eig & libc-ares2 (1.7.3-1)

[FEi® & wireshark-common (1.2.11-6+squeezefbuild®.10.16.1)
[FEig & wireshark (1.2.11-6+squeezebbuild®.10.18.1)
FEAEHATFT libc-bin M &S ...

ldconfig deferred processing now taking place
root@sunkai-virtual-machine:~# wireshark
root@sunkai-virtual-machine:~# wireshark
~[~Aroot@sunkai-virtual-machine:~# wireshark

2-2-21

3 WAEF ME 74% ) 1 § &8 ) 7H13AEMTA 2:07 £F @ sunkai O

The Wireshark Network Analyzer |3

File Edit View Go Capture Analyze Statistics Telephony Tools Help

B & & = Bl= v

Filter: v || Expression... | Clear || Apply

The World's Most Popular Network Protocol Analyz

=y Interface List Open ]
S Live list of the capture interfaces (counts incoming packets) Open a previously captured file
Start capture oninterface: Open Recent:

& etho

] Pseudo-device that captures on all interfaces ‘ Sample Captures

@ USB bus number 1 Arich assortment of example capture files ont

£ USB bus number 2

&l lo

il Capture Options

Start a capture with detailed options

(_) Ready to load or capture No Packets Profile: Default

™ # Ubuntu#EAil ] root@sunkaiv... W BRSPS @ The wireshark ... El

2-2-22
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Z |tk wireshark 7£ Ubuntu E%t EERY apt-get REATESEMA 1, FAIATLAFIE windows E
—1E3R(EF wireshark SRFH THUEELRHREIRE T !
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& FEEHE

G oo v oot vl

E\Ie Edit Miew Go Capture Analyze Statistics Telephony Tools Internals Help| g 2 FE5§2

el o)

EELX] DaXRPh “c20cl D5 QAQAQ 0 &0k B

Filter: - | Expression... Clear Apply 4 JEmmEE

No. Time . source Destination Protocol Length Into o
47 0.141755 192.168.100.19 192.168.100.255 NENS 92 Name query NB IMH
48 0.072270 Motorola_04:d7:d6 Broadcast ARP 60 who has 172.16.2
49 0.059040 172.16.18.103 172.16.18.255 NBNS 92 Name query NB U.A
50 0.000773 HollTech_00:9e:a4 Broadcast ARP 60 Who has 172.16.1§
51 0.000782 HollTech_00:f6:cf Broadcast ARP 60 who has 172.16.1§
52 0.005305 Micro-st_f2:af:51 Broadcast ARP 60 who has 172.16.17
53 0.049293 shenzhen_2e:7b:c8 Broadcast ARP 60 who has 172.16.18
54 0.061749 HollTech_0l:6c:ed Broadcast ARP 60 who has 172.16.1
55 0.004455 Twill_08:84:3a Broadcast ARP 60 who has 172.16.18
56 0.006362 HollTech_01:70:e9 Broadcast ARP 60 Who has 172.16. 27
57 0.047824 AcctonTe_82:ac:8c Spanning-tree-(for-bridgesTP 64 conf. Root = 327
58 0.195012 Giga-Byt_ce:ef:bl Broadcast ARP 60 who has 172.16.19
59 0.012808 192.168.100.19 192.168.100.255 NENS 92 Name query NB TB
60 0.154099 Micro-St_f2:af:51 Broadcast ARP 60 who has 172.16.17%
61 0.080206 192.168.100.19 192.168.100.255 NBNS 92 Name query NB IMH
62 0.131380 172.16.18.103 172.16.18.255 NENS 92 Name query NB U.A
63 0.000761 HollTech_00:9e:ad4 Broadcast ARP 60 who has 172.16.1§
64 0.000754 HollTech_00:f6:cf Broadcast ARP 60 who has 172.16.1§
65 0.235187 HollTech_01:70:e9 Broadcast ARP 60 who has 172.16.9
66 0.043309 Giga-Byt 81:58:c3 Broadcast ARP 60 Who has 192.168.1
67 0.011166 192.168.1.154 255.255.255.255 uDP 354 Source port: 573¢E
68 0.000815 192.168.1.154 255.255.255.255 uDP 363 Source port: 573¢
69 0.058907 Micro-st_f2:af:51 Broadcast ARP 60 who has 172.16.17%
70 0.018952 HollTech_01:6c:ed Broadcast ARP 60 who has 172.16.1
710.014397 192.168.100.19 192.168.100.255 NENS 92 Name query NB TB
72 0.255174 192.168.100.19 202.102.192.68 DNS 73 Standard query A B

" ] 5. $HERSE »

@ Frame 1: 60 bytes on wire (480 bits), 60 bytes Cigggg E; SE Sg 55 SS S{ gc g% gg F% a; g% 08 0

# Ethernet II, Src: Micro-St_f2:af:51 (6c:62:6d:f2; < a ac

@ Address Re581uti0n Protocoq (request§ 0020 00 00 00 00 00 00 ac 10 bl 92 00 00 00 O

0030 00 00 00 00 00 00 00O OO0 00 00 00 00

4

ile:

AUsers\ADMINI~-T\AppData\Loca

[

6. HREF TR

Packets:

Displayed:

7. HE A IR

» 7

Marked: 0 Dropped: 0 & TS
—

i

Profile: Default

= 3-1

ME 3-1 frm/ wireshark B9— M EFREHEER . NEFRLSEMEURINEIE L
wireshark —3£5379 8 B, LATHEA—— MBS MRRAIIHREIEI ;

Wireshark {ER3i508
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3.1.0. E3REgf=

i Realtek PCle GBE Family Controller [Wireshark 1.6.8 (SVN Rev 42761 from ftrunk-1.6)] S7 | P
File Edit View Go Capture Analyze Statistics Telephony Teols Internals Help
swoeulcaxecneraTa aaamn @&mnxa
Filter: EI Expression... Clear Apply
Mo,  Time Source Destination Protocol Length Info -
47 0.141755 192.168.100.19 192.168.100.255 NENS 92 Name query NB IME
48 0.072270 Motorola_04:d7:dé Broadcast ARP 60 who has 172.16.2(
49 0.059040 172.16.18.103 172.16.18.255 NBNS 92 Name query NB U./
50 0.000773 HollTech_00:9e:a4 Broadcast ARP 60 who has 172.16.1¢
51 0.000782 HollTech_00:f6:cf Broadcast ARP 60 who has 172.16.1¢
52 0.005305 Micro-st_f2:af:51 Broadcast ARP 60 who has 172.16.17
53 0.049293 Shenzhen_2e:7b:c8 Broadcast ARP 60 Who has 172.16.1¢
54 0.061749 HollTech_01:6c:ed Broadcast ARP 60 who has 172.16.1(
55 0.004455 1Iwill1_08:84:3a Broadcast ARP 60 who has 172.16.1¢
56 0.006362 HollTech_01:70:e9 Broadcast ARP 60 who has 172.16.2:
57 0.047824 AcctonTe_82:ac:8c Spanning-tree-(for-bridgesTP 64 Conf. Root = 327¢
58 0.195012 Giga-Byt_ce:ef:bl Broadcast ARP 60 Who has 172.16.1¢
59 0.012808 192.168.100.19 192.168.100.255 NBNS 92 Name query NB TB.
60 0.154099 Micro-st_f2:af:51 Broadcast ARP 60 Who has 172.16.17
61 0.080206 192.168.100.19 192.168.100.255 NBNS 92 Name query NB IME
62 0.131380 172.16.18.103 172.16.18.255 NBNS 92 Name query NB U./
63 0.000761 HollTech_00:9e:ad Broadcast ARP 60 who has 172.16.1¢
64 0.000754 HollTech_00:f6:cf Broadcast ARP 60 who has 172.16.1¢
65 0.235187 HollTech_01:70:e9 Broadcast ARP 60 Who has 172.16.9(
.043309 Giga-Byt : Broadcast ARP 60 who has 192.168.1
011166 192.168 .255.255.255 upP 354 source port: 5734E
000815 192.168 .255.255.255 UDP 363 Source port: 573§
.058907 Micro-st_f : Broadcast ARP 60 who has 172.16.17
70 0.018952 HollTech_0l:6c:ed Broadcast ARP 60 who has 172.16.1(
710.014397 192.168.100.19 192.168.100.255 NENS 92 Name query NB TB.
.255174 192.168.100.19 202.102.192.68 73 Standard query A S
< 1 | *

Frame 1: 60 bytes on wire (480 bits), 60 bytes c: gggg E; ES Eg Sj; 55 S{ gc g% gg F% a.F g% 08 2

# Eth t II, Src: Mi -St_f2:af:51 (bc:62:6d:f2; c a ac

Addi:;: Resc’ﬂu:'l?on ;E;goccﬁ (r‘unest)( ‘ 0020 00 00 00 00 00 00 ac 10 bl 92 00 00 00 0
0030 00 00 00 00 00 00 00O 00 00 00 00 00

< | m | v LU | b

e‘ File: "C:\Users\ADMINI-1\AppData\Local\T... | Packets: 72 Displayed: 72 Marked: 0 Dropped: 0 | Profile: Default

& 3-1-1

SNE 3-1-1 A EREREAER | ERE=ND70 6 MFIIREEIT=. NEERIIXA (MET
Bi=, M@ TEE SUTEE, SRR ETEE. $REIIFFREN TREELUNEIE
T AR TERMNNEEADIINES I TEZAIIIEE.
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3.1.1, #iB8TRE=

SNE 3-1-1 I BFHEFERFR , MEB LRSS 5 1M HEEER. NWEEEHIXDT

FIHTENTLUWNERNED ( 5328 --Capture--Interfaces THEEHERE ) ;
TEXIMBSHUEIN ( 538--Capture--Options THaeER ) ;
FHE—METHIMEERE ( 53%8--Capture--Start TEEHER ) ;

ZIEIMERF ( 538 --Capture--Stop IHaetER ;

E R P E E

BIFHE— AR EEME ( 538 --Capture--Restart IHgEHER ) ;

miE O ERS , wireshark SEIFESH—NERE | SHEESIH T AT S AN
wER. MNLEFKATFTUUFHM-RRY IP AR M-RIES , AEEIREKUREHRE "Packets” FER
SBHFES. NRTENZE 7T SRN-RHESNNREE 721 1P ttaIER T | B HE—
R FHA—MTEERET LARIE IP #tilitaiE MAC iiFskR S RERNNR, Aa EiEmESME
XSRS “Start” #2$H ; GNE3-1-2, ;

M Wireshark: Capture Interfaces WM L2 =] = )

Description IP Packets Packets/s ‘ Stop ‘

7] Realtek PCle GBE Family Controller feB0:bchl:badf6933:2b0c 367 n ‘Etart”thionsHQetaifs‘

[E3-1-2
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NSRBI FEXT A EIERANEBAGE | BT SaHR & EirE fmEEs-1-250
"Options” &, EPMRFREZERKEIES MESHER" . fREERERH—IXEE ,
ZIHEEFEANE3-1-- 3D AT AR : Capture (##%k ). Capture Files (@314 ). Stop
Capture ({=LE4ME ) . Display Options ( EFIRE ) LAK Name Resolution ( 2T ) . B
Capture FUHTHLWMEAIMN-< , NE3-1-40JLAEHFIE TERANAI—HMN-< , BUORENETZ

HrI-=A9IE wireshark £——FIH3R, (RAILAEESERNM-RRETEH HIZM-RHOEUES ;

Capture on all interfaces ( fERTEEN ) IMFHZEEERAZRATE B2 -RFIZRAY
M-REBR I TEUR R IERE

Capture all in promiscuous mode (IREMRAZFEEI ) NRNEFRZSEEIPA
wireshark G RSAEEAM-RATR IRV EHR B MASER SN EMEN R HAYEUEE ; FEXE
BATERBIARE,

Capture Files ( #IREIEE I ) X—=00E]3-1-3Fr=BLATLNEIR : Use multiple files
(fEEZ1ME ) . Use pcap-ng format  (iZINEE Wireshark BRIET3245 ) . Next file every n
megabyte(s) ( BIXIEES4K/N ) . Next file every n minutes(s) ( EiAISERSE ). Ring buffer
with n files ( BRAZEPXIERESGFELE ) LAK Stop caputure after n file(s) ( ZIATERESAHEIR ) |
LA ENVNEIEREIRRIEE 75— N80 : Use multiple files ( SEAZANNYY ) SiERAEXL,
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[l Wireshark: Capture Options e F--Ts i » l\_\“_/' | Wl ./I

Capture

'll| Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [ME =

Ethernet enabled default

1 | I | b

[[] Capture on all interfaces ‘ Manage Interfaces

Capture all in promiscuous mode

Capture File(s)-| Display Options
N Fle prowses Update list of packets in real time
Use multiple files Use pcap-ng format
- = Automatic scrolling in live capture
Mext file every 1 — |megabyte(s) 2 P
Ll ey ! o] [minutets) Hide capture info dialog
[T] Ring buffer with |2 - files
o Mame Resclution
Stop capture after |2 — file(s)
Stop Capture [7] Enable MAC name resolution
. ||
.. after 1 7] packe(s) [7] Enable network name resolution
o after 1 megakbyte(s)
I 1 .. after - ] [ minute(s) [ Enable transport name resclution
Help Start Close
E3-1-3

W0 EE3-1-3p7RFAi1i%EE 7 Use multiple files ( EHAZ1NS4 ) . Next file every n
megabyte(s) ( BFAFEESIHA/N ) LAK Stop caputure after n file(s) ( ENAEESHEE ) Sik
HESIEEZIIX1024KB BT EaHE—MRISUEHITEE | FESUGENR2 T EaiELEINEHE, 24
[EEANERE "Browse” NISSEIFATFTERRY.cap EEREZRISUY ( EFLA LTIRERHEE S E— N a5&E
A.cap =X |, RINSBIEEXY wireshark S AZIFTEIRIERISUG-Z R BB | Bas
HANER-1-4FREIRER ) . AR "Start” IREAHITIERIE. Wireshark SARIEIRAIEKE
HMECA/NEI1024KB ( FAERERBE S MAERALER ) BUREERNEE2M 1M K/MJ.cap SUFKXS
KRB TEEHEEE U BXR2NM T BEEEINE. E3-1-5F7 ;
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Bl Wireshark

— ——— —lv& EE]

=

Multiple files: No capture file name given!

You must specify a filename if you want to use multiple files.

TR

[ ixmizs | LlaiasE |

capturel. cap

.
TRA:

CAE JIfF 0 capd
i #ireshark

fud:

C:hUzershAdnini stratorilesktop

| EXE

1.00 MB (1,049, 164 =750 |

SAZEE:

1.00 B (1,052, B72 Z294)

BIERATIE
TERRAIEL:
ihieedia:

c012ERA24H, 15:14:37
s01zER A 24, 15:14:58
c012ERA24H, 15:14:37

Eit:

Crse D@ o

BT

[ mizs | lmimsE |

capture?. cap

ST
TR

ChE 3TfF capd
i H#ireshark

ff:

C:\UsershAdministratorilesktop

| EXE

1.00 MB (1,050,088 =245 |

SAZE:

1.00 MB (1,052,672 Z299)

BIEEATIE:
TERAIE]:
hicAdiE:

s01z4ERAz4H, 15:14:58
s01zdERAz4E, 15:15:16
s01z4ERAz4H, 15:14:58

Bt

Oege  Cpgo

bR T DIARIEMEN SR AN, |, (I HERTLAER Next file every n minutes(s) (£
IAEERTE) ) IEE— MNERESRE TR EMEBURE, TE3-1-6/a , iGN E30

L |

[E3-1-5

md o D EA e ]

[ % p maw[ERw ]

b ( FHEERESS/MYERER ) . &3 “Start” f5 wireshark HTHTEIRIE ;
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ﬁ Wireshark: Capture Options ’ e B )

Capture

N | [Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [ME =+ |

Realtek PCle GBE Family Controll...
| fellrbrbl-ba3rEe232b00
2001:470:19.0BFfBd 32T cc-a06:2 1 6F l
200147015 dBFbcbl bathE933:2b0c
152 1680180
152 168163180
192 1685180 Ethernet enabled default 1
152 168105 200
152 168107 200
152 168106200
152 168100160 i
P mn 3

m

[ Capture on all interfaces Manage Interfaces
Capture all in promiscucus mode

Capture File(s) I Display Options
File: |“\Users\AdministratorDesktophcapture.cap | | Browse... Update list of packets in real time
Use multiple files [ iUse pcap-ng format
] Mext file every 1 = megabyte(s) Automatic scrolling in live capture
7 i =
Next file every 30 =] |second(s) IZI Hide capture info dialog
[T] Ring buffer with |2 - files
i Mame Resclution
[ Stop capture after |2 = file(s)

Stop Capture [] Enable MAC name resolution

. L
. after 1 7] packet(s) [7] Enable network name resolution
... after 1 ~ |megabyte(s)
I B .. sfter ) 3| p—— [] Enable transport name resolution
Help Start Clo=e

E3-1-6

N EE3-1-6F7 , FAIMRANIZBIEE Stop caputure after n file(s) ( ZIXIEEHEE ) &
HEHE , B4 wireshark 583070 GIEE— NN .cap 324 , HES—EISEMERIEATEEL,
FTLAZEINAD Stop caputure after n file(s) ( EAIERESUS4ERR ) 1ZEIREERSER ;

Ring buffer with n files ( BiARRXISEXHEE ) ZSEERNEFMEAVEEREIAEE
MR NEBEXHABEARTING. BNARFNES-1-7/H7
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ﬁ Wireshark: Capture Options ’ lk.\“_/' = 28 ./J
Capture
Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [ME -+
Realtek PCle GBE Family Controll...
feblcbcbl-batfhe533:2b0c
200014701 Sed BFFBd 33T coalE X1 6F
200014701 Sed B beb]l-baSf6533:2b0c =
192 1680180
192168163180
192168 5180 Ethernet enabled default 1
192 168 105200
| 192 168107 200 N
192 168 106 200
| 152 166.100.180 T W
IR m r i
[F] Capture on all interfaces Managelnterfacs|
Capture all in promiscuous mode
) Capture FiIe{s]I Display Options I
I Users\ Administrator Desktop\.capture. capjliN G100 Update list of packets in real time I
Use multiple files [] Use pcap-ng format
' Next file every 1 B megabyte(s) E Automatic scrolling in live capture i
| z I
I ] Mest file every 30 — | second(s) e e |
' Ring buffer with |2 = files I
| 0 MName Resclution ||
I [] Stop capture after | 2 — file(s) |
| Stop Capture.... [7] Enable MAC name resolution 1
[T .. after 1 7] packet(z) [7] Enable network name resoluticn
I we after 1 megakbyte(s) I
l| @ ..after 1 BT [E] Enable transport name resclution |
|
Help Start Close
| |
E3-1-7

& LE3-1-7TECEMBEE , wireshark BLEMEHERIAIM B ENEIRESE2M S, H562
NG FFEEIRE M EDRRXISEN1IM BF wireshark IESBE= RIS — N HHNIRE. Mgk
FHEFTRVEEES |

Stop Capture ({Z1HME ) : iZ=BE5 @\ Capture fils —=SUHITHAE , tBEMRHIHTENEL
EEHE  E—ARNEZ=E MBS ERARMRSCEES RS, EIA=FATRTLAE XA
W PHIREEZBIFIHNE | MENSIEEEIAS KIFE A/ NARIME S KAEEE LM, RanFE]
B T ONE3-1-8FRECE | ABA wireshark BRI T 10N EURE R Z S ELEIMETE ;
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i Wireshark: Capture Cptions . . . l\v = & .fJ

Capture
Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [ME =
Realtek PCle GBE Family Controll...
febl-bcbl-baSh6533:2b0c
20014701 SedBFEFBA 33T oca6: 2167
20014701 Sed B bebl-baSF6533:2b0c
152 1680180
152 168163180
1921685180 Ethernet enabled default 1
152 168 105200
152 168 107 200
152 168 106200
152 168.100.180 =
1 | L[} | b
[C] Capture on all interfaces | ManagEInterfaC51
Capture all in promiscucus mode
Capture File(s) Display Options
e | P Update list of packets in real time
[] Use multiple files [] Use pcap-ng format
Mea{ie = 1 = megabyte(s) Automatic scrolling in live capture
Next file every * 7] [secondts) Hide capture info dialog
Ring buffer with |2 ~ files
o Mame Resclution
Stop capture after | 2 — file(s)
Stop Capture .. [7] Enable MAC name resolution
e L 7| packet(s) [T] Enable network name resclution N
[C] ... after 1 ~| | megabyte(s)
F ... after 1 : e [F] Enable transport name resclution
|
Help " Start Close
[§3-1-8

WNE3-1-9Ff7 , wireshark FEHEN 7 10MNURE 2 BELL TINEHE ;
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Wl Realtek PCle GHE Farealy Conteolier, Wevce PF (308 31A3-C520-45F6 0514- 803700951478 Weershark 171 SV Siew 41970 from firunkl]

Eile it Yiew Go  Capture amlru ﬁmmx ldeohnnt lonl Lnkmnl

oW Ex@s nesaTL ([EE A @08 % B
Hilter: = | Expression...
No.  Time Sour Destination Protocol Length lnfo

urce
1 0.000000 b0:51:8e:01:6c:ed

60 who has 172.16.104,77

Te 172.16.12.74

2 0.015918

172.16.18.103

172.16.18.255

NBNS

97 Name query NE U.APT. PCL20. COMe00:

3 0.000796 b0:51:8e:00:9%:a4 FEFFoffArffcfr ARp 60 who has 172.16.18.2557 Tell 172.16.1.1

4 0.000785 b0:51:8e:00:6:cl R ofrfrff:ff ARP 60 who has 172.16.18.2557 Tell 172.16.12.73
5 0.155659 b0:51:8e:01:70:e9 R fffroffoff ARp 60 who has 172.16.155.817 Tell 172.16.12.78
6 0.098037 6c:62:6d:T2:af:51 R ofrfrff:ff ARP 60 who has 172.16.243.627 Tell 172.16.0.197
7 0.276939 b0:51:8e:01:70:e9 R offfroffoff ARp 60 who has 172.16.52.1267 Tell 172.16.12.78
8 0.091246 00:0a:eb:2e:7h:cl HHAHH R ARp 60 who has 172.16.18.1137 Tell 172.16.18.102
90.126643 172.16.18.103 172.16.18. 255 MNENS 92 Name query NB U.API.PC120. COM<00>

10 0.000911 b0:51:8e:00:9%:a4 e ofrfrff:ff ARP 60 who has 172.16.18.2557 Tell 172.16.1.1

© Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) 0000 f b0 51 8e 01 6c ed 08 06 00 01

fir f

« Ethernet II, Src: b0:51:8e:01:6c:ed (bG:bl:Se:Ul.’bc:ed) Dst: ff:f 0010 6 04 01 b0 51 8e 01 6¢ ed ac 10 Oc 4a

: 0020 00 00 00 00 00 00 ac 10 68 O7 00 00 00 00 00 00
Address Resolutmn Protocol (request) 0030 3 00 00 00.06 00 00 00 00 00

BRT IREEERRRI BRI LS ERE SRR EE X/ NAR BT S KA
IEMEEE | HIERDIEHENNSEERHE— M EE. EXERNMEMIZEL

_‘J'L

Display Options ( 7 NRE ) : MBRMZEMS2~EX , WTE3S-1-10fT7~ , NEETE
—/NEi%HE Update list of packets in real time (;&H‘JETE*SHE@?‘J% ) HIETHE S T 8=--
HEIRE=-- :] EltR. 4 I wireshark TERSHESHRERT A TRT LASCRT B R ISR RHRRE |
R Z R TR RIS S EZIDEB 1-11F7r BRIENFEE BaE ILHIEHE wireshark A&
FIHATHERI NSRS ;

20120905
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i Wireshark: Capture Options

P B aepTlel =

Capture

Capture

Interface

Ethernet

Link-layer header Prom. Mode Snaplen [B] Buffer [ME =

enabled default

1

| r

File:

[C] Capture on all interfaces

Capture File(s)

[ use multiple files
MNext file every 1

Mext file every 30

Ring bufferwith |2
Stop capture after | 2
Stop Capture ...
[ ... after 10
.. after 1
[ ... after 1
Help

Capture all in promiscucus mode

I Manage Interfacaj

Display Options-|

Browse...|

[] Use pcap-ng format
megabyte(s)

cecond(s)

~ files

- file(s)

: packet(s)

: megabyte(s) IZI

minute(s)

Update list of packets in real time

Automatic scrolling in live capture

Hide capture info dialog

dime Resolution

[7] Enable MAC name resolution "
[T] Enable network name resclution 1

[7] Enable transport name resclution |

Start Close

[§3-1-10
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Il Capturing frm Realtek Pl GHE Farsaly Contreller: \Derce WWPF_[39083043-C580-35F6-9518-B03700951475  (Waeeshark 1.7.1 (5VH R 21970 from firunk] Beae '\l 2
Eile [dit View Qo Capture Anshze Gtatistics Telephony Tools [nternals  Help
Beloew Bxg8 e TFL ._.||2| Gaqn @ans g 8

Filter: - | Erpression... lear tpe S

Realtek PCle GBE Family Controller: \Devicel... | Packets: M1 Profile: Default

E3-1-11

M EEBE-1-11F7REERIRSA= AL BRERAER | FAi TRTLABRIEHEE —EEEN | BB wireshark
FETE ; I F Update list of packets in real time ( SERTEFEGEESIR ) D& TEHE
Automatic scrolling in live capture ( {EEHTETENREN ) . Wireshark EEHUIBHNISLRHR
EFIERER , XFEE—BREIRANE. RZ  WEFEHEESEMEE TR . BFA=BmER
NER. RANFRAIAEERE Update list of packets in real time  ( SCRTEFEGRESIFR ) IKERANE |
BB Automatic scrolling in live capture ( fEEHITRIBNRD) ) IEIEERERT IR,

Hide capture info dialog ( [iEAIEERXNEE ) NRFAVBCEEFR%LEIRE |, BPAKE
wireshark FUTHEIBHIZRIBA NGB R — M SIRESITIHEE. MNE3-1-12/7
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“ Wireshark: Capture from Realtek P... s | < 2 )

Captured Packets
Total 107 % of total
SCTP 0 0.0%
TCP 6 | 56%
uop 27 Fi 252%
ICMP 0 0.0%
ARP 70 F 4 65.4%
OSsPF 0 0.0%
GRE 0 0.0%
MetBIOS 0 0.0%
IPX 0 0.0%
VIMES 0 0.0%
Other 4 | 3.7%
I2C Events 0 0.0%
2C Data 0 0.0%

Running 00:00:07

.............. ﬂ elp —

3-1-12

EIREIRE S A ER I ABEE B AR E S+ | I AVEEEHERS |
A LANRIESERR N FRISSTse R LA _E=TRIhEE ;

REENB—IINEENE3-1-10f777 , Name Resolution ( ZFRERHT ) : ZIEHE=4N%EIRE]
¥ , %X Enable MAC name resolution ( FF2 MAC it =#Z4T ) . Enable network name
resolution ( FFEMRHIEZFREENT ) LUK Enable transport name resolution  ( FFE{EHITMYAR
).

Enable MAC name resolutionARP ( FF/2 MAC it Z=fEHT ) : BT Wireshark £
ERFRHIEK , BLIKMEEER IR RAY IP etk (gD
00:09:5b:01:02:03->192.168.0.1)Ethernet codes(ethers file) #NER ARP f2t7$&iR , Wireshark &
SO R AT A ERNR RS  XFRRTRZ AP IEE— ethers 349 mac b3 ECZFR,
(e.g. 00:09:5b:01:02:03 -> homerouter).
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Ethernet manufacturer codes (manuf file) %15 ARP ##4f7# ethers SU4HERTTIERLINRENT |
Wireshark £=1{##k mac #IHHIRI= N AT BREIV4ES. mac IFRI=1"152 IEEE A%
I B RERR I (BRI =N F LS HEBNNRIZEAVHRLNE |, AR E o LAFEN

Y. , )(e.g. 00:09:5b:01:02:03 -> Netgear_01:02:03).

Enable network name resolution ( FFEMEHIIZFREENT ) | ZIWBEFBRIIAFBEEALTX
3, BNAERS ;

Enable transport name resolution ( FEEHNMNEENT ) : FHZZIEEE | wireshark KXSAT
HMENAY TCP,  UDP #iMY AR B AR im O B s SEXI R AARSS . BINF(ITiZIheeE
wireshark Bz RIEZE TCP imO80MIEHREMET/IMENIRAY HTTP BRSS. SNEI3-1-13f7x :

337 0.1186850172.16.2. 180 220.181.111.147 e 54 53993 > Wity [FIN, ACK] 5eq=8955006030 Ack=2113641387 Win=65250 Len=0
338 0.0000330172.16.2.180 123.125.114.101 TP 54 55991 = hrtp [[FIN, ack] 5eq=1631053290 Ack=4010385648 Win=65340 Len=0
339 0.0008990172.16.2.180 123.125.114.101 TCP 54 55988 >\ http |[FIN, ACK] Seq=64579198 Ack=2307298204 Win=63340 Len=0

340 0.0000300172.16.2.180 220.181.111.147 TCP 54 559594 >|http |[FIN, ACK] Seq=2917499052 Ack=2318907302 Win=65250 Len=0
341 0, 0000080172.16., 2. 180 220.181.111.147 TCP 54 55984 > , ACK] Seq=4105698023 Ack=3042411933 Win=65250 Len=0

342 0. 0000300172.16. 2,180 183.60.131.109 TCP 54 55985 >/ http [[FIN, ACK] 5eq=2981770136 Ack=2278313904 Win=64240 Lens=0

343 0.0000160172.16.2.180 123.125.114.101 TCP 54 55990 , ACK] Seqe1622029196 Ack=1853877641 Win=65340 Len=0

344 0.0000150172.16.2.180 123.125.114.101 TCP 54 55987 »| http |[FIN, ACK] Seq=73091546 Ack=BG3138369 win=65340 Len=0

345 0.0029080172.16.2.180 123.125.114.101 TP 54 55092 | http |[FIN, ACK] Seq=455155628 Ack=2066824977 Win=65340 Len=0
346 0.0000320172.16.2.180 183.60.131.109 TCP 54 55986 . ACK] 5eq=3119989977 Ack=269312375 Win=64240 Len=0
347 0. 0000190172.16.2.180 123.125.114.101 TCP 54 55989 =/ http , ACK] Seq=24820M6184 Ack=2577149894 Win=065340 Len=0

(348 01679950192 168.100.19 ~10.10.10.100 TCP 62 nethios-5Sn > gpsd [SYN, m Saq-BSZI.ﬂI?NS MS?W!M:I. U‘Sd-IEBM Len=0
o Frame 341: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on intert il !

Be ( i ] i
PL'I"S lf ad 40 EIO 40 Ub 22 df ac J.I)U h4d b3
6f 93 da b0 00 50 f4 b7 fa e7 b5 57 85 9d 50 11
fe e2 fb 27 00 OO

S Ethernet II, Src: 90:2b:34:02:18:0c (90:2b:34:02:8:0c), Dst: b0:51:8e:00:9e:a | 0010
¢ Internet Protocol Version 4, Src: 172.16.2.180 (172.16.2.180), Dst: 220.181.11 ggig
Transmission Contral Protocel, Src Port: 55984 (55984), Dst Port: http (803, S

Source port: 55084 (55084) |

Destination port: http (EG) |

[Stream index: 125]

Sequence number: 4105698023

acknowledgment number: 3042411933

Header 1enuth 20 bytes

fETh ArEn

Elane s Al

[E3-1-13

R IAFFBULTHEERNERBA wireshark B RSB RHFIAXSZEKEIRENIHEOS , MAS
BRZEABRTHARS ; EXERIIAEMIZSAETRE ;

el ZENRRATFFE— MR ERE | mEE wireshark BESFE— 1N FEWMEARE | RS
ZYMEN T E#EEE ( ZUEAFIRFEEEUES ) BR4 wireshark &R EARENT YRINEEERFZE ;
WNE3-1-14F77% :
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“ Wireshark l'\? < X
Q Save capture file before starting a new capture?
If you start a new capture without saving, your current capture
data will
be discarded.
‘. Save Continue without Saving cancel i
3-1-14

#E#% “Continue without Saving” ( BEHREAMIRTE ) I§ wireshark BESFHE— 1 FHAUINE

HiE ;

& EFRET eI MEHE, SRS SERENSIEDS , RIlaTxRd
wireshark G IEIMEERIE, XATRAIRIATXIFMERAIEGR B TIER |

B S ERE | NERTEEEREEAIRE | BATL A
EHFFENE ; KOTF & | EXEREISEA ;
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3.1.2, XHIRE=

SNE3-1-1EmBEIAERFR , METEEE/MEiR. iIo5IRF%

S TN OSRESI ; (S3REEE--file--open 1R )
(LA SRE S ( S3E--file--Save 18 )

£ LI SIEaFI R ETAE ; ( S5E--file--Close 1R
B METHOTEGOSIEE; (S 3EH- -View--Reload 4HF)

S FTERMBTBIESIRE ; (SRR file-Print {7 )

MUAENBARBAILIEY | 2T E-EZERTEUESENINEIE. B TSR FEREXEHR
F—MINET . AFALUET RE wireshark Mt —FEANEIROIEE, EhEFEA © N
BN 7 RER RS E X THIRQTIRIMEEE | EEUREFIRFINTEEFIEHAZN. BR
BN REZHERHRA—T |, B IEE IR ERTHRITRIER. 1ZP0aEsi S TEINRIFTINEE.
BIENFANE T 3842 --View--name resolution--enable for transport layer (iZIDEEFRTFF
[EERERFRAET , ¥ M3.1.1/\5 Enable transport name resolution ( FFEEHIDNERMT ) 610 )
BB TS RESRSE AR , XEHERISE © SaIlES HTTP /SHE B RiHOEHEs0
TR Y HTTP, 4NE3-1-16:
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214 0.0000310172.16.2.180 222.186.189. 180 TCP 66 59280 >[BU|[SYN] 5eq=2412292008 Win=8192 Len=0 MS5=1460 WS=2 SACK_PERM=1

215 0. 0056610222, 186.189.180 172.16.2.180 TP [SYN, ACK] Seq=793906386 Ack=2412292909 win=5840 Len=0 MSS=1460 SAC
218 0.0000000172.16.2.180 222.186.189.180 TP [Ack] Seq=2412292009 Ack=793006387 win=16425 Len=0

219 0.0051550172.16.2.180 222.186.189.180 HTTP guess , htm1?typescguesspvdchannel=mall&guid=132730003, 218357 80646595
220 0.0063530222.186.189.180 172.16.2.180 TP E-ICK] Sen=793906387 Ack=2412293315 win=534 Len=0

221 0.0008050222.186.189. 180 172.16. 2 180

16.2.180 € 3 Win=54 Len=0

223 0. 000214017?15 2 180

224 0.0001720172.16. i TCH 5 ) > v F: 0 Len=0

AR ) B3-1-15

lf' ] ljll (13 S'J‘HI > ||LL|_|

-‘_Ell‘l'll!h wWin= h]_'-'l.f Len=0

172.16.2.18 K] Seqs i =241 ;
222.186.189.180 [aclc] seq-zuzzgzgm ACK-703906387 Win-16425 |

. b 180
218 0. 00000001?2 15 2 186

219 0.0051550172.16.2.180 222.186.189.180 HTTP 460 GET /wzdh/codess. hl;-'l?(we-cgnlesspv\&channe'lnna!1394id=132?30903 2183578064659C
220 0.0063530222.186.189.180 172.16.2.180 TP 60 htrp > §9280 [&CK] Seq=793906387 Ack=2412293315 win=54 Len=0
221 0.0008050222.186.189. 180 172.16.2.180 HTTP. 263 HTTP/1.

60 http > §9280
Sﬂ 50280 > h:tp

[FIN ACK] Seqs793906506 Ack=2412203315 Win=54 Lens0
[ACK:I 5%2412293315 Ack ?9390659? Uin-lﬁB?ZLemO

222 0.0000010222.186.189.180 172.16.2.180
2230 0002140 1?2 16.2.130 222.186.189.180

(12RlFRR ) B3-1-16

MELEPRIEEIL SRERAEN T LAEE wireshark HE80u#Cf#T/E AT HTTP thill, ZHATELE
MRZE—NIVNGTG  RIFIBEREEMRIAE. XM BEEARLIMNE PP IERIRHTAMT |
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3.1.3, g&kITHI=

SNE3-1-1EBEIAERD , i TE=TRTHIRCENRE. SEMRITIRET

(W
&

ZIRER( IR SBTEss—ENes

C EMReFIENE BRI ASIEE ;

¥ ESEaERR R TR RS ;

V. ENENSEERLFS | (AERHSRHNEE SR ERAISSE jump
to” )

T ErmE— e

L eERE— R ;
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3.1.4, BeEXIHRE

SNE3-1-LRIE@EIAERF | iZ=EEM Bk, o507

= e
S mevssreiaFa
= i e TR AR SRR R ;

= MR EFR IR BRSSP AR BRI EIE 7R ENE AR RS
—/MMEEE S TENREN (1F3.1.1/h\75 Update list of packets in real time ( SEBTEEFhEN
EESIZR ) BN ) ;
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3.1.5. FXPIERE

El3-1-1iXIEEEERR  Zi=EEREFEGIIFRFRET/N. B MERI T

MA—RBREFRRFIRFIK ;
TN—RETREREFIRFIK

AREIREYIRFARIRE RN ;

B 2 L L

BRI EIRIAAN ;
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3.1.6. BRI R{=

SNE3-1-IRBIEFAERAD , X EEEHBLUNR BRI ERMEE. EfiIn5IE

T memuEy ;
o wireshark BiEINIZE ;

T i RE BRNE HEE | BTN AR SR SRS
RUEREB RN, WNE3-1-17F7 :

ﬁ_Wiresharic: Coloring Rules - Profile: Default ’ ’ . ' l . b | i b |z )-
Edit Filter Order
List is processed in erder until match is found
Marne
I |
|
-
Move
selected filter
— up or down
Manage
SCTP ABORT
TTL low or unexpected
e |

E3-1-17

EE3-1-173HEEL B FAENFTRED “Edit” —#2 , FRATETLL New ( #EEHIN ) . Edit ( 4Ri8
AEMN ) . Enable ([FEAN ) . Disable ({ZEFMN ) DARMIBREIEIRN ; HIa0EAIEN tcp th
W flag #RE8 syn USRS E~ARBEFREESEE , N ITLAE3-1-197RES ;
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Bl Wireshark: Edit Color Filter - Profile: Default \z|a| %)
Filter
Marme:
String: | filter Expression..
Display Celors Status
| Foreground Color. Background Celor.. [] Disabled
| 0K Cancel
[E3-1-18
Bl Wireshark: Edit Color Filter - Profile: Default \v || ® )
Filter
Mame: | TCP syn
String: | tep.flags==0:002 Expression...
Display Celors Status
Foreground Coler... ‘Background Color... ["] Disabled
oK Cancel
[E3-1-19

m “Manage” —=R[LAFUTEASHAN, "E "Import” FAIRTLABRITSARUBCES 4 ;

“Export” AILIIIBRIMNHRITSHEE  LMERESA. S TER "Clear” NEXIIHERIFN
HHTIEPRIRE ;

FERTERIREEMMRIER FEATRTLARE "OK” 8& "Aplly” E#ENA
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#* REZIRATATT LA wireshark #{T— LB EIRIE , FINBRARAT AR TR
wireshark FUER. B, BFFTE—LEE | BAF11B3—1MERIHME wireshark BI=MNE7R
FIRHE , BIEIEESIR. FESIFMEEIRUNRSIESFTHYIERNGS ; WE3-1-20F7

[l Wireshari: Preferences - Profile: Default o \v|=] &)
=) User Interface Foyoot
Panes
olumns 1
| 1 112 2 1
ot 5 N jE s 125
' Colars
Capture
- Panel: Pane : Pane 3:
Printing
I - — ) MNone () Mone ) Mone
t _ . -
ame Resethen © Packetlist () Packetlist () Packet List
Al s () Packet Details @ Packet Details () Packet Details
SRR © PacketBytes () PacketBytes @ Packet Bytes Defalt panS
+ Protocols

Vertical scrollbar placement:
Alternating row colors in lists and trees:
Packet bytes highlight style:

Toolbar style:

Filter toolbar style:

Right [~ ]
Mo |z|
Inverse lz‘

Icons only

Text only

[-]

[-]

Filter toolbar placement: | Below the main toclbar lz‘

Custom window title (appended to existing titles):

Apply

| | Cancel

o |

[E]3-1-20

FIESEIRERARRKIREOLERN "Layout” (7B ) , ILANGLEERIG N MEREA
I, FAITLURIER CHSFREMINERE | W01 EE3-1-20FnBiERisEaE S Mo,

READ=RIFE=1 "Columnt” BAIRTLIE X EIRESIRFTRHAIZ. WNE3-1-21FF7ABF |
IR ERAEY
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[l Wireshark: Preferences - Profile: Default LV o) = )

Name Resolution Protocol  Protecol

Elteh B Length Packet length (bytes)

= User Interface O
Layout [The first list entry will be displayed as the leftmost column - Drag and drop entries to change column order]
Columns Displayed Title Field type
Font MNao. Mumber
Colors Time Time (format as specified)
Capture Source Source address
Printing Destination Destination address

Statistics Info Information
Protocols
Properties
Add Field type:  |Number Iz‘

Field name: Field occurrence:
o 1wl s

= = s sl & b a = = = e 3

E3-1-21

"Font” (ZFR ) AR ARIRENX wireshark RFUBUAFR , ANE3-1-22F 7 BMFEE S EFIR
g ;| IRIED AIREEN T ;
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i Wireshark: Preferences - Profile: Default - - ) kilil_zg)
= User Interface Font
ey Family: Style: Size:
Columns ;(‘;;';ilk’a“ = Normal &0
Khrmer UL Oblique 6 -
Colors KodchiangUPC Bold Al |
Capture Kokila Bold Oblique 8
Rusttg Kristen ITC 9
Name Resclution Lao UI 10
Filter Expressions Latha 1
feisre Leelawadee 12
Protocols Levenim MT 13
LilyUPC 14 |
Lucida Console E 15
Lucida Handwriting 16
Lucida Sans Unicode 17
Malgun Gothic 18
Mangal 20
Meiryo 22
Meiryo UI 24
Microsoft Himalaya %
Microseft JhengHei 28
Microsoft New Tai Lue 32
Microseft PhagsPa =il |36

Preview:

abcdefghijk ABCDEFGHIIK

o || s ]| o

E(3-1-22

BTHEHIHEZ "colors” (&) , EXEIEEIIFRSMNNEIRENETRE. B3-1-23fTx ,
BATETLAEN TCP 7. UDP REIERIEAEHIN ;
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[l Wireshark: Preferences - Profile: Default

\zle| =)

= User Interface

Layout
Columns
Font
Colars

Capture

Printing

Mame Resolution

Filter Expressions

Statistics

Protocols

Set: | TCP stream client foreground

' Hue:

|3

[-]

Saturation:
‘ Value:
Opacity:

Color name:

Sample ignored packet text
Sample TCP stream client text
Sample TCP stream server text

100

50

#TF0000

127

0

0

255

Apply

| | Cancel

E3-1-23

"Capture” =X T iTEEGREIMRE—L4FE. FABREIES-1- 245 EBEIERTMIR |

Wireshark {ER3i508
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[l Wireshark: Preferences - Profile: Default

v & K )
LD
=) User Interface Capture

Layout Default interface: | Device\NPF_{390B30A3-C582-45F5-9518-BD37DD951478} EI
Columns

Font Interfaces: | Edit... |
Colors Capture packets in promiscuous mode: | 2 EXFHE LFEE AR

| Capture packets in pcap-ng format: | 3B pear-nediBE

Mame Reselution | Update list of packets in real time: | 4 TELREEHREE

Filter Expressions . S
P Automatic scrolling in live capture:
Statistics

+ Protocols Hide capture info dialog:

oK

|

Apply | ‘ LCancel

[E]3-1-24

S EFERINETEENSERAAEFERRIN—IZE |, m FEM "Printing” ($JED) AFAE
FRBRINEXEHRASHMNET. “Name Resolutins” ( BFREENT ) IXANETERIFEAIZBIATN
ZrMe TE-RENSTREIT— AL | MR ABAREEA.  "Protocol” (Y ) —A=FATM
FEEEEMNAE. TEHIIIHE wireshark B9FE TEE—ZEANET T . LA LFRRANEIREEE®
BRNBEGERNT |, A7 EMNESEMIREE wireshark B4 , A EEEIASEMHRITREL | LK%
wireshark R9—LEH EHME S HrF0E WER R,
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WNE4-2-1 e EREAEARRI—HEEDT B FRZ AR BFIIEEN
Edit (4m48 ) . View (&EE ). Go (& ). Captur (M ). Analyze(ﬁj\ﬁ)l«‘)\& Statistics ( 4t
i) JUNER. BT ENEREEFREEEEZSES RN , At THaNEaRIINTE
Sk

4.2.0, E®E{z

B TNA

Realiek PCle GHE Farmay iU {7 CHE1-45FE- [Weerchark 17.1 (SVM Rev 41970 fram ftronk)] Y ErEETeE
le gt View Go Gapture Anahue Gtster Telephony Tooks Intemals Nep |
Peoee 2EXEE AeraTl2 BE aaan an® % 8

Filter gy
No.  Time Source Protocol Length Info
1 0. 000000000 00:25:90:3c:4b:dc ARP 60 who has 172.16.4.1397 Tell 172.16.10.18

NBNS 92 Name query NB U.APL.PC120.COM<00>

ARp 60 who has 172.16.18.2557 Tell 172.16.18.34
ARP 60 who has 172.16.18.2557 Tell 172.16.1.1
60 who has 172.16.18.2557 Tell 172.16.12.73
192.168.100.59? Tell 192.168.100.

2 0.182493000
3 0.000794000
4 0.000001000
5 0.000805000
6 0.297570000

60 Who

60 who has 172.16.101_687 Tell 172.16.12.83

ARP 60 who has 172.16.4.1397 Tell 172.16.10.18
- 8 ARP 60 who has 172.16.126.1147 Tell 172.16.12.26

1?2 15 18. 255 NENS 492 Name query NB DPDN.SANDAI.NET<00»

 ZE R ARP 60 who has 172.16.18.2557 Tell 172.16.18.34
7 e ARP 60 who has 172.16.18.2557 Tell 172.16.1.1

ARP 60 'who hns 1?2 15 18 255? Tell 172.16. 12 ?3

- 1 . 5t

NBNS '32 Nnme querv NE DEEP 2012 31‘5GM<20>

- 016031000
10 0.195858000
11 0. 011035000
12 0.105882000
13 0.000760000
14 0.000747000
15 D 000001000

0 Port OxB00C

17 0 3013 ?000 1?2 16 2. 113

< Frame 7: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interf 0000

ff £f ff £f £f £f a0 00 00 06 01 b8 08 06 00 01
« Ethernet II, Src: a0:00;00;06;:01:b8 (a0:00:00;06:01:b8), Dst: FFFF:FF FFFF gg%g gg 33 gg gf} gg 816 :g gg gg Eg 816 Bg gﬁ ég g‘g 33
+ Address Resolution Protocol (request) 0030 00 00 00 00 00 00 00 00 00 00 00 00
(T | File: "Ci\Uger\ ADMINI- L\ AppDutal Locah T | Packets: 17 Displaped: 17 Marked: 0 Dropped: 0 Profile: Delaut

El4-2-1
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4.2.1. file &8

File SREATE X 7 —EHIRESUHRURE | BT LUEREITAI SRR SR H TR,
1IEN. &7, NEEIEEEMNAFIFFEIE. MNE4-2-2fx

¥ e i | ARG ARP 60 Wha has 172.16.18.17 Tell 172.16.18.13

g e E300000000.MNEINA  NBIPX 98 Find name 192.168.1.192<20>

; 172.16.255.255 BROW: 234 Browser Election Request

172.16.255.255 BROW: 240 Browser Election Request

AR 6 ARP 60 Gratuitous ARP for 172.16.4.4 (Request)

172.16.255.255  NBNS 92 Name query NB INFO.958167.COM<00>

- o | 255.255.255.255 UDP 354 Source pori: 1794 Destination port: 2654

T AT 268055000 T72 06 4IS0T T 255.255.255.255 UDP 365 Source port: 1793 Deslinalion port: 2654
42 2,300531000 192.168.100.192 255,255.255.255 UDP 354 Source porl: 55767 Deslination port: 2654
43 2.301341000 192.168.100.192 255,255,255.255 UDP 361 Source port: 55768 Destination port: 2654
44 2.311599000 00:e0:6:04:d7:d6 6 M0 ARP 60 Who has 172.16.25.1177 Tell 172.16.12.110
45 2.754221000 00000000.6cf0498c3 00000000 MIEFHT NBIPX 98 Find name 192.168.1.192<20>

E4-2-2

MBI T EENFAREIEIRIR ST -

Merge... (XXHEF) : (ERZINREBA IR LARRSF IR cap XEFHBEETRE—#RE. B5HA)
FeHTF— 1 IERY.cap X4 | RRREXHEFHEIE RN SEIFA VEFTFFRISE —.cap X4, 7
PATFIFHE(E

Import (SN ) 1%iEHE IR,

Close (X ) : RIAZERIHTEAIEIERERFIZ
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Save (&7 ) : (RFAEEREG ;

Save as ( BFER ) : BEIIEEES Y ;

File Set( MHES ) (AZEN FTEYLAERIBRIERINESR | LN UEEENE. I0E4-2-3
Fi :

[l Wireshark: 1 File in Set \F|o] B

Filename Created Last Modified Size
(@ :wireshark_390B30A3-C582-45F6-9518-BD37DD951478_20120630223029_a04992; 2012.06.30 22:30:29 2012.06.30 22:30:23 264 Bytes

w in directory: ChUsers\ADMINI~1\AppData\Local\Termp

E4-2-3

Export (St ) : Bt SRIMEEIRE SN txt AR, WE4-2-4F7

i Realtek PCle GBE Family Controller: \Device\NPF_{390B30A3-C582-45F6-9518-BD370D951478) [Wireshark 1.7.1 (SVN Rev 41970 from /trunk]]
File | Edit View Go (Capture Analyze Statistics Telephonx Tools Internals Help

= Open... Ctrl+0 @ & 'T:::h e 5 D ? & Gl Q @ | “ ] .'@' ‘é‘ﬁv @
Open Recent 4
Merge... IZI Expression... Clear Apply Save
Import... urce Destination Protocol Length Info
® Close Ctrl+W
& Save Ctrl+5
[ Save As... Shift+Ctrl+5
File Set ’
Export » File ] as "Plain Text" file...
e P Delected Packel Byles... [STEs] s "Postocnpt Tile..
= nnt... ri+
== S5L Session Keys... as "CSV" (Comma Separated Values packet summary] file...
d Quit Ctrl+Q Objects 4 as "C Arrays" (packet bytes) file...

as XML - "PSML" (packet summary] file...
as XML - "PDML" (packet details) file...

E4-2-4
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4.2.2, Edit 38

Edit (48 ) SREETEEN 7 —LEURESIRNMIEERE  HPEiiRENERK. me. RELA
MRBESEMEFERE, WTE4-2-47

i Realtek PCle GBE Family Controller: \Device\NPF_{2G8A3E76-7A73-47DD-9456-B37B192BCA05} [Wireshark 1.7.1 (SVN Rev 41570 from /trunk]]

File | Edit | View Go Capture Analyze Statistics Talaphonz Tools Internals  Help

B | Cory T2 EE QD @DM % @
+ Find Packet... Ctrl+F
Fi Find Mext Ctrl+M EI Expression... Clear Apply Save
No. Find Previous Ctri+B Protocel Length Info
Mork Packet (toggle) Cuiem 1255 NBNS 92 Name query NB ISATAP<00>
Mark All Displayed Packets Shift+Ctrl+M
Unmark All Displayed Packets Crl+AltsM |22 NBNS 92 Name query NB PC-201110081249<00>
Find Mext Mark Shift+ Ctrl+N
Find Mext Mark Shift=Ctrl+p BT NBIPX 98 Find name WWW-137354555AB<20>
. Igmre?“m {toggle) . C,tm'_x ] VRRP 60 Announcement (v2)
Ignore All Displayed Packets (toggle) Shift+Ctrl+Alt+X
Up-] re A cets Shift+Ctrl+X _ _
S hit-CiX 0. 00.00 TP 64 Conf. Root = 32768/0,/00.30:f1.82.ac-80 Cost = O
(& Set Time Reference (toggle) Cirl+T
Un-Time Reference All Packets Ctrl+AR+T ARP 60 Who has 172.16.4.797 Tell 172.16.4.242
Find Mext Time Reference Ctrl+Alt+N
Find Previous Time Reference Ctri+Alt+B 1234 UDP 62 Source port: 3985 Destination port: 33674
T Time Shift... Shift+Ctrl+T

7' Edit or Add Packet Comment. )T NBIPX 98 Find name 192.168.1.138<20>

Configuration Profiles... Shift+Ctrl+A |55 NBNS 92 Name guery NB U.API.PC120.COM<00>

i Preferences... Shift+Ctrl+P

311.420296(b0:51:8e:00:%e.a4 1.1 f1f ARP 60 Who has 172.16.18.2557 Tell 172.16.1.1

32 1.4213720(b0:51:8e:00.f6.cf  ff.ff.ff.ff.ff.ff ARP 60 Who has 172.16.18.2557 Tell 172.16.12.73

33 1.424647C00:50:8d:6f.9a.d0 ff.ff.ff.f.ff.ff ARP 60 Who has 192.168.100.2407 Tell 192.168.100.70

E4-2-4

Copy (#I) : ZATATENLIESIFA RSN FRVENE AL

Find Packet ( E#EER ) : MNE4-2- 440 BEERAIATAREENER  H(IBHER
HRIE NS IERREENAE |

Mark Packet (toggle ) : (#RCHUEE ) : WINCHUIESR B NERET , WircHEUE
BRTEMERK ;
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Ignore Packet (toggle ) : ( ZESEUEE ) : EPEERRAERUSIEESIRSEE | FHL
EIEE AT AR ZEUE BRI E R ;

Set Time Referencer (IREZSFRJH ) : EFER(FASERELEE | (ERAZEIALIEN S
EA18) ; SEETLRTEMEHERFE |

Time Shift ( F¥ENEE ) - IEXETRE | ZIRMENERRZIFTLANMENE |

Edit or Add Packet Comment ({Z30RINEMA ) : IXPEIERYIREBES THAREIES |

RIERIEZIER , BHNEEERA I RHANNEEF o] AR EURERINER ; WE4-2-5F7 :
u Edit or Add Packet Comments I,\\—,»- = 28 .fl
BRI E|
Help [8]4 Clear Cancel
El4-2-5

E_ERA7M) | SEFR_E wireshark ARSzFRIGEIR, SNRAINFIGERFAE FEEIEEFME
FIRBETRENE. ARUEEATLBCSE M.
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Configuration Profiles ( BB ) : XNMREEFEEIAIFTXT wireshark ECE |, RE0FK)
BLZERENE  BBAFFZEIGEENXEENEE S NREN | HIITLUEHEEFERNAER
B, =" Apply"BIET ; aNEIR4-2-6:

i Wireshark: Configuration Profiles - Profile: Default l\ s 2 _fJ
Edit Configuration Profiles
Mew profile
Mew
Copy
Delete
Properties

Profile name: | Default

Help 0K Apply Cancel

El4-2-6

LMETERERMNEE XM , — P EIFEFEEN Default" | iF— P28 E T IEMAIBLE 14 ( 18
LTFVAEE ) . BRUIF( 1%+ “New Profiles” femds "Aplly” [EHBA wireshark EIREZIZIA
BeE ; BB mE LEER “Default” NG wireshark IR EZIFIIFFENXY NERUNRBEST ;
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. i -

M et PGy Corvotr v A0 S oo
Fepae BERRe veseF 2 EE a0 @08 % B

SRR,

Filter: 3 Expression...  Clear Apphy. Seve -
- ) Wireshark: Configuration Prosies - Profile: Detautt 7| = | & J
[ Time Source Protocol  Info -
1 0,000000001172.16.5.127 NENS  Name query N PC-201110081 2454205 Edit Configueation Profiles |
2 0.000893001 172.16.5.127 WBHS  Nome query N PC-201110081249400 Defait
3 0. 25586800 172.16.5.215 172.16,255.253 HENE. Narme query W8 FC-201110081295000> BT o e Batide
40,754 EMPE  Neighbor : l E'mjl--""'”m ] ‘R s
5 0,328002601192.168.1 58 BLTRTELELTE UDP  Source port: d2000webserver Destination part: 3674
6 0545647000 172.16.18.103 172,16.18.255 WENS  Name query HE ULAPLFCIZ0.COM<00>
70, ARF Who has 172.16.18.2557 Tell 172.16.1.1
B 0,54721200b0;31:8¢:00:f6:f FIATAT A ARE Who has 172.16.18.2550 Tell 172.16.12.73
9 0.613151000172.16.56.98 MENS  Name query N ISATAP<O0> @
10 0,62475300(172.16.1.108° 255,255,255.255. UDP  Source port: 49421 Destination part: corel-weadmin =| ||
10 CREFS 17216108 5., LOF Source part: 49422 Destination port: cosel-vneadmin
12 0.124462001 172.16.5.127 172.16.255.255 KNS Nome query B PC-201110081249<20
13 0,125373001172.16.5.127 172.16.285.258 WENS  Mame query N8 PC-201110081249<00> foeed]
14 0.38033900:172.16.5.215 172.16.255.255 HRNS Name query M@ FC-201110081248<00>
15 0.53310600100000000.6ci438c3dfb  0D000GOD. AL WEIPX  Find name 192.160.1.138<20>
16 0,53 ARE Who has 172.16.69.1467 Tell 172.16.12.26 o
17 0. H:94 ICMPv6  Neighber Solicitation for oparhe
18 0569558001 1 72.16.18.103 172.16,18.255 HBHS Name query 88 LLAPLPC 30, COM-<00> Profie name New profile
19 0, ARF Who has 172.16.18.2557 Tell 172.16.1.1
20 0.67106800b0;51:8¢:00:18:f AR ARP Who hes 172.16.18.2957 Tell 172.16.12.73 e e W
) age Wihe has 179 14 40 470 Tall 177 14 1% &% b

0000 33 33 FF 00 9¢ 58 F) de 1 5047 &9 85 dd 60 00 33,
D010 0400 00 20 3a ff fe B0 00 60 00 00 00 00 14 22
0070 &1 7F b0 43 53 of ff 02 00 00 60 00 00 00 00 00

+ Frame 17: 86 bytes on wire (682 hits), 86 bytes captured (688 bes) on interface 0

& Ethamnet T, Sre: ), Dst: 33
11 1 0030 00 01 1f 00 9 28 57 00 33 3 09 00 00 00 fie 0
Irnarmet Protocl Version 8, Srct L Da: U 040 00 00 00 00 00 00 b2 51 e 1 fe 00 9e 0B 01 01
i+ Wntarreet Control Magsage Frotocol ve 0050 F0 do f1 54 47 &9 I
@i "c. T\ApeData\LocalT._. | Packess: 61 D Markedt 0 Dropp | Profile: New profile
SRR it VO R, SwA e 7473 00 S0 005 sk 7.1 50N e 4157 o P SbRese\-|C] =)
Gile [t Yew Go Captue Anshee Satitics Telephony Took letemals belp
Saden cERERE veseFl [EEacaen @98 % 8
i - El g o i = |l Wireshark Configuration ProSles - Profile: Default L | = %/
No.  Time Source Destination Protocol  Lengeh Infa o A
Edit—— Configuration Profiles
17 0.668763(1¢80..1422.617.b3402..1./100.0eal  ICMPv6 86 Neighbor Solicitation for feB0.:b251.8eff.fe00.8eal from o | Mt R
[[oeaun ] 1 Rt i
18 0.669558(172.16.18.103 172.16.18.255 NBNS 92 Name query NB U.APIPCIZ0.COM=00> | |
19 0.670326(b0:51:Be 00 Sead 1LHA11H0 ARP 60 Who has 17216182557 Tell 172.16.11
20 0.671066000:51:8e.00:06.cf  FL.HHLHRIF.6 ARP 60 Who has 172.16.18.2557 Tell 172.16.12.73
21 0.705694000.24. 216 da.2c L0000 ARP 60 Whe has 172.16,40.427 Tell 172.16.12.83
22 0.7528920172.16.58.98 W2.16.255.255  NBNS 92 Name query NB ISATAP<O0>
23 0 BTENTOIT2.16.5.127 72,16 255 255 HENS 92 Name query NE PC-201M0081249<00> @
24 0.922776C 00000000, 6cl049. Q0000000 T NBIFX 98 Find name WWW-137354555AB<20>
Profile name: Dicfault
26 Ve " G4 Conl. Rool = 2768 B2.ac,BC el | o S o JEo~d
27 114018100 50:65:49.69:00.24 I ARP 60 Who has 172.16.4.797 Tell 172.16.4.242
| 2B12686620172165106 2343423234  UDP 62 Source oo, 3985 Destiation bort. 33674 7

« Frame 17. BS bytes on wire (688 bits), B6 byles captured (688 bils) on interface 0 0010 00 00 00 20 3a ff fe B0 00 00 OO0 00 00 0O 14 22

5 Ethemet Il, Src. 10.de.N.50.47.a9 (f0.de.11.50.47.a9), Dst. 33.33.41.00.9¢.a8 (33,3341 0020 81 71 b 43 S3ef (f 02 00 00 OO 00 00 00 00 00
4 Intemet Protocol Version 6, Src, 1680..1422 B171,6943 53! (1e80. 1422, 81716943, 53f] 00 00 U1 1 00 9e a8 BT 00 33 31 00 00 GO 04 fe B0
0040 00 00 DO 0D 00 00 b2 51 Be ff fo 0O 9 a8 01 01

< Intermet Comrol Message Protocol ve

L = - 0050 10 de 11 5d 47 a9 la >
El4-2-8
Preferences ( Bi&INIRE ) : iEAERTLALE3. 1.6, ENEITEENBEILEIURS ;
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4.2.3. View FEH

ZIEINENX T wireshark FU—LETISCAF4E | Fefi TRT7ELLERT wireshark fYFREM—LLE <A HEY
IEXURIE, WER4-2-9 :

[l Realtek PCle GBE Family Controller: \Device\MPF_{298A3E76-TA73-47DD-9456-B37B192BCAOS} [Wireshark 1.7.1 (SVN Rev 41970 from /trunk]]
File Edit | View Go Capture Analyze Statistics Telephony Tools Internals Help

B i @ v Mein Tooloar »72 EE el D% % B
v FilterToolbar
Filter: WirelessToolbar E Expression... Clear Apply Save

Ne.

<

Statusbar Protocel  Length Info
s VIT A

Packet List
Packet Details PS5.255 NBNS 92 Name gquery NB PC-201110081249<00>
v Packet Bytes
16 1 . 8.255 NBNS 92 Name guery NB U_API.PC120.COM<00>
Time Display Format ’
179  MemeReselution g ARP 60 Who has 172.16.18.2557 Tell 172.16.1.1
v Colorize Packet List
1g 1 ¥ Aute Serollin Live Capture A ARP 60 Who has 172.16.18.2557 Tell 172.16.12.73
#, ZoomIn Ctrl++
19 1@, Zoom Out Crle- 255.255 NBNS 92 Name guery NB PC-201110081249<00>
@, Normal Size Ctrl+=
201 5.255.255  UDP 354 Source port: 2205 Destination port: 2654
[] Resize All Celumns Shift+Ctrl+R
Bl Displayed Columns ' 5.255.255 UDP 361 Source port: 2206 Destination port: 2654
Expand Subtrees
221 EpandAl 5.255.255 UDP 513 Source port: 56126 Destination port: 43440
Collapse All
2371 o lorise Comvercation , |2:0¢ 64 Conf. Root = 3 00:30.f1.82.ac.80 Cost = 0
24 1  ResetColaring1-10 Ctrl+Space F1f.ff ARP 60 Who has 192.168.105.247 Tell 192.168.105.19
" Coloring Rules...
25 4 Show Packet in New Window 1.255 BROW: 278 Local Master Announcement ZXDEV-UBUNTU, Works
- 2 Reload Ctrl+R

i

[El4-2-9

WNE4-2- 94T BIEEFAERNFRI L INETEN T wireshark B B ~/AB~ETRE, V' B
ErRHizt= , MERER T : Main Toolbar ( E£3£84= ) . Fileter Toolbar (i 3iETE= ) & ;

Time Display Format ( Ff/EIE~ & ) : 2NE4-2-10F75 :
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" Realtek PCle GBE Family Controller: \Device\NPF_{298A3E76-7A73-47DD-9456-B378192BCA05} [Wireshark 1.7.1 (SVN Rev 41970 from /trunk]]
File Edit | View Go Capture Analyze Statistics Telephony Tools Internals Help

Bl @ v MeinToolbar |» 72 EE aaan #2®s%| B
v FilterToolbar
Filter: WirelessToolbar [ Izl Expression... Clear Apply Save
No. T « Statusbar Protocel Length Info
= D VIRRT a ou (= =
L[
15 1 + Packet Details 55.255 NBNS 92 Name query NB PC-201110081249<00>
v Packet Bytes
16 |t - - oo o om pemmame 2 0. COM<00>
| Time Display Fermat 4 Date and Time of Day:  1970-01-01 01:02:03.123456 Crl+Alt+1
Mame Resolution 4 - 024
171 i Stan Time of Day: 01:02:03.123456 Chrl+Alt+2 ol 172 161 1
v Colerize Packet List Seconds Since Epoch (1970-01-01): 1234567890.123456 Ctrl+ Alt+3
181 Y Auto Scroll in Live Capture * Seconds Since Beginning of Capture: 123.123456 Ctril+Alt+4 o)l 172 16.12.73
@ ZoomIn Crl++ Seconds Since Previous Captured Packet: 1123456 Ctrl+Alt+5
191 €| Zoom Out Ctrl+- Seconds Since Previous Displayed Packet: 1123456 Chrl+Alt+6 1081249<00>
@, Mormal Size Crl+= UTC Date and Time of Day: 1970-01-01 01:02:03 123456 Ctrl+Alt+7
201 UTC Time of Day: 01:02:03123456 Crrl+4lt+7 ftion port: 2654
] Resize All Columns Shift+Ctrl+R
211 Displayed Columns » | * Automatic (File Format Precision) tion port: 2654
Seconds: 0
Expand Subtrees i
221 Expandal DecEeconds 1l ation port: 43440
Collapse Al Centiseconds: 0.12
231 Milliseconds: 0123 30.f1-82.ac-80 Cost =0

Colorize Conversation 4
Microseconds: 0123456

24 1  ResetColoring1-10 Ctrl+Space Manoseconds: 0.123456789 Tell 192.168.105.19

M Coloring Rules...
Display Seconds with hours and minutes

ZXDEV-UBUNTU, Workstat

25 ¢ Show Packet in New Window
{2 Reload Ctrl+R }

[El4-2-10

SNE4-2-10Ff7  TE3ERHAYF SR ERI= A ST S TUHIRA e, BUARYERSTVE Seconds
Since Begingning of Capture : 123.123456 ( IEEFHAMEBEEQAHEIFIEL )

AT LIRIEEEE N EMERA , 6140 : Second Since Previous Capture Packet :
1.123456 ( (EEFHMENAY_E—MEIRIFDER )

Second Since Previous Display Packet : 1.123456 ( 55 F—/MOERAFIEL )

BR T LA LRI MR IR LA MEAMRIR AT | XNARBCHUN—T , H—&/E5!
HARE ; BAEXEHNASIHERET .

Automatic ( File Format Precision ) ( B&1 ( 3B ) ) @ 1ZEIE wireshark BRIARY

FESEMEE BRTEIAME "Automatic” 41 wireshark IRE X 7 BN URMILIEERSEA. FI40 Seconds

(%) . Deciseconds (+%52Z2—% ) . Millisconds ( Z# ) LAK Microseconds ( f3# ) ; Fefi1E
BIMEINRAERE “"Automatic” FaNiEFEE] Microseconds ( f#) ) RBIFAETLLT
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Name Resolution ( BFREET) : 0 3.1.1. METE;

Colorize Packet List ( M@ EREUEESIER ) | M LAXIEUEEYIRECE/RFEEEMRN ;

Auto Scroll in Live Capture ( I BINAMEIEERSIZER ) : AT BUE/ NS BhAn)
HIREFIE ; HHETF3.14. BBENTER ;

Zoom In, Zoom Out., Normal Size #] Resize All Colunns : ¥8EF3.1.5. FrA/NTE# ;

Displayed Columns( Z7=5I%% ) iZIIREA]£%3.1.6, EEIR T B -- BTN E--Culomns ;

Expand Subtree, Expand All, Collapse All : ZEIRRFFi. BFATEFHIISHIEFH ;
WNE4-2-11,4-2-12F73:

A0 L] 60 Who has 172.16.18.2557

+ Frame 225, 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface O | QUOC ff #f ff ff ff #f bO 51 Be OO0 9e 98 08 06 00 M Q

& Ethemet 11, Src, b0:51,8e.00.9e.98 (b0,51,8e.00.9¢,98), Dst. 0000000 (0000000, 0010 0B 00 06 04 0O 01b0 S Be 00 Be 9B ac 1012 df ... Q...
+ Address Resolution Protocol (request) 0020 00 00 00 00 00 00 ac 10 121 00 00 00 00 00 00 ... i

0030 00 00 00 00 00 00 00 00 00 00 00 00

E4-2-11
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m
- Frame 225: 60 bytes on wire (480 bits), 60 bytes captured (48@ bits) on interface O
Interface id: O
Arrival Time. Jul 3, 2012 12.24.06.205655000

[Time shift for this packet. 0.000000000 seconds|

m

Epoch Time: 1341289446_205655000 seconds
[Time delta from previous captured frame: 0.000001000 seconds]
[Time delta from previous displayed frame: O.000001000 seconds]
[Time since reference or first frame: 14.768772000 seconds]
Frame Number: 225
Frame Length. 60 bytes (480 bits)
Capture Length: 60 bytes (48() bits)
[Frame is marked: False]
[Frame is ignored: False]
[Prc:-tocc-ls in frame: eth:arp]
[Cc:-lc-ring Rule Name: ARP]
[Coloring Rule String- arp]
5 Ethernet II, Src: b0.51:8e:00:9¢.98 (b0:51:8e:00:9¢.98), Dst. ff.ff.ff.ff.ff.ff (ff.ff.ff.ff

— - = = e o e e e o o o oo o
m 2

El4-2-12
Colorize Converation ( SIERAEHAN ) : EFfRC— M SIERNETEE ;

Reset Coloring 1-10 ( EE&1-10EE&ENX ) : WA )ER Colorize Converation ( BN )
ENT—ASIERNREEEEREMEMIZIEN ;

Coloring Rules ( &N ) : £%3.1.6, ENERTES--HEMNEY ;
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Show Packet in New Window ( HiENETEIEE ) : B IEiEEyIRINRE—  EiEENE
A ERZIEI S E— M B D T ARSI RE S AR SRS T EGI%k |

Reload (EHEA ) : EFERASRIEIEGSER | £%3.1.2, XHIEE
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4.2.4, Go ZEEE=

WTEA4-2-137R :

i Realtek PCle GBE Family Controller: \Device\NPF_{208A3E76-7A73-47DD-0436-B37E192BCAO5} [Wireshark 1.7.1 (SVN Rev 41970 from /trunk
File Edit View '&' Capture Analyze Statistics Telephony Tools Internals Help
DO @ - Bk wenf o |(FE QaQan @D % E
& Forward Alt+Right
Filter: @ Goto Packet.. CirleG |Z| Expression... Clear Apply Save
Ma. Tirme Go to Corresponding Packet Destination Protocol Length Info
95 3.863 ) 122.143.1.162 TCP 74 49€¢
it Previous Packet Ctrl+Up
96 3.863  NetPacket CrrisDown | 922 143.1.162 TCP 74 49¢
T First Packet Ctrl+Home
97 3.863 & Last Packet Ctrl+End 122.143.1.162 TR 74 49¢
it Previous Packet In Conversation Ctrl+,
98 3.903 7 Mexd Packet In Conversation Ctrl+. . FF-Ff . £ ff . fF ARP 60 Wh
99 3.908308s 209177 .82 37 172.16.2.180 EE 60 80

172.16.255.255 BROWSER 240 Broy

172.16.12.83

100 3.915192s

101 3.916683s 209.177.82.37 172.16.2.180 TCP 503 [TC

102 3.917491s 209.177.82.37 172.16.2.180 TCFP 1514 [TC

103 3.917491s 209.177.82.37 172.16.2.180 TCP 1514 [TC

104 3.917545s 172.16.2.180 209.177.82.37 TCP 54 498

105 3.918260s 209.177.82.37 172.16.2.180 TCFP 1514 [TC
[El4-2-13

ZKBEA2%3.1.3, @ELT A R IULLEERTEEEEF MR/ NEIZ S | 1=
REINE T— : Go To Packet ( EVEIEIRE ) i , RENZETSEEXNEE, WE4-2-147R

i Wireshark: Go To Packet l\v = 22 ./I

Packet number

Help Jlump to Cancel
E4-2-14
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7£ "Packet number” #= \SIRESHENRSRAITIREEMVEISESIES ; ARTLUEXT. 4
M EEE S L00MHERINISUESIBARA T EZAZIMAL00 |, s “Jump to” BIRTBEEISE
#UEE100 ;

B O Wieahar oo paet 7 2] 5 0 @ F & QEOD @08 % 8
Ep“mmm 109 | [ = Expression... Clear ety e
b |l tes el | cecd | 152 143 1,162 Top" 7574 49846 > 80 |SYI| Seq-3967039832 Win-B192 Len-0 MSS-1464 WS-4 SACK PERN
96 3.863238s 172.16.2.180 122.143.1.162 TcP 74 49847 > 80 [SYN] Seq=111439772 Win=8192 Len=0 MSS=1464 WS4 SACK_PERM=1
97 3,863984s 172.16.2.180 122.143.1.162 TCP 74 49848 > 80 [SYN] Seq-1463009714 Win-8132 Len-0 MSS-1464 W3=4 SACK_PERM
98 3.9034Ns 08,00.27.88.48,27 A AT A ARP 60 Who has 172,16 91267 Tell 172.16.2.129
99 3.9083085 209.177.82.37 172.16.2.180 TCP 60 80 > 49843 [ACK] Seq-1386171958 Ack=1215286002 Win=5504 Len~0
100 3. M5192s 1721612 .83 WW2.16.255.255 BROWSER 240 Browser Election Request
101 3.9166835 209.177.82.37 72.16.2.180 TCP 503 ['I'CP segment of a reassembled FDU]
102 3.917491s 200177 .82 37 172.16.2.180 TGP 1514 [TCP segment of a reassembied POU|
103 3.9174%15 209.177.82.37 172.16.2.180 TCP 1514 [TCP segment of a reassembled FDU]
104 39175455 7216, 2.180 209077 8231 TGP 54 49843 > 80 [ACK] Seq=1215286002 Ack=136175327 Win=65700 Len=0
105 3.918260s 209.177.82.31 172.16.2.180 TCP 1514 [TCP segment of a PoU]

El4-2-15

9N EE4-2-15f7R , wireshark BAEIFKAIHEEAILI00MEUES ;
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4.2.5, Capture ZE$=

i Realtek PCle GBE Family Controller: \Device\NPF_{2G8A3E76-7A73-470D-9456-B37B192BCAQ5} [Wireshark 1.7.1 (SVM Rev 41970
File Edit View Go Capture Analyze Statistics Telephonz Tools Internals  Help
B il @ Bl Interfaces... ol b F & @A a @ 2
_ i@ Options... Ctrl+K _ .
Filter: @ Start Chil+E EI Expression... Clear Apply
No. Time ) Stop Ctrl+E Destination Protocol Len
95 3.863148! & pias ot 122.143.1.162 TCP
i Capture Filters...
96 3.863238 e u e Tow 122.143.1.162 TCP
97 3.863984s 172 .16.2.180 122.143.1.162 TCP
98 3.903471s 08.00.27.88.48.27 ff-ff-ff. . ff.ff ARP
99 3.908308s 209177 .82 37 172.16.2 180 TCP
100 3.915192s 17216 .12 83 6. . BROWSER
101 3.916683s 209177 .82 37 172.16.2 180 TCP
102 3.917491s 209177 .82 37 172.16.2 180 TCP 1
103 3.917491s 209177 .82 37 172.16.2 180 TCP 1
104 3.917545s 172 .16.2.180 209177.82 .37 TCP
105 3.918260s 209177 .82 37 172.16.2 180 TCP 1
El4-2-16
Zi=A5%E 311, MI8TEE ; RTIMBTEEMNBIRILANER ibﬂ] AERE—

Capture Filter (BITiERR ) I , ZETEABERESER lﬁf\%%—i_
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4.2.6, Analyze EE#=

ZI=EBRTHIRG D BT LAMERZ=RTE XA —EIhRERI SRR THRMNATEE.

WE 4-2-17 73 -

i Realtek PCle GBE Family Controller: \Device\NPF {208A3E76-7A73-47DD-9456-B37B192BCA05} [Wireshark 1.7.1 (SVM Rev 41970 from /trunk]]
File Edit View Go Capture | Analyze | Statistics Telephonz Tools  Internals  Help

= B [ ¥ Display Filters... BEE QB Mm% 8
Display Filter Macros...
Filter: Apply a5 Column Z| Expression... Clear Apply Save
MNo. Time nly as . » [nation Protocol Length I_nfo
Pleralea F|ItE| ]
203 4.429239s + Enabled Protocols.. TG D.177.82.37 TCP 66 49849 > 8(C
204 4 429991s ¢ e 16.2 180 TCP 1514 [TCP segme
£ User Specified Decodes...
205 4.429992s Follow TCP Stream 16.2.180 TCP 1514 [TCF' segme
Follow UDP Stream
206 4.430012s Follow SSL Stream . 177.82.37 TCP 66 49849 > 8(C
v ExpertInfo
207 4.430024s Conversation Filter v D.177.82.37 TCP 66 49849 > 8(C
208 4.448886s 00:13:d4:5d:11:60 ffffffff AL Af ARP 60 Who has 192
209 4.459564s 6c:f0:49:81:58:c3 f.ff.ffff AL Af ARP 60 Who has 172
210 4.465262s 172.16.2.180 182.118.18.201 TCP 54 49845 > 8C
211 4.525290s 172.16.2.180 122.143.1.162 TCP 66 49847 > 80
212 4.550624s 172.16.5.215 172.16.255.255 NBNS 92 Name query
4-2-17
/N LA N A
gn_EE 4-2-17 ABEIAERIIRE RIS , XTMSE FENER. BACRKILABEIAES

HM9TLANE RIS ;

Enabled Protocols ( FFEtYDHT ) : iEDATFSIF wireshark E5 LMY |, tBEJLAZR
BE—LEtimNaE wireshark RITERITORLUREIER, mzEmS#H3HEE |, 20E 4-2-18 Fix :

Wireshark {&Ei5HB 75 20120905



Wireshark 1.8.2 {&FgiiAB

ﬁ Wireshark: Enabled Protocols - Profile: Default — k_v = & .zJ
Enabled Protocols
Status 4 Protecol = Description -
TACACS+ TACACS+
TALI Transport Adapter Layer Interface v1.0, RFC 3094
TANGO Tango Dissector Using GIOP API
TAPA Trapeze Access Point Access Protocel
TAPI Microsoft Telephony API Service
TC-NV TwinCAT MV
TCAP Transaction Capabilities Application Part
TCP Transmission Control Protocol
TCPCL DTN TCP Convergence Layer Protocol
TCPEMCAP TCP Encapsulation of IPsec Packets
TDMA TDMA RTmac Discipline
TOMoE Digium TDMoE Protocol
TDS Tabular Data Stream
TeamSpeak2 Teamspeak? Protocol
TEL MAMNAGEMENT TEI Management Procedure, Channel D (LAPD)
TEKLIMK TEKLINK
TELKOMET Telkenet powerline
[V  TELNET Telnet =
I 0 r
Disabling a pretocol prevents higher layer protocols from being displayed
| Enable All ‘ | Disable All ‘ Invert
(= Al e e |

4-2-18

B 4-2-18 JLFFIH T A RIMES Y (BRBAVE BEIRIBRIABATUN RIA TS BRI ) .
FTLAFAI I5E 2RI LAERE wireshark XH4EERYE FRRIMSCRHITH .

BATT LA IR EEISFRMERIEGEE MY, FIIEAIBGEERS TCP NIRRT
wireshark GABE TCP MYAIEHES. & 4-2-19,4-2-20 A :
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' i Wireshark: Enabled Protocels - Proﬁ?e: Defau-it . . _— = =
Enabled Protocols
Status ¢ Pretocol = Description - I
¥ Synergy Synergy
Syslog Syslog message
T124 GEMERIC-COMNFEREMCE-CONTROL T.124
T125 MULTIPOINT- COMMUNICATION-SERVICE T125
T30 T30
| T38 T.38 |
TACACS TACACS
TACACS+ TACACS+
TAL Transport Adapter Layer Interface v1.0, RFC 3094
I TANGO Tange Dissector Using GIOP API
[ TAPA Trapeze Access Point Access Protocol
TAPI Microsoft Telephony API Service
[ TC-NY TwinCAT NV 1
[¥] __ TCAP Transaction Capabilities Application Part
] TCP Transmission Control Protocol —
TCPCL DTN TCP Convergence Layer Protocol
| TCPEMCAP TCP Encapsulation of IPsec Packets L
TDMA TOMA RTmac Discipline -
I | Il | 3 !
Disabling a protocol prevents higher layer protocols from being displayed I
': Enable All j [ Disable All j Invert :
o | b oo o
4-2-19
254 4.088815s 172.16.2.180 200.177.82.97 IPv4 54 TCP (8)
255 4 988816s 172.16.2.180 182, 18,18, 201 1Pva 54 TGP (8)
256 4.980067s 172.16.2.180 200.177.82.37 P4 514 TCP (6)
257 50018028 200077 82,37 W2.16.2.180 1Pva 823 TCP (8)
258 5.001868s 172.16.2.180 200.077.82.97 IPvd &6 TCP (8)
259 5.002647s 200778237 172.16.2.180 1Pva 1514 TGP (8)
260 5.0026755 172.16.2.180 200.177.82.37 IPv4 74 TCP (8)
261 50034308 2000778237 12.16.2.180 1Py 1514 TGP (8)
262 5.0034695 172.16.2.180 200.477.82.97 P4 66 TCP (8]
263 5 006243 200.77.82.37 W2.16.2.180 1Pva 529 TGP (8)
+ Frame 203. 66 byles on wire (528 bits), 66 bytes captured (528 bits) on interface © 0000 b0 51 Be 00 De a4 90 2b 34 02 8 Oc 0B 00 4500 Q...+ 4....E.
o Ethemet Il. Sre. 90.25,34,02.18,0c (90.2b,34,02.18,0¢c). Dst. b0.51.8.00,9e.a4 (b0, 0010 00 34 2d d1 40 00 40 06 3358ac1002b4 dI bl 4-@@ X
& Internet Protocol Version 4, Sre. 172.16.2.180 (172.16.2.180), Dst. 209.177.82.37 (209, 0020 52 25 ¢2 b9 00 50 6e 40 ce 16 52 ec €5 a9 B0 10 RX..Pn@ . R
o Dot (32 bytes) 0030 402982 b7 00000101 050252 eccfee 52 ec @) R.R
0040 dS a2
[ 4-2-20
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REMNAREEAITLIEZIFAR TCP YEIRERFERAEE | 1S IPv4 FHBEEIESIFA
SEFIREABES TCP MUANFEMER , BN ZAINIZ IPv4 1Y Data =FER,

PR T EUHEEREY DR | BAIBAILUEEERME | AR VEEDHRIMNAY
$EE. Wireshark ISR THAIFMEEAIMN SRR TBRED T, FELENRIMZERIX
B, RANEAIRIEER TCP N ANEIREST IP, ethernet NYISHT | BRARI TS EEIFEHIEIREM
hiXFIERR UNKNOW, #NE 4-2-21 Ffi7 :

He. Time Source Dustination [ Pretocol | Length Info

) 4. 4652625 UNKMNOWN 54 WTAP_ENCAP = 1
211 4 525290s UNKNOWN 66 WTAP ENCAP = 1
212 45506245 UNKNOWN 92 WTAP ENCAP = 1
213 4.579089s UNKNOWN 60 WTAP_ENCAP = 1
214 4.632995s UNKNOWN 60 WTAP_ENCAP = 1
215 4. 6504028 UNKMNOWN 60 WTAP ENCAP = 1
216 47410855 UNKNOWN 81 WTAP_ENCAP = 1
217 4.765534s UNKMNOWN 54 WTAP_ENCAP = 1
218 4 BO3I521s UNKNOWN 547 WTAP ENCAP = 1
219 4 8059548 UNKNOWN T2 WTAP ENCAP = 1

4-2-21

1E#% ethernet LUK IP MY ERA B EEUER ERER T , (BN TRAMUAEIRE MG
AR TIM—EEBAIMNANE] 4-2-22 Ffi7rs

He. Time Source Destination Pretocal Length lnfo
582 6.0325345 19.189.1.41 172.16.2.180 TCP 1514 80 > 49851 |ACK| Seq-2759208524 Ack=-2104878985 Win-6432 Len~1450
SHI 6 0326688 12062180 19.189.1.41 TCP 54 49851 > B0 [N:KJ Seq=2104B87T8985 Ack=2T59209984 Win=64240 Len=0
585 6.058003s 8888 172.16.2.180 1Py 144 UDP [IT}
S86 6059719 172.16.2 180 222186189225 TP 74 49880 > 80 [SYN] Seq=2039432693 Win=8192 Len=0 MSS-1464 WS4 SACK PERM
587 6.059713s 172.16.2.180 222.186.189.225 TCP 74 49882 > 80 ISVN] 5eq=534708371 Win-8192 Len-0 MS5-1464 WS5-4 SACK_PERM-1
S8E 6 0597145 172.16.2 180 222 186.189.225 TCP 74 4988 > B0 [SYN] o 99, Len=0 & Wh=4 SACK PERM="
589 60660245 222.186.189.225 72.16.2.180 TP 74 80 > 49881 [EITN. hCK] Seq=2344921450 Ack=1152129926 Win=65535 Len=0 MSS=1
500 6 0660248 222.186.189.225 W26, 2180 TCP T4 80 > 49880 [SYN_ M;K] Seq=N93070697 Ack=2013432694 Win=65515 Len=0 M55~
591 6.066139s 172.16.2.180 222.186.189.225 TCP 66 49881 > 80 [ACK] Seq=1152120926 Ack=-2344921451 Win=66608 Len=0 TSval=G64474
592 5.066140s 172.16.2.180 222,186.189.225 TCP 66 49880 > B0 [ACK] Seq=2033432694 Ack=11930T0698 Win=66608 Len=0 TSval=644i -

4-2-22
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N EE 4-2-22 F , BFBEGEBIEERS UDP thisli# 7ot , BRLAERAIRE UDP BU5MNESTEE
s IPv4 ;

Decode as ( fASEMNHINIGRRS )  ZEIFATFIHEEREMN , wireshark XIHTENRIZHE
BXREBIARES , (BRELERNEER CRENIEUESHTERAYRES , LISERIINEE.
Bign . FEAIRTLASBLFENABFIARR TCP #UEREISER HTTP thilGNIARE., XHERKAITLIE
BIBUREIFMEEFIRMN HTTP 5K , AERIIHTHIES ST ; (1E 4-2-23 :

ﬁ Wireshark: Decode As | i 2% _)
LinklNetwork Transport | DICE-RPC
@ Decode HAZELCAST w
HDFS
HDFSDATA
HTTP |
©) Donot decode |TCP |Both (49798-80) E port(s) as | ICAP
iFCP
IMAP |
Show Current IPDC
1 ]|
Clear IPSICTL »
| ]|
Help QK Apply Close

4-2-23

Follow TCP #0 Follow UDP : iIXFANEIERA IRVEUREIFMERYIIFRDBE | BinEhE—
TCP/UDP/SSL B9 Bz eIk , wireshark 2Bm5IHEFZASERAIFMEIEUEE. W
IS
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PR tepatreameal [~]ewmsion. o m s
Mo Time Saurce Destingtion Protecal Lengin o
80 2572545000 172.16.2.180 220181047 TCP 74 49798 > 80 [SYN] Seq-2249339370 Win-8192 Len-0 MSS-1464 WS=4 SACK PERM-1 TSval-
11 2509252000 22018111147 172.16.2.180 TCP 74 80 > 49798 [SYN, ACK] Seq-472100229 Ack=2249339371 Win=8192 Len=0 MSS=1450 SACK |

172.16.2.180 z20i81M147 TCR 54 49798 > 80 [ACK] Seqe2249339971 Ack=472100230 Win=65250 Len=0

270 3304369000 220.181.111.147 172,162,180 TCP 60 80 > 49798 [ACK] Seq-472100230 Ack-2249340149 Win-7002 Len-0

283 340367000 220.181.11.147 172.16.2.180 TCP 315 [TCP segment of a reassembled POU]

284 3403169000 220.181.111.147 172.16.2 180 TGP 69 [TCP segment of a reassembled POU]

285 3.404919000 220.181.111.147 172.16.2.180 HTTP 73T HTTP/1.1 200 OK (testhtmi)

286 3 405017000 172.16.2.180 2201811147 TCP 54 49798 > BO fABK] il I Len=0

295 3.531355000 172.16.2.180 22018111147 TCP 54 49708 > 80 [FIN, ACK] Seq-2249340149 Ack=472101189 Win=64291 Len=0
300 3.551688000 220181111147 112.16.2.180 TcP 60 B0 > 49798 [ACK] SequaT2101189 Ack»2249340150 Wins7002 Lens0

302 3.552475000 220.181.111.147 172.16.2.180. TCP 60 BO > 49798 [FIN, ACK] Seq=472101189 Ack=2249340150 Win=7002 Len=0
303 3. 0 172.16.2.180 2201811147  TCP 54 49798 > 80 [ACK] Seq \cke 472 Win-64291 Len=0

#1417 Follow TCP Stream f§ wireshark BaiifiEHizSiafiE TCP #3EE

#1947 Follow UDP Stream f§ wireshark Bz izeSiEiE UDP #3EE

#1417 Follow SSL Stream f§ wireshark BaiimiEHiZzSisafiE SSL #UEE

ExpertInfo ( ZEEXRER ) | ZEMRERSEE—PINEE , MNEERTIE TRrERSIERT
RIENSMEIREHE, WE 4-2-23 ik :
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El Sequence IPwd "Time To Live" = 1 for a packet sent to the Local Network Control Block (see RFC 3171)

Packet: 1025

|

[l Wireshark: 661 ExpertInfos 0 e \w|a] =)
|Errors:0 (0) IWarnings: 0 () | Motes: 1 (1) |Chats: 3 (B60) | Details: 661 | Packet Comments: 0 |
Group 4 |Protocol 4 | Summary { Count 1

Cloze

4-2-23

M EE 4-2-23 fis BT UEEEIREERN— M ARESIHER. 4140 :Errors( $&i% ). Warning
(&F%). Notes (IBf1) FHE=R ; Chats ({58 ) LUK Details (¥4 ) 2 71717 TCP #iREHNS
15, FliTATLABR SYN. SYN ACK#0 GET #3EEAI MK | HAER—5FIHT—4 TCP 21ER

ORISR, G0E 4-2-24,4-2-25 Fis
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[l Wireshark: 20 Expert Infos % T ———

\z]=] =)

|Errors: 1 (1) | Warnings: 0 (0) | Motes: 0 (0) | Chats: 7 (19) | Details: 20 | Packet Comments: 0

Group { Protocol 1 Summary 1 Count 1

Sequence TCP Connection establish request (SYN): server port 80 ?
Sequence TCP Connection establish acknowledge (SYN+ACK): server port 80 3
Sequence HTTP GET /guess.phpiv=28se=&tag=0(5[0[13]0]0]24]13|4|0]0|0| 5|08 [15|5]010|0 0|0 1
Sequence HTTP HTTP/1.1 200 OK\rn 2
Sequence TCP Connection finish (FIN) 2
Sequence TCP Connection reset (R5T) 3
Sequence HTTP GET fwzdh/guess_visit.htmI?type=iguesspvBiversion=v7 8lguid=132730803 1

Cloze

4-2-24
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&3

i \zlo] =)
B Wiresharc 0Bpetinios; (W g A BRBRE S w T

(Errors: 1 (1) | Warnings: 0 (0) | Notes: 0 (0) | Chats: 7 (19) | Details: 20 |Packet Comments: 0 |

| |Me f Severity 4 Group 4 Protocol ¢ Summary b
| T4 Chat  Sequence  TCP  Comnectionstsblishrequest (VN) senerpotsd |
108 Chat Sequence TCP Connection establish acknowledge (SYMN+ACK): server port 80
L

i
i

Cloze

4-2-25

Packet comments ( #UEEHEAR ) | ABFRAIKEFINMEHIEEESE , FTLAX—FI2=H.
FURERIARSRIIELE 4.2.2. Edit XREERNEHET. SAILIBESUKT. (FMIZEFER
FENEFRNSESBEX )
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4.2.7, Statistics JREF=

ZI=EBERTHEREEN—EFIHEE | BANX=EBREIH T —EE RN R | Zi=a91
BEZ AR EARLUEZZ RN ; (BN 4-2-26 s -

i Realtek PCle GBE Family Controller: \Device\NPF_{298A3E76-7A73-47DD-9456-B376192BCA05} [Wireshark 1.7.1 (SVN Rev 41970 from /trunk]]
File Edit View Go Capture Analyze Statistics Telephonz Tools [nternals Help

BE X @0 Sy BE QQa D @¥mx%| b
Protocol Hierarchy
Filter: [ Conversations ZI Expression... Clear Apply Save
Mo, Time Source Endpoints rotocol  Length  Info
JU LIVINSG0U T £.10.£.109 Packet Lengths... NDIND UL NAINE QUETY IND VWYV OUI [ VAT CERYS LU~
{ea 10 Graph

511.9356340922333c3.00 UBIPX 98 Check name PC2011070115UVH<20>
Conversation List 4

52 1.9632130(00:50:8d:6f:|  EndpeintList ' IARP 60 Who has 192.168.100.77 Tel 192.168.100.70
Service Response Time r

53 2.039215050:e5:49.ea: ANCP RP 60 Who has 172.16.1.17 Tell 172.16.2.133
BACnet 4

54 2.099283(192.168.100.!  BOQTP-DHCP... BNS 92 Name query NB WORKGROUP<1b>
Collectd...

55 2.202254(192.168.1.58 Compare... DP 62 Source port: 4574 Destination port: 33674

| Flow Graph...

56 2.218682000:24.21.e7: HART-IP RP 60 Who has 172.16.65.2397 Tell 172.16.12.83
HTTP ’

57 2.250222(172.16.5.175 IP Addresses... UBMS 92 Name query NB PC-201110081249<00>
IP Destinations...

58 2.300335(50:e5:49:9: [P Protocol Types. RP 60 Who has 192.168.83.1527 Tell 192.168.83.22
OMNC-RPC Programs

59 2.387474C172.16.5.106 Sametime ' UDP 354 Source port: 3279 Destination port: 2654
TCP StreamGraph r

60 2.388263(172.16.5.106 UDP Multicast Streams DP 360 Source port: 3280 Destination port: 2654
WLAN Traffic

61 2.473435C6c:f0:49:4d-bd.55 ff-ff.ff.ff-ff-f ARP 60 Who has 172.16.68.2547 Tell 172.16.18.30

4-2-26

Summary (;C2 ) : =i summary SEH—PNHERE | IZXNEERSRTT 7 EIREFIAREEE
BHN—REER. W& 4-2-27 s -
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“ Wireshark: Summary kz‘il_ﬂ)
— - — —

File
Name: C\Users\ADMINI-1\AppData‘Local\Temp\wireshark_298A3E76-7A73-47DD-9456-B37E192BCA05_20120703172357_a03812
Length: 8848 bytes
Format: Wireshark - pcapng
Encapsulation: Ethernet

Time
First packet: 2012-07-03 17:23:57
Last packet: 2012-07-03 17:23:59
Elapsed: 00:00:02

Capture
05 B64-bit Windows 7 Service Pack 1, build 7601

Capture application: Dumpcap 1.7.1 (VN Rev 41970 frem /trunk)

|| Capture comments

[Mene]
oK | | Clear
Interface Dropped Packets Capture Filter Link type Packe
Realtek PCIe GBE Family Controller: \Device\NPF_{298A3ET6-7A73-47DD-9456-B37B192BCA05} O none Ethernet 65535
1 4 il 3
I
Display
Display filter: none
Ignored packets: 0
Traffic 4 Captured Y Displayed * Marked {
Packets 61 61 0
Between first and last packet 2.473 sec
Avg. packets/sec 24,662
Avg, packet size 108,508 bytes
Bytes 6619
Avg. bytes/sec 2676.036
HAvg. MBit/sec 0.021

4-2-27

File (3214 ) : R THIEEXHRI—EE : Name (BF ) . Length (KE ) LUK format
(&) &,

Time (A& ) : ZUESIMEETE ;

Capture (#TEX ) : R T AH AR FRFLAR wireshark BIRRAS ;
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Display ( &7 ) : BEZ=RIERF(ITLAIESEGREUIR. SRS D EIRE.
RGO BFDE. FOSUFHELNHISHEOM |

Protocol Hierarchy Statistics (MY BILE ) : RiZEIEEEXHEE , G10E 4-2-28 7~ :

r B
i Wireshark: Protocol Hierarchy Statistics C — - — E@g

Display filter: none

Protocol % Packets Packets % Bytes Bytes Mbit/s End Packets End Bytes End MLk

.00 9 19[100.00 % 3671 0
= Ethernet 100.00 % 19 T 2671 0.015 0 0 0.
= Internet Protocol 16 = 3348 0.014 ] 0 0.
= Transmission Control Protocol 11 2040 0.012 10 1948 0.
| =l Hypertext Transfer Protocal IEM_% 992 0.004 0 0 0. |
Line-based text data . 1E02% 992 0004 1 992 0.
=l User Datagram Protocol Em 3 m 408 0.002 0 ] 0. |
Domain Name Service J1053 % 2|360% 132 0001 2 132 0.
NetBIOS Name Service Jis79% 3|752% 276 0001 3 276 0.
& Internet Protocol Version 6 fis79% 3[880% 323 oo01 0 0 0.
| =l User Dlatagram Protocol W 3 lm 323 0.001 o0 ] 0. I
| Domain Name Service J10.53 % 2/469% 172 0001 2 172 o
DHCPv6 | 526 % 1/411% 151 0.001 1 151 0.

[§ 4-2-28

M Protocol Hierarchy Statistics ( XD EILR ) MHEER(TT AR HBEMYXEIEIREE 2L,
FTEL KEFEEDHER

Conversation ( 21 ) : REIZIETGRHEINEE , MIZXHEMNZXHEER T UUEEEERE
FREESIAISIENEL ; WNE] 4-2-29 , 4-2-30,4-2-31,4-2-32 Fi7 -
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Name resolution

[ Limit to display filter

= — e o =

B oo o DI - = M
{Ethernet: 5 | Fibre Channel | FoDI| Pwas 4] 1pvs: 2 1px [ x| ep [ rsve | scr] Te: 2] Token Ring | upe: a] use] wian]

Ethernet Conversations

Address A 1 Address B 1 Packets 1 Bytes 1 Packets A-=B 1 Bytes A-=B 1 Packets A<-B 1 Bytes A<-B 1 Rel Start 1 Duration 4 bps A-=B 1 bps A<-B 1
02:1a:11:fe:0f:5a  74:e5:0bie7:1d:cc 11 2940 6 2670 5 270 0.000000000 0.6201 34447.83 3483.49
33:33:00:01:00:03 74:e5:0b:e7:1d:cc 2 172 0 0 2 172 0.099954000 0.1082 N/A 1272213
01:00:5e:00:00:fc  74:e5:0b:e7:1d:cc 2 132 0 0 2 132 0.100426000 0.1079 N/A 9790.02
74:e5:0b:eT:1d:cc FARFEAEAA 3 276 3 276 ) 0 0411783000 15280 1445.01 N/A
33:33:00:01:00:02 74:e5:0b:e7:1dicc 1 151 0 0 1 151 1.768583000 0.0000 N/A N/A

e —

( Ethernet E&1% )

4-2-29

S T - —
[l Conversations: Microsoft - - T &

Name resolution

[ Limit to display filter

- - - . = ﬂu
| Ethernet: 5| ibre Channel | FoDI| 1Pvd: 4 |1pvs: 2| 1px | 1374 | e rsve | scre Tep: 2] Token Ring | upe: 4| use ] waan]
1Pv4 Conversations
Address A 4 Address B 4 Packets 1 Bytes 4 Packets A-=B 1 Bytes A-=B 1 Packets A<-B 4 Bytes A<-B 1 Rel Start 4 Duration 4 bps A->B 4 bps A<-B ‘
125.89.73.8 192.168.43.36 3 170 1 62 2 108 0.000000000 0.0002 NA 5433962.26
192.168.43.36 224.0.0.252 2 132 2 132 o 0 0.100426000 0.1079 9790.02 N/A
192.168.43.36 220.181.158.154 8 2770 3 162 5 2 608 0.260063000 0.3600 3600.00 57955.56
192.168.43.36 192.168.43.255 3 276 3 276 o 0 0.411783000 1.5280 144501 N/A

(IP E=E ) B 4-2-30

r e . B =
[ Conversations: Microsoft - - -

| Ethernet: 5] Fibre Channel | FoD1| Pua: 4] 1pvs: 2] x| 1x7a e[ rsve[ scre| Tep:

| Token Ringl UDP:4| USBl WLAN|

Address A 4 Port A4 Address B
192.168.43.36 49189  125.80.73.8

80
192.168.43.36 49192  220.181.158.154 80

2
3

TCP Conversations

108
162

1 Port B 4 Packets 1 Bytes 1 Packets A-=B 4 Bytes A-=B 1 Packets A<-B 1 Bytes A<-B 1 Rel Start
170
2770

1 62 0.000000000
5 2 608 0.260068000

4 Duration 4 bps A-=B 1 bps.
0.0002 5433962.26
0.3600 3600.00 5

[

[ Limit to display filter

Follow Stream | [ Close

Q=1=))

[§ 4-2-31
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e — - - e T . - - -
Ml Conversations: Microsoft -

| Ethernet: 5 Fibre Channel| FoD1 | Pua: a [ 1pvs: 2] x| 1x7a | e[ Rsve[ scrp| Tep: ] Token ring|fUDP: 4| use] wian]

UDP Conversations

Address A 1 Port A 4 Address B 4 Port B 1 Packets 4 Bytes 1 Packets A->B 1 Bytes A-=B 1 Packets A<-B 1 Bytes A<-B 1 Rel Start 1 Durati
{e80:8d97:7994:3281:bdeb 50289  ff02:1:3 5355 2 172 2 172 0 0 0.099954000 0
192.168.43.36 55261  224.0.0.252 5355 2 132 2 132 0 0 0.100426000 )
192.168.43.36 137 192.168.43.255 137 3 276 3 276 0 0 0.411783000 1
ffo2:1:2 547 feB0:8d97:7994:3281:bdeb 546 1 151 o o 1 151 1768583000 o

<

m

MName resclution [ Limit to display filter

—_—
9
e

Follow Stream | [ Close _]"

(&A= ) & 4-2-32

End Point ( &5/ ) : %S conversation ( 21F ) IEEEARE |, E—E=3IETFLEET
TEFIERYLEE , End Point ( AR A ) RERSMENEREIE ; 11 4-2-33 7~ (XBERENT
ERENERR ) -

-
[l Endpoints: Microsoft

= | B ||
— -

| Ethernet: 6 | Fibre Channel | FDD1| 1Pva: 5] 1pv6: 3] 1px] x| e | Rsve | scTe| TeP: 4 | Token Ring | upP: 8] Use | wian]

TCP Endpoints

Address 4 Port 4 Packets 4 Bytes 4 Tx Packets 4 Tx Bytes 4 Rx Packets 4 Rx Bytes {4 Latitude 4 Longitude 14
125.89.73.8 80 3 170 1 62 2 108
192.16843.36 49189 3 170 2 108 1 62
220.181.158.154 80 8 2770 3 2 608 3 162
192.168.43.36 49192 8 2770 3 162 5 2 608

[C] Name resolution [T] Limit to display filter

o) s [

[ 4-2-33

Packet Lengths ( #iREIKE ) : REEIGEHTRINIEE  HENBNEET BN EEIEE
KE ; 90E 4-2-34 s
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i N
Bl Wireshark: Packet Lengths S'I:...Elﬂlg

Filter:|

[ Create Stat ] ’ Cancel ]
l@

4-2-34

IO graphs ( ABEERET)  VEFANERSNEREEEERUNBERA ML, =1
#HEEN ; 2 4-2-35 A

I e
|

250
| L
| I
T T T I T T T T T T T '}\T—l_ T T T T T T T o
20s 40s 60s 80s 100s 120s
« | m | »
-Graphs X Axis
w Colar [Fjlter:” | Style: | Line ~ ||| Tick intenral:|1 sec -
lGraph 2] Color ’Fjlter:” | Style: |Line - F‘ixelsl per ticllr:: ‘5 d
lGraph 3] Color [Fjlter:” | Style: |Line - E;Iew as time of day
- is
| lGraph 4] Color [Fjlter:” | Style: Line T ||| Unit: |Packeis,"Tick - I
| lGraph 5] CDlDr’Fjlter:” | Style: |Line > ||| Scale: |Autcr -

[ e [ cony | [ see J[ dese

4-2-36

MTFERBURLARALUBCHR—T  EXEBAIA AN ZETNI SR T .
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Conversation List ( 2153 ) . End Point (R%IZR ) © XFMELHERT LE/ M8/
Conversation LA End Point , REIZAHE I ABERERMINARANESEHRHTEE | =
Conversation FEISHH FRPLE | HFRBRISEERIVEEFAENSHERET ; 2E
4-2-37,4-2-38 F7~ -

I -
ilMConversa‘tions:Microsoft - \ - ea® . - e N

= EII

Address A ¢
192.168.43.1
192.168.43.36
192.168.43.36
I 192.168.43.36

192.168.43.36
I 182.118.18.202
|

112.95.240.84
112.95.240.240
119.188.9.111
115.188.9.110
61.55.171.111
123125114101

74.125.71.95

Address B
192.168.43.36

255.255,255.255

224.0,0.252

192,168.43.255
220.181.111.147

192.168.43.36
192.168.43.36
192.168.43.36
192.168.43.36
192.168.43.36
192.168.43.36
192.168.43.36
192.168.43.36
192.168.43.36

4 Packets 1 Bytes

287
1
16
31
44
25
29
10
103
74
14
12
25
25

IPvd Conversations: 43

29 471
342

1 060
3012
13 681
3032
4 285
922

6 850
7297
940
673
7539
5211

109
1
16
31
24
9
15
3
28
23
4
2
11
12

15 961
342
1060
3012
3417
1984
2 407
a77
2709
4091
387
120
5939
3 822

1L}

I
I
I 74.125.235.198
I
I

Copy

178

4 Packets A-=B 4 Bytes A-=B 4 Packets A<-B 4 Bytes A<-B 4 R

13 510

(IP ERIE ) B 4-2-37

_
[l TCP Endpoints:

Microsoft

i

II Address 4
192.168.43.36
220.181.111.147

Port 4 Packets 4 Bytes

49679
30

| 192.168.43.36 49680
| 192,168.43.36 49681
182.11818.202 80
| 192.168.43.36 49682
| 1191889111 80
192.168.43.36 49683
| 192.168.43.36 49684
119.188.9.110 80
I 192.168.43.36 49685
| 192.168.43.36 49686
192.168.43.36 49687
I 192.168.43.36 49688
| §1.55.171111 80
| | hHelp || copy

2526
13 681
11 155

1367

3032

994

6 850

994
994
7297
994
994
994
940
940

TCP Endpoints: 174

12

4 Tx Packets 4 Tx Bytes 4

1372
10 264
2045
400
1984
607
2709
607
607
4091
607
607
607
553
387

Rx Packets 4 Rx Bytes 4 Latitude Longitude

4
24
16
4
16
4
75
4
4
51
4
4
4
4
10

1154
3417
9110
967
1048
387
4141
387
387
3 206
387
387
387
387
553

-

(ERMERERR ) Bl 4-2-38
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Follow Graph ( Bf/&iEiR ) : LEFACHNREESE NS , W& 4-2-39 , B 4-2-40 fi -

rﬁ Wireshark: Flow Graph I. = | =] |_ihﬂ

Choose packets
@ All packets
() Displayed packets

Choose flow type

@ General flow
i TCP flow

Choose node address type

@ Standard sourcef/destination addresses

(71 Network source/destination addresses

oK ’ Cancel

4-2-39

7£_EE 4-2-39 A Choose packets FAi1iEE"All packets" ( FFEEUIRE ) RISIEREIMEE!

FEIREHITESR ; Choose follow type (EFMREE ) : FAEE General flow (—fR&SIER )

Choose node address type ( Tmithii288Y ) : EEFEFRERTR BRI ;

!

Wireshark {&Ei5HB
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I Microsoft - Graph Analysis W IS ——— [ B
Time 192.168.43.36 255.255.255.255 By i
192.168.43.1
0714 TCP: 48902 > B0 [SYN] Seq=0 Win=8192 Len=0 MS5=1460 W5=8 SACK_PERM=1
0750 <ozitandard resp B ; | DNS: Standard query response CNAME su bdimg baecdn baidu.com CHAME subdimgjomodns.com A 1191889 ||
0757 :Emﬂm_w& u i i i DNS: Standard query A subdimg.com
0.800 :“sgmﬁﬂ—"‘hl_,l'lf_ﬁﬁgz] | | | DNS: Standard query response CMAME su_bdimg baecdn baidu.com CMAME su_bdimgjomodns.com A 1191889
[ | 0801 mggmm%, | | | DNS: Standard query A wvw baidu.com
0.803 :mmﬁﬂ_ﬁvr_&#gﬂ o o o DNS: Standard query response CNAME www.a shifen.com A 220181111147
0.899 uog Standard rE§g3, i i i DNS: Standard query response CNAME su bdimg baecdn baidu.com CHAME subdimgjomodns.com A 119.188.9
0.958 .mm‘ . 80 = 43902 [SYN, AC TCP- 80 > 49902 [S¥N, ACK] Seq=0 Ack=1 Win=5840 Len=0 M55=1400 SACK_FERM=1 W5=2
0938 e . i 49902 = 80 [ACK] 5= TCP- 49902 > 80 [ACK] Seq=1 Ack=1 Win=16640 Len=0
0.958 :smglam_wr_ﬂﬁgm | } DNS: Standard query response CNAME subdimg baecdn baidu.com CNAME subdimgjomodns.com A 119.1889
0.980 — i GET fads hm Tndel: & HTTP: GET fads_hm_index_ct?sno=201207031912108in=3319679798wtype=9 HTTR/LL
1175 mmﬁw i B DNS: Standard query A uqurl£360.cn
1.268 el i i I'I'tP Previous seqn\e TCP: [TCF Previous segment lost] 80 > 49902 [FIN, ACK] Seq=500 Ack=376 Win=6912 Len=0
1.268 :mm‘ i i I'I'CP Dup ACK 35*11 TCP: [TCP Dup ACK 35#1] 49902 > 80 [ACK] Seq=376 Ack=1 Win=16640 Len=0
1.268 e i i i WCP Oul-Of-Order1 HTTP: [TCP Qut-Of-Order] HTTP/1.0 200 OK (text/htmi)
1.268 e g g 43502 > 80 [ACK] Se TCP-49902 > B0 [ACK] Seq=376 Ack=501 Win=16128 Len=0
1278 :mmi 3 i 49902 = 80 [FIN, AC TCP- 49902 > 80 [FIN, ACK] Seq=376 Ack=501 Win=16128 Len=0
1.280 :mm‘ . . i 49903 = 90 ISYNL | | TCP-49903 = BO [SYN] Seq=0 Win=8192 Len=0 MS55=1460 WS=8 SACK_ PERM=1
1.369 1s2qstandard es:gm i i ; DNS: Standard query response CNAME qurl.gh-lb.com A 220.181157.181 A 220.181157.185
1395 - ] . Name query NBWPAD< | MBNS: Name query NB WPAD <003
1499 mm\i i i 8‘} > 49902 [RST] Se TCP- 80 » 49902 [RST] Seq=501 Win=0 Len=0
4 i v [« i »

N EEFR  EAERREAEA P HUFTAXIEIEE , AURZEEREEAERE &
E[FIA&IAE Time : 0.714, 0.958 LIk 0.980 MR FrAIXAIEIRE E— MrER TCP ZIXIBFARIE
MR MIRNEREE | B NEEEZR1ERR TCP DERIAR 2 BRAIA ACK SRS

UDP Multicast Stream ( UDP Bf% ) : E/RHFTHEEEIRVEURERARSIER ; WE 4-2-41

7

licrosoft -

Detected 4 Multicast streams, Average Bw: 0.0 Mbps Max Bw: 0.0 Mbps Max burst: 2 / 100ms  Max buffer: 0.1 KB
SrclPaddr + Srcport 4 DstIPaddr 4 Dstport 4 Packets 4 Packets/s 4 AvgBw 4 MaxBw 4 Maxbursts 4 Burstalarms 4 Max buffers 4 Buffer alarms Al
1921684336 53743 224.0.0.252 5355 2 19 /s 0.0 Mbps 0.0 Mbps 1/100ms o 0.1 KB o

2 o o
| feB0:8d97:7994:: 59392 5355 2 19 /s 0.0Mbps  00Mbps  1/100ms 0 0.1KB 0
|| fe80:8d97:7994:: 62756 5355 2 20 /s 0.0 Mbps 0.0 Mbps 1/100ms o 0.1 KB o

Burst int: 100 ms

Selected: 192.168.43.36:51146 -»> 224.0.0.252:5355

Burst alarm: 50 pps  Buffer alarm: 10000 Bytes Stream empty speed: 5000 Kbps Total empty speed: 100000 Kbps

Set parameters | Prepere fier | Close |
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4.2.8, Telephony ZEE$=

T Telephony(B8(5) —#=BAIEAFERR HERIIERERENERERHITERER
& ATLATECIRERA I — BT XHZA= A E AN B T MR AR ZIZTUEE KB T LB S BAR

4.2.9. Tools FEHE=

Zt=B—"" Fire Wall ACL Rules ( fXiEinai=EIZIZ=MN ) | SERIZINEENSFARERIFGK
EEOIEE ST ACL HIN Gaizdl5IER), 5235 Cisco IOS, Linux Netfilter (iptables), OpenBSD pf
and Windows Firewall (via netsh). Rules for MAC addresses, IPv4 addresses, TCP and UDP
ports, LAIK IPv4+iB&inM. LA ERERMEMUATINRED ; (1E 4-2-42,4-2-43 A7

[l Firewall ACL Rules \Z|=] & )
Product | Cisco 105 (standard) |~ | Fiter 1721668220 -] Inbound Deny

! Cisco 1S (standard)
access-list NUMBER deny host 172.16.68.220

Help Copy Save Cancel

4-2-42

I Cisco 105 (standard)
access-list NUMBER deny host 172.16.68.220

4-2-44
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{£F3733% : Product (/F@ ( BIERXHARIEXARY ) ) |, ZI=EE TR BB LR
HEOSTRHINIEEY, WERAE R ERRIMIN R 4-2-42 "Copy” BIRTSHIZAINY. ERAIAIFENIE
BE=ERE LEMAAERERT |
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4.3.0, Internals ( A&B ) L=

XEEICR 7 —LFTFIRLL. wireshark Frsi-FRIRIZE N FIRANSS B EUEE T ; X
SBETLAE MBI ED, E/75:% Internals——Dissector tables( fi##7%11%)/Supported Protocol
( SZHSHOMY ) ; 20E 4-3-1 , 4-3-2 FsATSS A ERLLAR: TCP i EHER wireshark FrsziF
NERFE ( BTFRASE AT RN BT sesEERl ) -

[ Wireshark: Supported Prososals | . . ’e = . - Al Aslnd ol a o \=|a| )
|| Protocels | Display Filter Fields
===

124 GENERIC-CONFERENCE-CONTROL T.124 n24
T.125 MULTIPOINT-COMMUNICATION-SERVICE T.125 n2s
1.30 1.30 130

T.38 T.38 138

TACACS TACACS lacacs
TACACS+ TACACS+ tacplus

TALI Transport Adapter Layer Interface v1.0, RFC 3094 tali

TANGO Tange Dissector Using GIOP API giop-tango
TAFA Trapeze Accesc Point Access Protocol tapa

TAPI Microsoft Telephony APl Service tapi

TC-NV TwinCAT NV tc nv

TCAP Transaction Capabilities Application Part tcap

Transmission Contral Protocol

TCPCL DTH TCP Convergence Layer Frolocol lepel
TCPENCAP TCF Encapsulation of IPsec Packets tepencap
TOMA TOMA HTmac Drsciphne ldma

TOMoE Digium TDMoE Protocol tdmne

1os Tabular Dala Steam Lds

( wireshark FrfFsdFAUIMNYEEEY ) B 4-3-1
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[l Wiresharic Supparted Protocols
f!_uib_q(_?&: Disphsy Filter Fields '_
tep. sreport
cp dstport
tep port
lep.stream
tep.seq

| lCp. s
tcp.ack
tcp.hdr len
tcp.flags
tcp.flags.res
tcp.flags.ns
tep flags. cwr

tcp.flags.ecn
tcp flags urg
1cp.fiags.ack
tcp flags push
lcp. llags. resel

1ep flags syn

»

T

e T

Source Port

Destinabion Port

Source or Destination Port
Stream mdex

Sequence number

Mol sequence number
Acknowledgment number
Header Length

Flags

Reserved

Monce

Congestion Window Reduced (CWR)
ECN-Echo

Urgent

Acknowledgment

Push

Resel

Syn

( wireshark Fr>z it EREFRNES ) E 4-3-2
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4.3.1, Help 5Z8a¢=

BREH—2 help(EBEh)—+= MiZt=F(TaT LAiSIa12] wireshark BB 75 Wik, H B BEFRE—LL
wireshark B FIES B3, R LATE B 75 Wit T FEEIEMRAR wireshark AR BB A
HIfERAY wireshark iRA(SE, 75742 Help--About wireshark BRI B ZIFA I Z4B0FT R
wireshark MRAS AN HittI—LAS 5, 20E 4-3-3 :

oo e S —— 7 L5

Wireshark |Authors| Foldersl Pluginsl License|

Network Protocol Analyzer
ru'ersinn 1.7.1 (SVN Rev 41970 from /ftrunk)

Copyright 1998-2012 Gerald Combs <gerald@wireshark.crg> and contributors.
This is free software; see the source for copying conditions. There is NO
warranty; not even for MERCHANTABILITY or FITMESS FOR A PARTICULAR PURPOSE.

Compiled (64-bit) with GTK+ 2221, with Caire 1.10.2, with Pango 1.28.3, with
GLib 2.26.1, with WinPcap (4_1_2), with libz 1.2.5, without POSIX capabilities,
with SMI0.4.8, with c-ares 1.7.1, with Lua 5.1, without Python, with GnuTLS
21218, with Gerypt 1.4.6, without Kerberos, with GeeclP, with PortAudic
W19-devel (built Apr & 2012), with AirPcap.

Running on 64-bit Windows 7 Service Pack 1, build 7601, with WinPcap version
4.1.2 (packet.dll version 4.1.0.2001}, based on libpcap version 1.0 branch

1_0_rel0b (20091008), GnuTLS 21218, Gerypt 1.4.6, without AirPcap.

Built using Microsoft Visual C++ 9.0 build 21022

Wireshark is Open Source Software released under the GNU General Public License,

Check the man page and hitp://www.wireshark.org for more information,

oK

€ 4-3-3
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B4, Help TEEAE—NUBSLARITIREN EREE BT B SRR T — 2 4UEE |, flanH
I~ E— Cisco E§H=S ERGIP 1YAYBEADIIIEEUES ;| (N NER-

SEver mEssayE Siwue T P Sy T ]
@ s 1 2 flibpap) Cagture shawing 4 wade range of SME fatures. Thi caplun was made using thi Sambad smblofurs suite. against a Windows Vista beta server

Parallel Virtual File System (PYFS)
@ ptsi-sameis peap (ibpeap) PYFS2 copy operation (local e 1o PVFS2 fle system)

HyperText Transport Pratacel (HTTP)

8

@ hip cop A simple HTTP request and response

8 iip_geip cap A smple HTTF request with & eme packel geip Content Encoded respense

" 32 A simple capture containing 8 few JPEG pictures one can reassemble and save to a file.

8. Fatching the Wireshark home page

] (ibpeap) A largs POST roquest, taking many TGP segments.

] 1 A samgie TCRIHTTP of a fle transfer using ECN (Exphei Congestion Notfication) feature per REC3168. Frame 48 exparienced Congestion Encountered :
Telnet

8 tolnet-coaked poap flibpcap) A telnet session in “cocked” {per-ine) mode

B ceinet raw {libpcap) A telnat session in “raw” (per-chacacter) mads

Routing Protecols

® bop peap g2 (ibpeap) BGP packets, including AS path attributes

@ FIGRP_Heighbors cap Twa Cisco EYGRP paars forming an adjacency

] Cisca EIGRP packats, including Authontication TL s
] Cisco EIGRP packets, mchuding Stub routing TLVs
] » Crsco EIGRP packets, including PV intemal and extemal route updates
] ap Cisce EIGRP packets, inchuding IPX intemal and extemal roule updates
@i (ibpcap) RIPng packats (B46)
] (Ebpcap) Simple OSFF initiakzation
@ {libpeag) Simgle OSEF-MOS Authentication

( TEEFEEEE | ERGIP #iEE )

74 Hello

EIGRP 74 Hello
ElG!

EIGRP Update

EIGRP 60 Update
EIGRP
EIGRP

22 23 ooy

( BUTFTFHE | FA1EER ERGIP RUBEEILIIE )
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L, wireshark (%% AR B AZIRSKBRIEBA TBERSN BT 7. BRT _LEFMRAYHR
LURTS; , T TEEENFIRAHERSE | FrabaEIE( IEE LEEARNET 7. KKRALUR
& CERIMBREEA I ERAREREE, I AMEXESMEEART |

TEFAIFIRITE wireshark BIZ=/AMEILIEEE | XN IIEER wireshark FRIEATHEEZ — ;
AT MR SR EE 2X ESMENA SRS HTMERMENEgEEE. TEFEIIF—1 50

BETRNABXFEPINEE ;
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& wireshark 27/ EE

5.1, BRIiERHHE

BT LMERZEZ——Edit—Find Packet, 354=——Analyze——Display Filter 5t&E
seeeps e TER— I (#6 wireshark EESH— S EENISR AT SN SIRE#H T
g WAL= E R A\ ENRIA T BN AT Ees kG B~ iess. WE 5-1-1 Fis -

B Microsof - Wirmthark . g S e e S S SaE e By x|
THD WHE BBV IO FEO0 SEE %NS LD TAD e

Eraen cEXx@l qaevaT 2 EE aaqan gBRL B

5-1-1
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[l Wireshark: Display Filter - Profile: Default e . 1 e | W2 )
Edit Display Filter
Ethernet address 00:08:15:00:08:15
Ethernet type 0:0806 (ARP)
Ethernet broadcast
Mo ARP
IP only
IP address 192, 168.0.1
IF address 1=n't 182.168.0.1, don't use |= for this!
IPX anly
TCP only
UDP anly
UDP port isn't 53 (not DMS), don't use |= for this!
TCP or UDP port is 80 (HTTP
or port is 80 ( )
HTTP
Mo ARP and no DNS
Mon-HTTP and non-SMTP to/from 192.168.0.1
Properties
Filter name:
Filter string:
| [

[ 5-1-2

ErdiEssEENEOREN LR 5-1-2 s, FATTLURER/BRY IP ik, LUKKIR/E

A9 IP bk, TCP only. UDP only 1 IP only S5 S ISR H{TEGREEBENERNIIE ;| BAILUER
BASZMIENRATCREITIIIE ; FTEEIINB—LERENRALIEZE ;
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5.1.1, wireshark $jN4z45

&40 wireshark BN ERNAREHEE SN FAEE | BBAFA TRTLAF SRS IENIZRIA
RSEHHTEGEEITNE ;| M LB 5-1-2 Firnly “New” 3Z4H/S wireshark £3mE— MIMARIN |
BABRHZNEH T4REE. Wireshark N ERTESENREARNNMNAZREE T —F A0 TR

5.1.2, iBAEMREER

Wireshark FrZINEZ MRS SN TENR

iEiX: |Protocol |.|String 1|.|String 2 E:’:‘fr::i:f“ Value D;:?;:;Ins Exl?f;‘;’i“
Bl ftp passive ip == 10.2.3.4 scor icmp.type
WSk CEES®E: &3

eq == =T

ne 1= AFT

gt > T

It < T

ge >= TET

le <= FET

HEEiL: CEEEE: B

and &8 FES
or 1 JEiki-E1
XOr ~n Jidk ==
not ! EHEIE
Wireshark {&Ei5HB 102
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5.1.3, FREEHINY

g IP :
EEXIR IP EBIRIP FFEANIP .
15 : ip.src eq 192.168.1.107 or ip.dst eq 202.102.192.68

BEEMTS : ip.addr eq 202.102.192.68 FEERRHIFAIBAIEFTIZ IP SIS |

SigtRO -

4l : tcp.port eq 80 5 tcp.port==80 RAXLREHE BNIRORELHIESEEE 80 inOED
BHILE ;

tcp.port eq 80 or udp.port eq 80 {4 ILEL , ILEg TCP & UDP im[/y 80 RIEHEE , &~
XoiReE BrYim0 ;

tcp.dst port==80 E/~BERYRO/ 80 HEUES ;
tcp.src port==80 E7/RiFixM/9 80 HIAUES ;

tcp.port>=1and tcp.port< =80 iTEE R TCP imOATET 1 /NTFET 80 EERNREIES ;

sy

5] - 7 Filter (193 ) fERNEZRIA tcp, udp. arp, icmp, http, smtp, ftp. dns, msnms,
ip. ssl. oicq, bootp, %% ; ATEHEASIEIMY, RIVEZASBRBMMUA BRI I LAEEAER]
HANLE ! SREITHERR. 40 : larp HUXT ARP iMYBIEUREAMET ;

i3 MAC :

eth.dst==A0:00:00:04:C5:84 1335 B#%xr mac 73 A0:00:00:04:C5:84 F9EBES ;
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eth.src eq A0:00:00:04:C5:84 i3JE]& mac /3 A0:00:00:04:C5:84 FUEIEE ;

eth.addr eq A0:00:00:04:C5:84 FigiRakE HRIHEIE/9 A0:00:00:04:C5:84 NEUERE=H

S

13_-]\:171‘\ ;

dh

BRELE :

5 : udp.length==26 X/M<ERIE udp ABEEKE 8 1L udp EFRIEIEZERIKEZ
0 ;

tep.len>=7 5892 ip EUEE (tcp TEAPREDE) AEFE tcp MHYABHIKE ;
ip-len==94 [{7 LUKMLEERKE 14 HEEER ip.lenBIM ip AB2I&E |

frame.len==119 BENIEGIKE M eth FREIRE ;

eth--->ip or arp--->tcp or udp--->data FIEBKERRXXS ;

http =2=idiE :
5 : http.request.method=="GET" i3} HTTP {9 GET iE3REUES ;
http.request.method=="POST" 3§ HTTP {f}{fY POST iEREWES ;
http.request.uri=="/img/logo-edu.gif" & HTTP MY FmEKAVEHE URL FERAVEUES ;
http contains"GET" {3884 GET iEK=FERAY HTTP X AEURES ;

http contains"HTTP/1." S8 & HTTP.1.1 FERRY HTTP #MYEUEE ;

GET &:

http.request.method=="GET"&&: http contains"Host:" I HTTP i&k8Y4 GET LA
REE Host: FERAIEIES ;
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http.request.method=="GET"&& http contains"User-Agent:" iJiE HTTP i53R3¥EEH
GET #FE#% User-Agent: FFERHUEIRE ;

POST & :

http.request.method=="POST"&& http contains"Host:" i3 HTTP {&Ek38.4 POST
FEET Host: FERAVEUES ;

http.request.method=="POST"&& http contains"User-Agent:" i3j& HTTP i§35k358Y
73 POST HB#EH User-Agent: FERHISURES ;

MRz :

http contains"HTTP/1.1 2000K"&& http contains"Content-Type:" i$iEiR[EIE/S
2000K FE#EH Content-Type: FERIIEUES ;

TCP S#idifE :
tep.flags B~BE TCP IxEHEE ;
tcp.flags.syn==0x02 B7~E & TCPSYN irEHES ;

tcp.window_size==0&&tcp.flags.reset!=1 j3)& TCP ;Fz&EO N 0 H B tep InENAFT
1 NEUES |

TEARR :
1Bi% : teploffset,n] ( LATNEEFAINMYATEE )

5 : tcp[0:20]8E tcp[20] FRfkhk TCP LERKESS ( BIFRZE 20Bye /7 ) , BX 1 NMEHRIEK
EFERIFAT

tep[20:]5=7HEBR TCP LEP=EE , BEUETFR 1 MALFHT |

tep[20:8]F=7<HEbR TCP LEPKESE | B 8 MERRIEIRFRIVFHT |
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iEi% : udp[offset:n]

5 : udp[8:3]==81:60:03 HEfR UDP 3LEB ( 8 4™ bytes ) f5 B 3 MNUEFERAVEUE |, #IHE
B5==cENEIEER ;

5% : ip[offset:n]

/

Bl : ip[20:4]==c0:€9:00:50 frZ IP 3LEB 20 FHEE IP FERAHEHHEENRIN N FED RS
PLfe= =S HEAIEUE ;

i8i% : eth.addr[offset:n] (iE&= : ZFRANARIE MAC HEtE , SRIJIVIVEER )
4 : eth.addr[0:3]==02:1a:11 LA MAC iIHIRI =N F R 9= =[G EMERNEUES ;

1 - F#r upd TEBBREIREERI=MNESET 0x20 0x21 0x22 ( 0x20 0x21 0x22 EHE 16
FHHIFFLAEX BRSS9 0xnn )

FeAI JEBRNIE udp BEIEIKE S 8 FrLAHERR 8 FHRYEENKEEHZ UDP tYAY Data FERRIET ;
&t : udp[8:3]1==20:21:22
B - FIRTHERR tep LEMKEERRLEIRERM="8EREZFT 0x20 0x21 0x22 ;
tep —fRIERT | KEJ 20,BBEARZ 20 fIEHER, ELaEINT Option =FRf5 ;
& : tcp[20:3]==20:21:22
matches(ILED)F contains(BEHREFFEH)
matches ( ITEL ) : iEi% : tcp[8:n] matches "\\xnn\\xnn\\xnn"

1 - udp[8:2] matches "\\x00\\x35" #EHAPCECPRZ UDP SLEB=E: ( B UDP MY IEHHIZHET
BR ) Bfarh+7 N HEED x00 x35 RUEHES |

{5 : udp[0:2] matches "\\x00\\x35" and ip.src==192.168.43.1 #5FEITHED udp MNETE
FRRIFN7 I HIEE Y9 x00 x35 FEIEIBIER 192.168.43.1 AUEHES ;

tcp[20:] matches "\\x75\\x05\\x62\\x64\\x69\\x6d\\x67\\x06\\x62\\x61\\x65" [T
Sa (283  MLEMBRITEEEELIR ) BRE top MCEPFERKER | #@+AllLHE
AUSRED |

Wireshark {&Ei5HB 106 20120905



Wireshark 1.8.2 {&FgiiAB

Contains (28 ) :1&/% : udp contains nn;nn;nn;nn

{5 :udp contains 66:0c:81:80:00:01 iTiEEE 66:0c:81:80:00:01 +7SHHIEER udp 1

IWRIERES

ip.src==192.168.1.107 and tcp contains "GET" ULigEitslit/y 192.168.1.107 HH TCP ¥
T GET iERAIEIRE |

udp contains 7c:7¢:7d:7d [LECEFTHEH 0x7c7c7d7d B9 UDP EUEE ;

DHCP :

LAS#fhiE DHCP fRS3857961 , MR Wireshark BIREIE. ERRLIERFFIINT AN |

S RFrEIEskE DHCP fRS32:83H bootp.type==0x02 ( Offer/Ack ) B8 :

bootp.type==0x02and not ip.src==192.168.1.1

£ A1) wireshark OB RIENFRAT AR BRI MONEERINEAN BT , FERINE

wireshark B ERINIF=SRF1 T LG

il 1 : BRaNFEA TR8ITE TCP BAYiROE 80 s ARIEUESR , F(TeTLABETE=HA -
tcp.dstport==80 MmN wireshark ESBE BRI A 80 HEtEE 23 ERE®K. AT
& 5-1-3 Ffi~ :

3 0.000244

23 4.967487
31 5.330007
32 5.330260
37 6080459
40 6.301500
44 6.713314
50 6.891335
58 7.080664
65 7.278870

192.168.43.36
192.168.43.36
192.168.43.36
192.168.43.36
192.168.43.36
192.168.43.36
192.168.43.36

192.168.43.36
192.168.43.36

Destination

119.188.2.235

58.6%.168.160
58.68.168.160
58.69.168.160
58.68.168.160
58.68.168.160
58.68.168.160
58.6%.168.160
38.68.168.160
58.68.168.160

col Info

~ L. Wa AR

TGP 49191 > 50 [ACK] Seqe] Acks2 Wine]T7040 Lans0

2 > 80 [SYN] Seq=0 Win=8192 Len=0 MSS~1460 WS=2 SACK_PERM-=1
1 > 80 [ACK] Seqe] Ack=] Wine]17040 Lane

\ Bb. Apideingt_baidulluide]8mide] 7004 26d0603 245 3645000badad 2441 Avar=1.6.0. 200285y

2 > 80 [ACK] Seq=282 Ack=1748 Win=17040 Len=0
2 > 80 [ACK] Seq=282 Ack=4588 Win=17040 Len=0
2 > 80 [AGK] Seq=282 Ack-6008 Win=17040 Len-0
2> 80 [ACK] Seqe282 Ack=EE4E Win=17040 Len=0
2 > 80 [ACK] Seq=282 Ack=11688 Win=17040 Len=0
2 = 80 [ACK] Seq-252 Ack=14528 Win=17040 Len=0

[ 5-1-3
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B2 : ynsREE

TIEASRE IP MEAYEURE | FATTLAF wireshark BN :

ip.addr eq

192.168.43.36 ; LM FAfEEIF wireshark B&IEREIRERIJS 192.168.43.36 NEUEGLL1LIE
HR, 0B 5-1-4 F7s

E’ bp.addr eg 192.168.43.364

- omit. w24 |

Na. Time
1 0.000000
2 0.000173

7 1315929
9 1426185
11 1.534388
12 1.737653
13 2.501524
14 2829109

Source

119.188.2.235
115.188.2.235

192.168.43.36
192,168.43.36
192.168.43.36
192.168.43.36
192.168.43.36
192.168.43.36

Destination

192.168.43.36
182.168.43.38
119.188.2.235

192.168.43.255
192.168.43.255
224.0.0.252
224.0.0.252
192.168.43.235

192.165.43.235
192.168.43.255

Pretacel Infe

TGP 20 > 49191 [ACK] Seq-] Ack=1 Win=4824 Len=0
TCP 80 > 49191 [FIN, ACK] Seqe] Arke] Wined824 Lens0
49191 > 80 [ACK] Seq=] Ack=2 Win=]7040 Lan=()

MBHS  Hame query HE ISATAP<00=
BROWS Request Announcement SUNKAI-PC
LLMNR Standard quéry A satap

LLMHR Standard query A isatap

HBHS  Hame query NB ISATAP<(0>

HBHS  Hame query NB ISATAP<()>

BROWS Browser Election Request

BBERANFA B ER

5-1-4

1 BRiENEE9 192.168.43.26 HIEHEE AT BRIHEIER 192.168.43.36 HIEME

BEREXK.

FELIIX BTN RFT ST wireshark , FREE RN 192.168.43.36 HIEHE

8, FEBRIMEIEA 192.168.43.36 FUEHEE. BRARKNITLUAA :
AJSCHl, WNFE 5-1-5 Fizs

ip.src==192.168.43.36 ; Bl

D ipar

17 3.842911

1192.168.43.36

192.168.43.36

192.1

192.168.43.36

192.168.43.36

119.188,2.235
119 e

192.168.43.255

TGP 49191 > B0 [AGK] Seq=1 Ack=2 Win=17040 Len=0

TGP 49191 = 80 [RST, AGK] Seq:

3 0.660559 192.168.43.255 NBNS  Hame query NB ISATAP<00>
71315929 192.168.43.36 192.168.43.255 BROWS Request Announcemant SUNKAI-PC
9 1.426185  192.168.43.36 224.0.0.252 LLMHR Standard quary A isatap

11 1.534588  192.168.43.36 224.0.0.252 LLMHR Standard query A isatap

12 1737853 192.168.43.36 192.168.43.255 HENS  Hame query NB ISATAP<Q)>

13 2501524 192.168.43.36 192.168.43.255 NBNS  Hame query NB ISATAR<0D>

14 2829109 192.168.43.36 192.168.43.255 BROWS Browser Elecbon Request

16 3.265852  192.168.43.36 192.168.43.255 NBNS  Hame query NB ISATAP<00>

BROWS Browser Election Request

1 Ack=2 Win={) Len=0

[ 5-1-5

B3 : RPN VEED

http.request ; iX#f wireshark &
gNE 5-

EEEERFILE.

8 HTTP tYANEREUES, , FAIRTLAE wireshark 12

1-6 Fir -

W=

SHEFRBRY http YANERE GET LUK POST &5 ANIEKEL

Wireshark {ER3i508

108

20120905



Wireshark 1.8.2 f#Fi%#B

e | [EETER e
MNo. - Time Source Destination Protocol Info
325330260  191.168.43.36 55.68.168.160 HTTP  GET jvifsafeup_lib.cab7autoupdatestrusdpideinst_baidusuids| Smids17004ledeals2as 3bd550000edad 2441 Sver=5.6.0.20024s
197 10.771516  192.168.43.36 220.181.111.147 HTTP  GET [ HTTR{1.1
314 11.959965 192.168.43.36 119.188.9.111 HTTP  GET /static/superpaga/css/index_min_e3d2bsfd.css HTTP/1.1
315 11960305 192.168.43.36 119.168.9.111 HTTP  GET jatatic) qfieebase_ & HTTR/LL
316 11.960732  192.168.43.36 119.158.9.111 HTTP  GET fstatic superpage)fs/min_index_35fefSan.js HTTP/1.]
319 12140653 192.168.43.36 58.121.85.194 HTTE  GET bphugn getch php?v=1.0.0.1 HTTR(L1
510 13134535 192.168.43.36 220.181.111.147 HTTP  GET mome/nav/data) Tosynel&t=1341462357776 HTTR/L.1
511 13.137062  192.168.43.36 220.131.111.147 HTTP  GET fhome/nav/data/msg?asyn=1&t=1341462357778 HTTP/1.1
561 14.629177  192.168.43.36 119.167.235.251 HTTR  GET [ HTTP[L.1
565 14.770142  192.168.43.36 123.125.115.43 HTTP  GET jv.gif? & & i it=fttabfefocdidg &miogid=36692714028gl0gid=3669171402+
631 15.291230  192.168.43.36 119.167.235.251 HTTP  GET fnddix_ing/2012/Might_search.html HTTR/1.1

5-1-6

NERFAVEZERNE HTTP tNASERGTANERN T LG | http.request.method ; A
wireshark FHERTBRY HTTP &k 73071 HR. 20E] 5-1-7 FvR BFEAIFERIEUEaIgH POST
ZERREKRAT , ATLEE R EEAE POSTIEK )

(e T - it @R 8m
Ne. Tirrse: Sousrce Destination Brotocal Info
52 5.330260  192.168.43.36 58.68.163.160 HTTP  GET ) b, p | 18md=17004 Jedeeld 2a55bd3 5000bedad 244 1 Sver=5.6.0. 20028+
197 10.771516  192.168.43.36 220.181.111.147 HTTP  GET [HTTP/1.1
314 11.939965 192.168.43.36 119.188.9.111 HTTP  GET /static/superpage/css/index_min_e3d2b3td.css HTTP/1.1
315 11.960395  192.168.43.36 115.188.8.111 HTTP  GET /  ja/sbase_t js HTTR/1.1
316 11960732  192.168.43.36 119.188.8.111 HTTP  GET static/superpagejs/min_index_33fe83ae.js HTTP/1.1
329 12.140653  192.168.43.36 58.121.85.194 HTTP  GET jch ) [pluging/getch data.php?v=1.0.0.1 HTTR/1.1
510 13.154535  192.168.43.36 220.181.111.147 HTTP  GET { fnavidata)) 18t=1341462357776 HTTP/1.1
511 13157962 192.168.43.36 220.181-111.147 HTTP  GET Mhome/nav/dataimeg?asyn=1£1=1341452357778 HTTR/1.1
561 14.629177 192.168.43.36 119.167.235.251 HITP  GET [HTTR/[1.1
565 14.770142  192.168.43.36 123.125.115.43 HITP  GET fv.gif? & & i Smiogd=36692714018glogrd= 366927 1402~
631 15.291230 192.168.43.36 119.167.135.251 HTTP  GET findex_inc/2012Might_search.him! HTTP/1.1

& 5-1-7

Bl 4 : NERAEBEZE HTTP t1MYAY GET BEKAY host BRAFATRTLASER :
http.host==www.baidu.com ; EXHFERVIBKENBHITILIE. W0 TE 5-1-8 ik
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> WAL, We B8

Mo, Time Source Drestination Frotocol Info
197 10.771516  192.168.43.38 220.181.111.147 HTTP  GET [HTTR/1.1
510 13154535 192.168.43.36 2201BLIILI47T  HTTP  GET fhomejnay/ 181-1341462357776 HTTP/1.1
51113157962 192.168.43.36 20181111147 WTTP earmmnmma?mww 1341462357778 HTTR/LLL
12218 95.169700 192.168.43.36 220.1BLILL1I47  HTTP  GET fsPwd=HEd%BA%AIBESHEDOANETHIIHBE%ERHAIHECEsv_spie18issp=18ssv_bp=D8ie=utl-GEin=baxduhome_pgSir]
12466 95.920692 192.168.43.36 20.18LIILI4T  HTTP cer_:mmmﬁmm callgif HTTR[1.1
12584 96.279274  192,168.43.36 20181111147  HITP GET ot 2F %2 Fveven. b 9% 2F &1=1341462440901 HTTR/L.1
13062 97.672257 192.168.43.36 201811147 HTTP mmw_hgp HTTR/L1

5-1-8

BI'5 - RANFRAMBELIEH TCP #77&(J9 SYN E—RY TCP $#4E8 , BRAGER !
tcp.flags==0x02 ; #ESURHATE TCP fRE&AZ SYN ROEUERL, WITEl 5-1-9 Ffik :

:

s oo - man. mw oA
No. Time Source Destination Protocol Info
185 10.658741  192.168.43.36 220.181.111.147 TGP 49226 > B0 [SYN] Seq=0 Win=2192 Len=0 M535=1460 W5=8 SACK _PERM=1
253 11.5%4211  192.168.43.36 123.125.115.95 TCP 49227 » 80 [SYH] Seq=0 Win=8197 Len=0 M55=1460 WS5=3 SACK_PERM=1
254 11.594633  192.168.43.36 123.125:115.95 TCR 49228 » 80 [5YN] Seq-0 Win=3192 Len-0 M55-1460 WS-8 SACK _PERM-]
255 11.594916  192.168.43.36 123.125.115.95 TGP 40229 > 80 [SYN] Seq=0 Win=8191 Len=0 MS5=1460 WS~§ SACK_PERM=]
256 11.595739 192.158.43.36 123.125.114.101 TCE 49230 > 80 [SYN] Seqe0 Win=8192 Len=0 MSS=1460 WS-§ SACK_PERM=1
257 11.5%6071 192.168.43.36 123.125.114.101 TGP 49231 = 50 [SYN] Seqe0 Win=5192 Len=0 MSS5=1460 WS=§ SAGK_PERM=1
258 11396336 192.168.43.36 123.125.114.101 TCP 49232 > BD [SYN] Seq=0 Win=8192 Len=( M55=1460 W5=8 SACK _PERM=]
239 11396616  192.168.43.36 123.125.114.101 TGP 49233 = B0 [SYN] Seq=0 Win=8132 Len=0 M35=1460 W5=8 SACK_PERM=1
260 11.597806  192.168.43.36 58.121.85.194 TGP 49234 > 80 [SYN] Seq=0 Win=8192 Len=0 M35=1460 W5=3 SACK_PERM=1

5-1-9

FERTRHEY 0x02 9 TCP LE8 SYN AR 1 MR SHEIFRNE | RINFEAMEEL SR bR
A, 40 ACK. SYN ACK LAK PSH ACK B EAIR BEEEUREIFEMESTIREE—T TCP FISH
RGBT GE. S1RE 5-1-10 Fniy ACK %5 1 BRI+7SiSIFRmER 0x01 , 3B
LM REE FEIEGR 0x02 Y 0x01 BIAJ LIRS ACK $UEEANTE ;
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263 11.749895  220.181.111.147 192.168.43.36 TCP B0 > 49222 [SYN, ACK] Seq=0 Ack=]1 Win=8192 Len=0 M55=1420 SACK_PERM=1

264 11.749973  192.168.43.36 220.181.111.147 TGP 49222 > B0 [ACK] Seqe] Ack=1 Win=17040 Len=0
265 11750063 220.181.111.147 192.168.43.36 TGP

B0 > 49223 [SYN, ACK] Seq=0 Ack=1 Win=5192 Len=0 MS5=1410 SACK_PERM=1

[Shesm index: 56) “ 0000 0218 111510 c2 7485 0067 1d cc 0B 00 4500 worl voernEu

0010 00 28 01 4c 40 00 40 06 01 67cOad 2b M4 de bS5 [ LE.@. .0..45..
0030 6f 93¢0 46 00 50 58 83 3093 4d 422740 50 10 o F.PX. _ML..P.
0030 42 90 af 64 00 00 B.d..

Sequonce number: 1 (rolabve sequonce number)
Acknowledgement number: 1 (relative ack number)
Haader langth: 20 bytes

| % Flags: 0x10 (ACK)

Window size: 17040

# Chacksum: Dxahd [validation disablad]

@ e iresh.. RS 19339 2RI 19339 ISR 0 SRST0: 0:00.405 R Defauh

5-1-10

PIFEXBEHAMERXAZ , MRARICREXRBBALIE SRR LEE

=R

5.1.1, wireshark fN4w4E /J\ZEFE%TZEE’\J%MU%EE*MUEE'EEJJTEI‘C—"F ; B iEeRAYE
FBEAABSEXRIMEEARSN BT T , TEBRNHTINESIERaIN

Wireshark {ER3i508 111 20120905



Wireshark 1.8.2 f#Fi%#B

5.2, iMEidiEzaHE

BRTERENESNERIEIREHTIIE | MiNGITEs 2N EIRFAHMEVEYES.
BEDEBIMEAHEFSCI 7130 ; FATILUEE : Capture--Capture Filter , FE3zEa4=-- W , BEW
i wireshark FEIRTAINIPREAINRZFOSRF T ; A0 FE 5-2-1, 5-2-2 A7 :

i Edit Interface

Capture
Interface:  Realtek PCle GBE Family Controller: \Device\NPF_{298A3E76-TAT3-470D-9456-B37B192BCAON5}

IP address: | teg0::2d6c:al e:708F:4514 -
=
I 2001:470:19:d8f:d000:6d07: c4ae:7 65 m II
| Link-layer header type: |Ethernet |z|
Capture packets in promiscucus mode Wireless Settings
[T Limnit each packet to | 65535 ~ bytes
Buffer size: |1 : megabyte(s)

Compile BPF| | |1

Help 0K 1 Cancel

( /25 Capture Filter EEzhMEITIESE ) B 5-2-1

!MWMU [Wirrihaek L0 [SVNRey 81970 bom firntl] i [ TR P L
Eile [dit View o Capture Anshze Gtatistics Telephony Tools [nternals  Help
Beoee 2@x2se aesaT L [EEaaqgn aDn"x B
Filter .'. Epression..  Clear sty Sove
etwork Protocol Analyzer
Interface List . Open & Website
e e o tha CagTune mesces T Open s pawicusly capmued fls 3% tha Pty webie
racien memng packe
Open Recent: ’ . n
g son B e
e Sample Captures
amirrart of nxa Lapten e o Security
@ VWA e WP b Ly ) Gonite
Capture Options
W i winive
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METiE=REaaaYR A EIN E 5-2-3 Firs  Fll I LUG B ieas Bt T TRYFY
BN, EELAERGERT SR B AN s NRER. M1t mdises B maIn
B—HRY , BT T BRI TIHFENE T . BAEERR MRz F T RNE

NEZE ;

“ Wireshark: Capture Filter - Profile: Default \ 7| & 2 )
Edit Capture Filter
Ethernet address 00:08:15:00:08:15 o
Ethernet type 00806 (ARP)
MEW Mo Broadcast and no Multicast
Mo ARP
IP only =
| IP address192,168.0.1
IPX only
TCP only
o | [2==5] | | uDP only
TCP or UDP port 80 (HTTP)
HTTP TCP port (80) -
Properties
Filter narme:
Filter string:
Help oK Cancel

[§ 5-2-3
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5.2.1, wireshark $jN4z4E

B40 wireshark BN ERNAREHEE SN AFEE | BBAFA TRTLAF SRS IENIZRIA
RSEHHTEGEEITNE ;| M LB 5-1-2 Firnl “New” 3Z4H/S wireshark S#mE— MIHARIN |
BAIXSZ N 1T4RE8. Wireshark BN EREESRENREARNAZEE T —F A0 A7

5.2.2, iBAEMREER

Exi : |Prutucul||[!irectiun|| Host(s) ”Valu E”Lugical Operation 5” Other expression
18- tep dst  10.1.1.1 80 and tcp dst 10.2.2.2 3128

HHEiL: CEEEE: B

eq == =T
ne 1= 1T
gt > T
It < I
ge >= TET
le <= TET

HNEL: CEEEE: BX:

and && FES
or 1 Etat
XOr o JEaki=t=n

not ! EHEIE
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5.2.3, FREEFINY

g IP :
EEFRIR IP BEBRIP ETFEANIP !
{5 : ip.src 192.168.1.107 or ip.dst 202.102.192.68
HEBEMBS : ip.host 202.102.192.68 GaeHIERIFFIBRIZFT1Z IP IRIE ;

src host 172.16.2.180 and not dst net 202.102.192.0/24 &g Rl 172.16.2.180 , B
BEisiEARE 202.102.192.0 MREIEERE ;

im0
5 : tcp port 80 RAXREE BRI RELEEEEH 80 in[IEBIGHIHIE |

tcp port 80 or udp port 80 Z£{40LEL , ILEg TCP & UDP i%[/9 80 AUEIEE , AX DR
& Brim0 ;

tcp dst port 80 #EBMIROJ 80 HEHRE

tcp src port 80 #EIRIRA /9 80 AUEUES ;

tcp port 1|| udp port 53 ##E TCP im[%F 1 8¢& UDP iw[0%FTF 53 AUEHES |
tcp src portrange 1-80 #iRiw[ISERE 1 £ 80 A9 TCP 3RS ;

src net 172.16.0.0/16 and (src portrange 1-2000 or src portrange 2000-40000)
& & (dst portrange 1-80) HHEFIBIRM4E7 172.16.0.0 AHix[ISEEEZ 1-2000 &2
2000-40000 #EBrmA2 1-80 in[SEERILUES |

sy

5 : 1 Filter (138 ) IENEZMA tcp, udp, arp. icmp, tcp port http, tcp port smtp,
tcp port ftp, ip FF ; JEELEINY., RIVEZRBRBFMMNAEREA T LAEZEREINL !
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K THERR. A0 : larp BT ARP iYAVEEREAMET ;. ( BT HBTES SRR EEE
8, HNBRMANEIREE)

iZiE MAC :
ether dst A0-00-00-04-C5-84 #EEBE#x mac 5 A0-00-00-04-C5-84 FIEUEE ;
ether src A0-00-00-04-C5-84 #HERE mac 3 A0-00-00-04-C5-84 F9EUES ;

ether host A0-00-00-04-C5-84 TigiRak#& BAYMEHES A0-00-00-04-C5-84 HEIREHFS
HATIIE |

AT ErdiE=stNBiiEsRseaER | MBS ZRAANEERER , FEMETiE
SRHITNRE AN INB T IRRRAPAEAR. FAWELFNMBXAS | RAIEXRBRNEE SHAILIE SR
— ZIBYERST. B FTEXSNBIT et ERZE LSRRG FLISEARNES |

B 1 : BRI VEERIMBUEMIEA 172.16.2.180 RUXERE, , FBARATATLUAA : ip src host
172.16.2.180 ; U1 FE 5-2-4 7~ :

i Edit Interface Settings k‘? - 23 ./J
Capture
Interface:  Realtek PCle GBE Family Controller: \Device\NPF_{298A3E76-TAT3-470D-9456-B37B192BCAON5}
REE el feR0::2d6 c:al e:798f:4514
2001:470:19:dBF;d000:6d07: cdae: 7 cod m

Link-layer header type: |Ethernet |z| ||

Capture packets in promiscucus mode Wireless Setting®
[T Limnit each packet to | 65535 - bytes

Buffer size: |1 : megabyte(s) i

Capture Filker: | | ip src host172.16.2.180 |Z| Compile BPE| | |}

Help QK Cancel |I

5-2-4
20120905
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M "OK" fems “Start” wireshark EFaiME, FERIMEGFRELES 172.16.2.180 AYEHE
€ ; WT~B 5-2-5 Fi= -

Ne. Time Source Desteation Protocol  Length  Info

20 3.6787720 172.16,2.180 183.60.49.88 UDP 137 Source port, 4007 Desiination port; 8000
213 6788490172 16.2.180 183.60.49 88 Upp 89 Saurce port. 4007 Destination port: 8000
22 9 6789180 172.16.2.180 183 60 49,88 upP 89 Source port. 4007 Destination port. 000
23 3.6794760172.16.2.180 183 60.49.88 upP 81 Source port: 4007 Destination port, 8000
24 3.7204010172.16.2.180 183.60.49.88 upeP 89 Source port: 4007 Destination port: 8000
25 3.7365890172.16.2.180 183.60.49.88  0ICQ 81 0ICQ Protocol

26 2.731464C172.16,2,180 183.60.49 88 upp 113 Source port. 4007 Destination port. BOGO
27 3.7376970:172.16.2.180 183.60.49.88 UDP 113 Source port, 4007 Destination port, BOOD
28 3.73791401172.16.2,180 183.60.49.88 upP 113 Suurce port. 4007 Destination port. 8000
25 3,7381420 172,16 2,180 183,60 49 88 upP 113 Source port, 4007 Destinalion port, 8000
30 4.150423C172.16.2.180 124.238.244.46 DNS 620 Standard query Ox0a04 [Malformed Packet]
31 4.848027(172.16.2.180 183.60.49.88  0ICQ 97 OICA Protocol

[§ 5-2-5

71 2 : RAVBEHENERY TCP ix[SEER 1-80 RUEUEE | ARARKNTTLUABALLLFRNMERY tcp
dst portrange 1-80 ; 41T~E& 5-2-6 7~ :

iEditInterFaceSett'lngs' D (s Ty S E— - I\v - EE.J

Capture
Interface:  Realtek PCle GBE Family Controller: \Device\NPF_{298A3E76-TAT3-470D-9456-B37B192BCAON5}

LR o502 dfic: 3l e:7O8F:4514

2001:470:19:dBF;d000:6d07: cdae: 7 cod m

Link-layer header type: |Ethernet |z|
Capture packets in promiscucus mode Wireless Settings !

[T Limnit each packet to | 65535 ~ bytes |
Buffer size: |1 : megabyte(s)
| |
Capture Filter:| | tcp dst portrange 1-80 |Z| Compile BPF|
Help 1 QK Cancel

5-2-6
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IMEXAIEHERLANE 5-2-7 Fs , BRNimO2ERE 80 imHAY HTTP #hi% ;

M. Time Source Desteation Protoced  Length  info
6 0.0097820172.16,2,180 19,188 9.1 TP 74 52206 > 80| [SYN] Seq-16295I8395 Win-R192 Len-0 MSS-1464 WS4 SACK PERM-1 TSval-2262358
7 ©,0100810172.16.2,180 19.188.8.11 TcP 74 52207 > 80|[SYN] Seq-2984066331 Win-8192 Len=0 M55=1464 WS-4 SACK PERM=1 TSval-2262358
8 0.010228(172.16.2.180 19.188.9.111 TcP 74 52208 > 80| [SYN] Seq-482398897 Win=8192 Len=0 MSS=1464 WS=4 SACK PERM=1 TSval-2262358 1
9 00103880172 16,2.180 119.188.9.1 e 74 52209 » 80| [SYN] Seq-2942301153 Len=0 WS=4 SACK PERM«1 TSval-2262758
10 0.0105530172.16.2.180 19.188 9.1 TcP 74 52210 > B0 [SYN] Seq~1114288087 Win=8192 Len=0 M55=1464 WS=4 SACK PERM-1 TSval-2262358 T
11 0.086355(172.16.2.180 220181111147 TCP 74 5221 > 80 SYN] Seq-2835302623 Win=8192 Len=-0 MS5-1464 WS-4 SACK PERM-1 TSval-2262365 1
12 0.086559(172.16.2.180 220181.M047  TCP 74 52212 > 80 [SYN] Seq-4288836650 Win=8192 Len=0 MSS=1464 WS4 SACK_PERAM-1 TSval-2262365
13 00867530172 16,2,180 22018147 TCP 74 52213 > B0 [SYN] Seqe3214862905 Win-8192 Len=0 MSS=1464 WS=4 SACK PERM=1 TSval-2262365 1
14 0.087047(172.16,2,180 19.188.9.111 TCR 74 52214 > 80 [SYN] Seqe2140889167 Win=8192 Len=0 MSS-1464 WS=4 SACK_PERM=1 TSval-2262365 1
15 0.087286(172.16.2.180 119.188.9.111 TcP 74 52215 > B0 [SYN] Seq-3019268176 Win=8192 Len=0 MSS=1464 WS=4 SACK PERM=1 TSval=2262365 T
16 00874500172 16,2, 180 19.188.9.1 e 74 52216 > B0 [S¥N] Seq-2 Len=0 A WS=4 SACK PERM=1 TSval-2262965 TS
17 0.092613C172.16.2.180 61.55.171.110 TCR 74 52217 > BO [SYN] Seq= 2 Len=0 64 WS-4 SACK PERM=1 TSval-2262366 1

& 5-2-7

5l 3 BUNEATVEEMEN B A9 MAC HBiEE b0-51-8e-01-80-8f HUEUER , Al ether dst
host b0-51-8e-01-80-8f ; BAJ ; 4N FE 5-2-8 7= :

iEditInterfaceSettings - e S e S wm— W S 7| 22 /J

Capture
Interface:  Realtek PCle GBE Family Controller: \Device\NPF_{298A3E76-TAT3-4700-9456-B37B192BCANS}

LSl f<50::2d6c:al e:7987:4514

2001:470:19: dEF:d000:6d07: cdae: 7 b5 hal

Link-layer header type: |Ethernet IZI
Capture packets in promiscucus mode Wireless Settings t

[C] Limit each packet to | 65535 ~| bytes
|
|| | Buffer size: |1 - megabyte(s)
o | | Capture FfllEl:: ether dst host b0-51-8e-01-80-8f IZI Compile BI-"F:I
Help : (8] 4 Cancel f
— — e — [ — -

€ 5-2-8
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AFEFAZ S wireshark 15 RS2 EHAY MAC 12 b0-51-8e-01-80-8f 1UEUER. WITE
5-2-9 Fr= AEA IMEBNZINFrE SRS -

i Conversations: Realtek PCle GBE Family Controller: \Device\NPF_{298A3E76-7AT3-47DD-9456-B37B192BCAODS} (eth... kv = £ /J

Ethemet: 1 | Fibre Channel | FODI | 1Pva: 7] 1y | 1o | 574 ] nce | Rsve | scTe | 1ce: 30] Token Ring| ube: 53] use ] wian]
Ethernet Conversations
Address A 1 Address B { Packets { Bytes { Packets A—B 1 Bytes A—B 1 Packets A—B { Bytes A—B 1 Rel Start
90:2b:34:02:18:0c bi0:51:82:01:80:8F 137 12861 12861 0 0.0000000
I |
I I
I |
| |
1 |
I 1 [ LI} | b |
Name resalution [T Limit to display filter |
‘ Help | ‘ Copy Follow Stream Close

[ 5-2-9

5 4 : ANRFLAVEEHEERBIRMEEH 172.16.0.0 HEH MAC #EiHE 90-2B-34-02-F8-0C #H
B TCP imSBER 1-65535 FEB/IROR 80 isONEUEE , FPARIIAILAEA : src net
172.16.0.0/16 and (ether src host 90-2B-34-02-F8-0C&@&:tcp src portrange 1-65535) and
tcp dst port 80 ; #1T~E 5-2-10 F7 :
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i Edit Interface Settings . S e e — S
Capture
Interface:  Realtek PCle GBE Family Controller: \Device\NPF_{298A3E76-TAT3-470D-9456-B37B192BCAON5}

el f<80::2d6c:al 7084514
2001:470:19:d8f:d000:6d0T: cdae:7 cb5

Link-layer header type: Ethernet |z| Hemote Settings
Capture packets in promiscucus mode Wireless Settings

[T Limnit each packet to | 65535 ~ bytes
~ megabyte(s)

II‘U

Buffer size: |1

Il | | Capture Filter:| | src net172.16.0.0/16 and (ether src host 90-2B-34-02-F8-0C|| tep sr-|Z| Compile BPF|

QK Cancel

Help

5-2-10

Pt IR AN & 5-2-11 , 5-2-12 Ak :

[l Conversations: Realtek PCle GBE Family Controller: \Device\NPF_{208A3E76-7A73-47DD-9456-B37B192BCA0S} (sre ., . |
s— — - P i - e s
Ethernet: 1 | Fibre Channel | FODI | 1Pva: 1] 1Py | 1| x7a | ncp | Rsve | scTe ] Tcp: 2| Token Ring | upe | use | wian]
Ethernet Conversations
Address A ~ |Address B |Packets ¢ Bytes ¢ Packets A—B ¢ Bytes A—B ¢ Packets A—B ¢ Bytes A—B ' Rel Start
0 b:51:8e:0 if ] ] 0 0.0000000(
I
I
“ | 1 | b
Name reselution [T] Limit to display filter
' Help j ’ Copy j ‘ Follow Stream ‘ ‘ Close
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i Conversations: Realtek PCle GBE Family Controller: \Device\NPF_{208A3E76-7AT3-47DD-9456-B37B192BCAODS} (src ... l\v = 2GS JJ

TCP Conversations
Address A 4 PortA ¢ AddressB ¢ PortB ' Packets ¢ Bytes ¥ Packets A—B ¢ Bytes A—B ¢ Packets A—B ¢ Bytes A~B ¢ R
172162180 55322  209.177.82.39 80 3 182 3 182 0 0o
172162180 55323  209.177.82.39 &0 5 806 5 806 0 oo |l
I I
I
I I
I I
“ [ 1 | b
Name reselution [T] Limit to display filter
‘ Help ‘ Copy ‘ Follow Stream ‘ ‘ Close
5-2-12

BIFENTEEHFIEXANA , ARLIEECHLEHEMASTIEA . (I eiditss
BAINMBXAZT . TER(IFTREIEESTIINE.
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& YR

MY DT EFAIEEN R wireshark FriHEZIAY TCP LA HTTP IEEESIRRIARIEIEERIEL
B . 33F UDP EARMERAINGE | TS F Iy AL IR IR s R B —m= | BT
TEERSHPELUR ML EXHXLAMNINBRE. RRUMESFIMYAISEIREARRIEENE |
BiE EM YRR B O E— Y REER LU THEXNES. B RS wireshark FifEHE
EIRIZ R A AR AR IEEE N TR R M — LB Ie.

6.1, TCP thXRIBEGN R th

TCP/IP EIEREETE 7 /MY , UDP #1 TCP, EIFAEGEEITES TCP i1, TCP 5 UDP
KU TFREEMNREZE , SHEZHIZAIMN , B TCP 2EMEE , IRAISHIMY , B4
IP RSN T EEEEAIA SE AT <.

6.1.1, TCP MY FIEF

HiEEHIZAYE(S -

& UDP BBt , TCP tE2EAIn A SRAAEZHENERS. 5 UDP RAERIE TCP MinSiE
AILUIER  XZEJ TCP £/ Socket (R IP sthbRimA , BAY IP it BAYimO ) ImR—FRIEE,

i3 {IARSS

5 UDP A[E , TCP 2—MEHFAH. HEEIERAINMY , £ UDP hiiEEE AT tE iFia
FA—LERRXLS UDP LAMEHITRAT, B TCP RIRIFRIEHIELAF BRI ZURIEIBEIE | ok
EROBEIRF AT DRI, TCP BB T —MINE | (HEM MNHEFEHE—MREN "E8" AnE

.
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EWNTE(E :

HEAER—MENER 88— TCP BB REEFIRIER (BIEND ) |, AT EE
ERTLURIEIRCER, TCP RO ARAR &N TEEN—MRTFMA.

EREEAARSS
TCP RYT{REIFF9
A TCP e Z B S
RN T3 BB TR |
TR ;

ERLEERARER , RATEERT AR IP R TIRS

AJSERYARSS :

TCP ERFAERIC B R AT MBI EIA, X IFIREMETEEINEERIA.

wWERSR :
FHE  TCPIEEE—ABEENFETERHITRS | REESMBENF=ERNETTIR ;

FS  SFTERRmSE , TCP SitaE— M BIEIR— 1 FS. BN RXERIIFSHMEEX
RYERPHFE—NFHERENFS

LS | IRXERFANFREEX T RS BRI FOrmRS. ASERITH.

BohEn -

TCP EEF LEXN T— &N | RFRAFETIMN N REFHEERAERRERIEIE. TCP &
EHIERNSZ DX NENEOMNEN., EXNMEAFRFEEAIUKIEAGEFIHAR , X
SHNEOERNE , — MLl , 53— MEAE  RPMEOMBmENAINNF L EEREEK
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ZARY , ALFTRRRZER , BEORNFTRAE TIERBEIAR , SEEIAE , BORE
i85, IBHIEOEEREINER , B EEd T 8RR  FEERANEAET BMER. g
BN RERFTRY,

BEHOX/JVE RWND 71 CWND FE/NT— |, IRRFIRGRERE BN EOA/NIEE | 2K
imR] LAEE ARG , (BANEEYEE |, BRATLIEHURNZIAREHA , REASS EEEORYYE
[, #EWRTLIERXAED  BREmKITI AR AXAERE— N FTRIRER (BZEs) .

HREOSSE

EBNEORFEFRTREHI— "B , XPEREN AR EAUERE | SEREGE
FRiBfEEEIRIE , SEREEE. FER DABMER  BEEAXEIRAIRSRIR) | XHAFER
HAIERAMEEE, XNMNIRUMEREOSGSE. TCP ABERSESRIZITHE,

RiXlmF-ERIREIR :

A ERERIBRIN AREFRS RS EMIRE NSRS  Nagle BizikE 7T —MRIFAIRER
73k,

1, Kixim TCP MW REN FREFRFIEINE—REFRAREHE | BMARE—FT |

2, ERIEF—MRERLAG | &i&im TCP gifEai R FHRREIEH TS | BRlEE R R
TCP KiXHHEIA | BiE CREZEBRIEIRET LR A IKERIRYER. XA, &iXim TCP HATLA
RIEXPIRIER ;

3. WRTHEH , EEXPER 2, RKEITIHRIER 2 BN | & CREZBHBRIEIETLL
FRERAIKERIRIER | #RIER 3 AR A,

IR ERIRER :

WNSREWR TCP AEFESUIRRIBIN RS | ATREa=4ARiRENSSE. BRMEINARR
A%
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1. Clark f#iR75i% - REGHIREIAMAEHA  (BESEEFCH BB RN ARAERAKE
AR ERZ AT , BB RFTEN—FEEXT 2R, —EXEHRENENT |

2. HERHHA | SIRERENARNHAZEDRERIA | BROREXE AR EH TR A Z BI—E
Ffr  HEEGFERBI=ENLL ;

i E-3 5
RXRHEOXNALDBR TR , MEEBUATRERIHE, RXRERMMEE

EImESEHEORIHREE O/, BONEIEXNEREFIIR/—). BRIEO =

minimum(rwnd,cwnd) ;

TCP SMERZRI—RRIEERET =R 1877 | ARERMREEN. TIEFEMER , KX
ImMIERIBRIARERTTR | (BRRIUCERIEAZ—N IR, SERAMIRE , SERASRHHE
LUBHRIRZE, &fm , WIRENEIRE | AXinl X EIENEFHASHREE R , XEREREREEH
TZIRT.

EEFREZET , FEEONAIMREEIEER , BERIBZA—NIRALE,

ERSEREET  AEEONCMIRINEREEK , ERIRERGNE]. KSERISSIRIHA
SICMAINEA—F - WRZREMCUEHRZE | BAMFE— 1 FIVEF MR, MREA=1
ACK HNZIAEE | BBARTFE— MRIRERRMN R,

TCP RYRSCER SN

TCP R EINEIRSIER |, EAEZVAI B 6-1-1 A ¢
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% n i + -
55 TCP R XX BY B ER &N
37 fi
‘Ty_lul 1 1 1 1 1 1 |BI 1 1 1 1 1 1 |1EI 1 1 1 1 1 1 |24I 1 1 1 1 1 Iai
i
B0 B f1 @ 0O '
F =
20 =AY
TCP ok = BEEEE
HE [ =
ee | = w [KMESSE ¥ A
# 1% # E o2 5 § ,
S Y O e B =
TCP g3k | TCP & TCP #{iF 584>
RIELERT
P EER AV (=785 S
& 6-1-1

FRERDER , EEFNEGE. BEMERAGEINRE 20 1 , B8 LRI £ 60 F15.
TESININEENFRIEE

FiRO : EXTEENREREXMEXERPINBEEFNROS |

BiYiR0 : EXTEENERIXME R BRERNIROS ;

FS : EXTHRREFRXEFE—NMUBEFHH—S. EEEEVN , 85 EREINE~E
s EIEFS

fBAS | EXTIREREIURHEMGIRNES. WASTLMSEEEE—ERE
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EIRIRTS - XA 4 (UFERIEE TCP BEBE I M4 57

RE : REAHSEER .

AL : BXT 6 MARBNEHIAEATE , ER—RETRE— (kS AIATE |

KRBT : ACKHHIABR PSHIBRIEHRE RSTAEES M SYN: R FS FIN: 21L& ;

B0 : EXAYREHSNEDE (FPA%BM) |

123870 : 7 UDP FREnJiskRY , {B7E TCP FRZ3aHIRY ;

ERiEt : SBRERPE SRR |

EIZ : AN\ BJiEIR , 3 SACK ;

TCP &% :

TCP EEZRREMRY , A2YIER , TCP T/FESE. TCP (EA IP RIIRSIER MR TS
iR | B TCP EHIXMNERARS | MR—MRBRER TR IR , BBACHESE. BIP
FREXMERE |, WR—NMREBIRFENXL |, 3P4 TCP REYE  ERIRKAIRSERENAALL | IP
HAFNEXMEFHF. TCP ARERRITHFE=TER | EREL. SURERIMERELL.

EEIEY -
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SIREFEVEE

1. BRKIESE—MRXER , SYN 3B |, XMEXERPRE SYNIREE 1, X MRXERAIER
REFSEE  AMEHEHALEE  BREER—FS .

2, RSBBAEBNIRIER , BI SYN+ACK#RIER | BRSS3(ER SYN IRNEREILHIIARFS |
MENIRS B AEFT. (£ ACK iIRSHIACAEFImIZET SYN #R3ER | RRT4EHAIE M E Fin
KRN T—1FS | IRS=EUIE X EFinBERRRIE L. SYN + ACK iR ERAETEE B
HE—FS

3. RIEF=MRERAYNZ— ACK IR ER | IIRERFSS5 E—1 SYN F5—#F , ACK R
HREIURFS , EPEUEXRSHFEOE. (BLLIFE=MREBRAILIETEIER | XiHR
MW IAE— TR SRR EEPIE — M F RS )

FEHIFH :

P NHEER A B ESF T, XFMERT |, B TCP #mxds &% SYN+ACK IR3ER , AR E
BF , higBERSE=s  BENNLTENEFN. F2IMD SYN+ACK IREHEIAT SYN #iRERE | &
BRI Y. (NEEF)

URIEE :

EREV R | WRARNEIREEMAILITGE. MRS RER R LER NS EEEEIEIIIA |, 7
infEREFIRE T TCP AR,

HEXELIE

(ERLER—HFRINBEF T EICCRANNFA R A FEIE BMNERL , SaRAVEER G
SEIRAZIXS N FRRE R A AT 2T | BT RIE IR LUBRHERE | FkiXin TCP AHEE
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O#IEH  EE80IE—MRIEHMIZAIARE | RiXin TCP ERpuRBEHEENL PSH LS8R TCP,
XMR R EIERIEIR R RIS N R | A ESRFESHISIRIER.

£E28E -

B RAREN R R EE —REUR RN e MRFED | R NIRRT iERARIE
URG 178 1 FIRSCER. RIENFRERFSIFAXIR TCP XBREIERZ2M0 , AiXis TCP SIEEIRSTER |,
FHEX SEIRMIEIRERAITT R, IRERDILEEREEFNERIE. BafhESETHt=
BT ESHIENERIIEEHIENIFA, Sikunm TCP I URG (I8 1 AURMERRT , EMFIFES

ETRYEMNRXER PRI ESEHE | A NRFEERERN NAER.

ﬁg-z JJ: :

S INEHEATIRAIIT FEYHA—TE R LAKIAERE | S— 175 EANEERR IR |, B —731E80]
AR RIEETE | MSAKRSHEWIRRFERIERERNER | BEA¥FXAN=REFMUEET,
BERIKZXAT WURESF.

PRI FROEIRER

1. =P TCP EWRIEFHEARIIRAmL/E | FUARIESE— MRS FIN | IiRXERAILAE S
ERRERRE—RETE |

2, BRS3#% TCP EUREIXA FIN iR3ERSE | B ARIE—1 ACK EFSRRIEFimfrAiER] FIN 1R
ERRYBAIA

3. IRSEEEHmXIE P iRiIEIRRIGARE— FIN i3 ;

4, B TCP RiERfa—MRIER ACK SIESEM TCP BRSS2RIKENT FIN #3ZER.
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FXMA :

£ TCP , =75 LARIERIEEE | (BPARTLARMER | XK. BFAIE FIN #7232, #X
AT XNEE | BIRSHFNATUAKIEZEE | SRS HCRICHELERNEIRRAETREN | BikiE
FIN #232ER. Z=FimBEIEEZE ACK SEmKi.

EEE

E—imhY TCP ATLUBRE—NERIBK , ILRERI—FRER | S ARI—R=RANER |
FTEXLERRTLAR RST #R&SR5EK.

S

TCP {ERAEBEHRHATEN | EEEFISEUT—ENE  EUZEHRGRIIR R, EXRA9ER
NE. KRFAMRERMESHIIRER., EEEtAeiEtaNHEREHIEEERE, TCP hpuEsE
TNANZEEH IER B ERXE=NER TES  RIeF0. HALIERT.

TCP BYiHAYES :

N7 FiBtbSERy TCP BURME , RZERY TCP SR 724 4 MiHiTes | ERITRTEE. ALt
Aigs. (RiEHAIRSFIRTES AT RdEs.

EBEiHhYe

ATEEERIRER , TCP ERATEEITRIEE | SAIEEEENH RTO |, ERlEXHRSERAHH
PNSEZENIETS

HAERR :

AT IHIEECMERIER , BRIE TCP ME—MERER—MNFAHIIRE | LUSEH AR R
RIEIRNIRSL .
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fRiGiHAYRS

AT BRENTHRGERS AL TIPS | KESHRISTIPERERREHTRE | SRS
FEFRER  MIETHIREN , HRIETHIRSENTAERUIRYE , E&ET 10 MRANRSER
IRIITE Mo R4 L X NS,

RIEISF T RIES

ATBIERAERRRE— ACK iR ERERHHRASEFMN— NERRAIE SRR R T EE
SHIMET—NEET |, ERTHESFATR =S,

AERI TCP YEINSET (TCP/IP liFRE) | NTARHUEBEREEXE. KFUMRRRK
BT HERIAR AN ERRI S RE AR Z S 55 LRSS E R BRI TES.,
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6.1.2, TCP iy EizaiEiRa

BFERAIENET wireshark FHEZIRIERRY TCP RUEIREEHLIREZITEI S&IE , AfF
BB IR E# oM. WTE 6-2-17R , 7 wireshark fU3IERIFMSBI=EE TCP

RIS

6.1.2.1, TCP#aEELEP

= Transmission Control Protocol, Src Port: 57598 (57598), Dst Port: 80 (80). Seq: 4103881471, Ack: 345241951, Len. 778

Source port: 57598 (57598)
Destination port: 80 (SG)
[S‘Lream index: ‘\91
Sequence number: 4103881471 (re\ative seqguence number)
[Next sequence number. 4103882249 (relaiive sequence number)]
Acknowledgment number: 345241951 (relaﬁve ack number)
Header length: 20 bytes
- Flags: 0x018 (PSH, ACK)
000. ... ... = Reserved: Not set
[ ¢ = Monce: Not set
U ¢ IO = Congestion Window Reduced (CWR); Not set
. .0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
....... 1 .... = Acknowledgment: Set
........ 1... = Push: Set
. .0.. = Reset: Not set

cee oo .0 = Syn: Not set

___________ 0 = Fin: Not set
Window size value: 8192
[Ca\culated window size: 8192]
3 Checksum. Oxi6df [validation disabled]

= Options: (2() by'tes), Maximum segment size, No—Operation (NDP), Window scale, SACK permitted, Timestamps

& 6-1-2
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M EEFFHATTLULEER TCP HEEREAEAI_ LR TCP AN+ =e— . UL
PNEFEEREXAT :

Source port (jRi%OA ) : 57598

Destination port ( BJi%O ) : 80

Sequence number ( F5S ) : 4103881470

Header length ( iR {RIZBEERFHLIFKE ) : 40 bytes

Flags ( #77&{i ) : 0x002 (SYN)

000. .... .... = Reserved: Not set

S 0 SO = Nonce: Not set

.. 0... .... = Congestion Window Reduced (CWR): Not set
.. .0.. .... = ECN-Echo: Not set

PAEMANFEAFRE ;

...0. .... = Urgent: Not set ( URG £25%t)
....... 0 .... = Acknowledgment: Not set ( ACK {575 )
........ 0... = Push: Not set ( PUSH #5%E )

«.. .0.. = Reset: Not set ( RST {7:& )
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eeee weee .1, = Syn: Set ( SYN #5775 )

........... 0 = Fin: Not set ( FIN #5& )

PAE7-43 TCP #5354

Window size value (& ) : 8192

Checksum: Oxf6df ( #:38%0 )

Options: (20 bytes) ( 3%I5 )

L300 TCP IYEERFER ;
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6.1.2.2, TCP HEZEVHI=XEF

Mo  Time Souice Destination Pictocel_Length _lnfo

46 0,58638B000 | 172,162,180 220081.M147  TCP 74 57598 > 80 [SYN] Seqr410I881470 Win=8192 Len=0 MSS=1464 WS=4 SACK_PERM=1 TSval417
69 0.608226000 | 2201811047 i72.16.2.180 TCP T4 BO > 57598 [SYN. MK] Seq-345241950 Ack-4103881471 Win-8192 Len-0 MSS5-1450 SACK PE
1 0608328000 | 172.16.2.180 220181111147 TCP 54 57598 > 80 [ACK] Seq=4103881411 Ack=345241951 Win=65250 Len=0

170 1.541129000 : i72.16.2.180 2201811147 HTTP 832 GET /hullu.'/niwe’dma/msg?mﬂ&1-13415i80?‘3542 HTTPA1A

175 1.563965000 220.181.m.147 172.16.2.180 TCP 60 B0 > 57598 [ACK] Seq=345241951 Ack=4103882249 Win=T002 Len=0

184 1, 6383687000 220.781.1M.147 72.16.2.180 TCP N5 [TCP segment of a reassembled PDU]

185 1.639195000 2201811147 172.16.2.180 HTTP 109 HTTP/1.1 200 OK  (test/htmi)

186 1.639274000 172162180 22018111147 TCP 54 57598 > 80 [ACK] Seq=4103882249 Ack=345242267 Win=64934 Len=0

273 6.727088000 172.16.2.180 2201811047 TCP 54 57508 > 80 [FIN, ACK] Seq=4103882240 Ack=345242267 Win=64934 Len=0

279 5749301000 220.181.1M.147 172.16.2.180 TCP 80 80 > 57598 [ACK] Seq=345242267 Ack=4103882250 Win=T002 Len=0

281 6749302000 22081, M 47 1W72.16.2.180 60 80 > 57598 ll IN, ﬂ(:K] Seqe3145242267 Ack=41038B2250 Win=7002 Len=0

283 6750162000 172162180 22018111047 TCP 54 57598 > 80 [ACK] Seq-4103882250 Ack=345242268 Win-64934 Len-0

& 6-1-3

MEE 6-1-3 LIEFERAER , FAITLASRE—PIERR TCP TERVEILIRERIL

1. &% 172.16.2.180 kX 77— TCP &2 SYN FFIS/9 : Sequence number:
4103881470 HILUESARIFE— TCP A% |

2. REXtinlIiRSSEEIN T— SYN ACK RIMEREL , ARS5EEAY ACK AR E FimAT &RI1XRY
SYN HUBELHITHIA , BHARSIS : Acknowledgment number: 4103881471, HFEFiHH
SYN fTE 7 — 1" F KBRS SBIEASIE S R FiriIFSIS 1. BNBRIE i « A8
KRR T EBUERRIFSS2 4103881471, EREARSS 23 SYN BRI — I TCP &1F |
5579 : Sequence number: 345241950 ;

3. EFimxIiRSSERH SYN £UERHITHIA , #AFSIS : Acknowledgment number:
345241951, BRSS=RRIRFSISINL ;

LAEA—NEER TCP (I=RIEFHERET SR |
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6.1.2.3. TCP PURFEFHIERZLLIL

172.16.2.180 220181111147 C T4 57588 > BO [S"r’M] Seq=4103881470 Win=8192 Len=0 M55=1464 WS5=4 SACK PERM=1 TSval=41]
69 0.608226000 220.181.1M.147 1W2.16.2.180 TCP 74 BO > 57598 [Ss\m. AI:K] Seq=145241950 Ack-4103881471 Win=8192 Len=0 MSS-1450 SACK PE
71 0608328000 172.16.2.180 220181110147 TCP 54 57598 > 80 [ACKI Seq=4103881471 Ack-345241951 Win=-65250 Len-0
0 1.541129000 172.16,2.180 220.181.M1.147 HTTP  B32 GET /home/nav/data/msg?asyn=1&1=1341518073642 HTTR/11
175 1.563965000 2208110047 172.16.2.180 TCP 60 80 > 57598 [ACK} Seq=345241951 Ack=4103882249 Win=T002 Len=0
184 1.638387000 220.181.11.147 172.16.2.180 TCP 315 [TCP segment of a reassembled PDU]
185 1.63M95000 22018111147 12.16,2,180 HITP 109 HTTP/11 200 OK  (lext/himi)
186 1639274000 172.16.2.180 22018111147 TCcP 54 57598 > 80 [hCK} Seq=4103882249 Ack-345242267 Win-64934 Len-0
273 B.72T0BBODO 1W2.16.2.180 2201811047 TGP 54 57598 > BO [FIN, ACK] 5eq=4103882249 Ack=345242267 Win=64934 Len=0 |
279 6.749301000 220181111147 172.16.2.180 TCP &0 80 > 57598 [ACK} Seq=345242267 Ack=4103882250 Win=7002 Len=0
281 §.749302000 220.181.111.147 172.16.2.180 TCP &0 B0 > 57598 [F!N, N:K] Seq=345242267 Ack=4103882250 Win=T002 Len=0
283 6.750162000 172.16.2.180 22018111147 TCP 54 57598 > B0 [ACK] Seqe41038B2250 Ack=345242268 Win-64994 Len=0 |

& 6-1-4

gn_EE 6-1-4 T EFEFAERFR , — MNEERNLIRYEERERAEIRF |

1. BXABAEFIR 172.16.2.180 XEFH&IE— ACK FIN BUEGLIRSSS | HHHA
F5IS/9 : Acknowledgment number: 345242267 ; SSRIIRSB SRiHHHIEN T— UEEBFIEN
345242267, 7B FIN f4%E 1.

2. BRSSEEXIEF iR FIN €#THIA , RIXFFIS ) : Sequence number: 345242267 ; A
FHIS79 - Acknowledgment number: 4103882250 HIEESRIHASURES ;

3. RSB EFIREIEERSTEERIE FIN HiE6 , RERRSHNEFHIEE. FFENA
1% FIN & 1 B9¥EE ;

4, BEFmIIIRSERATAIER FIN SUREHTHIA ;

fRE—> TCP EZAYRIERITeR T
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6.1.2.4. SYN Flood HZE1EL]

IEIRE :

TRRIEERIA TCP/IP iYATERRE | E— MRS EAERER SYN #R3ER |, ME—NXAER
IRXEREARRERIZER |, FE [P #IERPERERIVER P ibtl | IRSZISRANXEEFELHERNFT
7, TRMSESENRIR , eI TCB RRE—LERss. TCP HIRSHRMEXLERIZR
&3 SYN+ACK #i32E | (EftfIJERERXRT . MREFIRAKLIIA | RSBFSFFEVER |, HiExL
FERRSEREFE N TARRAEFINGIG ; IR AER SYN BA2IRSHRERBNE | 5
SfEIRSS2RImAY TCP BRMEER | SEUERINERAREHEN. MNREXEEZEIAS AR SYN 3
BRIEHERK , RS SRERF R MRS,

SYN Flood KRGS :

1812 SYN Flood INTHAUREABATVAIMBENARIREBRRHITAIE | (0 EEATH , FEREERY
RHEIRFERIRSRRAIRR | GRS 2RATIELEIRSS | MITAZIERRY

EERIAY SYN Flood INTE#GEEINTE 6-1-5 Fiv :

16-0: 000007 | 1.0.0.0 202.102,100,150  HTTP 70 Continuation or non-HTTP traffic
11 0.000008 | 1.0.0.0 202,102.100.150 HTTP 70 continuation or non-HTTP traffic
12 0.000008 | 1.0.0.0 202.102.100.150 HTTP 70 continuation or non-HTTE traffic
13 0.000009 | 1.0.0.0 202.102.100,150 HTTP 70 continuation or non-HTTP traffic
14 0.000010 | 1.0.0.0 202.102.100.150 HTTP 70 continuation or non=HTTP traffic
15 0.000010 | 1.0.0.0 202.102.100.150 HTTP 70 continuation or non-HWTTP traffic
16 0.000011 | 1.0.0.0 202.102.100.150 HTTP 70 continuation or non-HTTP traffic
17 0.000012 | 1.0.0.0 202.102.100.150 HTTP 70 continuation or non-HTTP traffic
18 0.000012 | 1.0.0.0 202.102.100.150 HTTP 70 Continuation or non-HTTP traffic
19 0.000013 | 1.0.0.0 202.102.100.150 HTTR 70 continuation or non-HTTP traffic
20 0.000013 | 1.0.0.0 202.102.100.150 HTTP 70 continuation or non-HTTP traffic
21 0.000015 | 1.0.0.0 202.102.100.150 HTTP 70 continuation or non=HTTE traffic
22 0.000015 | 1.0.0.0 202.102.100,150 HTTP 70 continuation or non-HTTP traffic
23 0.000016 | 1.0.0.0 202.102.100.150 HTTP 70 continuation or non-HTTP traffic
24 0.000016 | 1.0.0.0 202.102.100.150 HTTP 70 continuation or non-HTTP traffic
25 0.000048 | 1.0.0.0 202.102.100.150 HTTP 70 Continuation or non-HTTP traffic
26 0.000049 | 1.0.0.0 202.102.100.150 HTTP 70 continuation or non-HTTP traffic

E ths ox002 (SYN)
.++ = Reserved: Not set

...u tii. cuv. = Nonce: Not set
= congestion window reduced (Cwr): wot set
= ECN-Echo: Mot set
= Urgent: Not set
= acknow] edgement : NOT Set
sh: Not set

<pr: NOT ser
+ -+1. = Syn: Set
+..0 = Fin: Not set

& 6-1-5
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6.1.2.5. ACK Flood W%

BGRIREE -

TCPIEZERY Z /5 , ATERIEEEH TCP IRERR A ACKIREAAY , EHVERIE—
ACK RS UAIEIREMIHER , FENEZEAREMR ISR TERESFE AR RER BB,

XFEEEALAR B KB ERERILE] ACK #3250 SYN #S S AMHEFIEZIERE | B2 ACK #RIGHRA
REHBEIMEZ. FILMESERMES | RESKEREFS0TAE ACK i ANERAZ—ERIEE |
ZREEENIBIKIBIRBE AR, SREERFARHER , VIR FRGUSTERREINEE
KGRI, FIRPIARS | ERZEESNEIA RST #iR3 , IERRIEIRE M BETAEEIRATRIALE, XAHESS
Fim ( LLIE 6 ARSI NERERMRE , ZERKE.

E#l ACK Flood HigBRARGENER , MBEESHMKEANESERHER. BpIEHEE
9 SYN Cookie &i% , HiOBREEFHEIN SYN/ACK 8 , RIS 3 XIEFH ACK IRER
&% BRTASHEEIREIG ACK IiRHEEMEN S REIRANEZFME L. = SYN Flood 5 ACK
Flood —S&4RIANR , FHFIEXESFEERENEIRITE ACK IR ERE ZUNAEER,

ACK Flood BHEEIRE S :

#HETF SYN Flood , ACK Flood INTERYAIZEGRERISIEREIT SYN Flood BIIZMAAK.
W0TFE 6-1-6 , 6-1-7 Fiizs ¢
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[ZI9°0, V00500 | 1.0
| 220 0. 000500 | 1.0.
| 221 0.000502 | 1.0
| 222 0.000502 | 1.0
| 223 0.000503 | 1.0
224 0.000503 | 1.0
2250,000504 | 1.0
226 0.000504 | 1.0.
227 0.000505 | 1.0
| 228 0.000505 | 1.0
| 229 0. 000506 | 1.0.
| 230 0. 000506 | 1.0
| 231 0.000%07 | 1.0

o 202
1] 202
1] 202
o 202,
L] 202,
. 0 202
0 202
0 202
o 202
] 202,
1] 202
o 202

. 202,

Header length: 20 bytes
Flags: Ox010 (ACK)

Reserved: NOT set
NOMCE: NOT St

. 102,100,150
. 102.100. 150
.102.100.150
-102,100,150
-102.100, 150
. 102.100. 150
. 102.100, 150
102,100, 150
. 102.100, 150
.102.100, 150
. 102.100. 150
.102.100. 150
102,100,150

congestion window Reduced (Cwk):

ECN-Echo: mot set
urgent: wet set
‘acknowledgement :
Push: wot set
Reset: NOt set
Svn: Not set

Set

EEEE

HTTP
HTTP
HTTR

3

WTTP

.

HTTR

:

HTTP

NOT 56T

70 continuation
70 continuation
70 Continuation
70 continuation
70 continuation
70 continuation
70 continuation
70 Eontinuation
70 continuation
70 continuation
70 cont inuation
70 continuation
70 continuation

naN-HTTP
nan-HTTP
PON-HTTP
nON-HTT®
nonN=HTT?
nan-HTTP
nan-HTTe
non-HTTP
non-HTTP
nan-HTTe
nOn-HTTP
naN-HTTP
nan-HTTP

RS9 38]389§88%

traffic
traffic
traffic
traffic
traffic
traffic
traffic
traffic
traffic
traffic
traffic
traffic
traffic

4. FastStone Capture

& 6-1-6

LAE TCP i BIEIRE DRI B AZ T | WEEIREIIEBA MRS IEE L EFRFREm

Z U, EXTiRE

YD TTEEHITNE |

BRI EE A9MERRY CC ( Challenge Collapsar ) IGHEA IGE T —F= HTTP
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6.2, HTTP Y EEBE T B o thr

HTTP #YAE3SF TCP B8R T1F%. HTTP 22— NETRAENEBEXRAINN , BFHEE
. RERST  ERTHANNERAEERR. 2T/ FNERSAR | SRS E.
BRIE WWW fR{ERRIZ HTTP/L1 A, http (EBXAEEINY ) R— M ETIERSIMMELR].
FTORESRY. MAREAINY , BET TCP RIEZISTN , HTTPL.L MR ARrhSHtH—FpIFERiizaiis) | 48
REEHI Web FF& |, #ZHIEAE HTTP i1 2 ERT Web MNA.

6.2.1, HTTP Y TAERERE7Y

SEAFTFENLEES |, FEtit=hEA URL, AREATMER TR, [FIBSEHENTE ?

SCRR BTN URL 5, FAIANISSEEE Web JRSBZEEAIX T — Request, Web fR53281%2
Request [FHHTAME ARKTERNAYResponse ATSRIZLENITES , ST Response FHYHTML,
XEERAAEER 7RI , IR TE6-2-1F7x :

Request

......

Response

[El6-2-1

FAIRY Request BRJRERET THIEEIRS S | &REAEIX Web IRS3=80Y. IR TE6-2-2R7

N
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J Request
=
@I @ Response Response 14
E6-2-2

RIERSSHHEMBEERIFER , BUTI0EE

1. RENHREE , ASHHORIERSSREBEEFIR
2, SIRIRG, HMEB;ET
3. FERSn

HTTP tiMY% ( URL)

URL(Uniform Resource Locator) it FBFHEA— K EHER, EAMEAT
schema://host[:port#]/path/.../[?query-string][#anchor]

Scheme : {EEREERAHY (BN : http, https, ftp)

Host : HTTP R538549 IP Hbhit sl &=

Port : HTTP JRS325RYBAIAIRCIRZS0 , XMWIER FiROSTILIEH. RERTHIRIRO , B4
888 , 40 http://www.cnblogs.com:8080/

Path : iFEFRIEEE

Query-string : &i%44 http JRSSRAVEE
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Anchor :

HTTP tiYR9ER

http IS RE=EDHM , 552 : i5KIT (Request line ) . 5%k (Request header ) |
BKIEX ( body. Header) ;

1. BKRITU—NEERFSTL | SBoF | BHEHIEEERE URTFOIMMYAIRRA , U0 ¢
Method/Path-to-Resource HTTP/Version-Number

Hrh Method FRRiEKTTE LLAN"POST","GET", Path-to-resoure FRigKAIRIE |,
Http/version-number 3R HTTP tMYARRAS ;

{5 : GET http://www.baidu.com/ HTTP/1.1

Host: www.baidu.com

SfERRIR GET" 75iEAURHE | body BAZR. BXITiE (FFEEIEENKXE ) B, &1
TIIERIMERANT

GET : i&53R3XEY Request-URI FRFiRASER ;

POST : 7 Request-URI FitRiRAEIRSHINFAYENE ;

HEAD : i&3K3REVH Request-URI FitRRAYEIRAIRAE S iRk ;
PUT : iSRIRSSEFHE—NEE . 7 Request-URI {EAELITR ;
DELETE : i5KIR55=:MIBR Request-URI FtFiRAYEIR ;

TRACE : i5KIRSREIXINRIERER | TERTFWitHiZH ;
CONNECT : {REBISH(EM ;

OPTIONS : iEREifiRSS2RAIMERE | XETRASHIFHEXNEIRNEXK ;

HTTP HiXBoIRRL

ERWAIERERERE | IRSasRE— HTTP IMAGER. HTTP A tH2MR =584 ,
FHIR | RS, HEHRk, WRIEX
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KSIBASRE R HTTP =i HTTP IRSSE8 R A4 T AR Response.
HTTP/1L.IREX T52REM , KEBHR=CEFAER , F—MFEX 7RISR,
1XX : IRRMER : RREROHEREIIE , ShEEabie ;

2XX : pEY) : JRIERCHERINRI , 2R , 155,

3XX : EEM : ESSBERYRHITHEH—ERILE ;

4AXX : EFImEIR - IS RBIBRERIERTEZM |

5XX : IRSS=RIntHIR - BRISERKAESLIRSIZRGER.

HTTP thi%aYiER%k

Cache Lid; :

If-Modified-Since {EF : 1B SEESIREFRNHNRSENINBALEIIRSZEEE | REESE
X85S RS 28 L PRSI ER SIS AT B TXIEL, GNERAYE—2L , HB4iR(E] 304 , EFinME
EERAAMER ., NERNEA—3 , HisiRE 200 FFXHNs. ZRimERlzE  2EZF&R/
i, BTG EERRSR , HEEXIEES.

15| : If-Modified-Since: Thu, 09 Feb 2012 09:07:57 GMT

If-None-Match {EF3: If-None-Match #] ETag —#2 T{F , T{F/REEZ7E HTTP Response F1
00 ETag (58, SAPBRIBIKIZRIRET &S HTTP Request HJ0A If-None-Match {55 (ETag
BE). ANRIRSFFIEIERIEM ETag iIBHE (ZRRFIBEN ) , BRE— 304 RESHFEF
IREAAMEE . BNRHRE 200 KSFIFHAIERIEA Etag. ERXERNEIERS MbHIMEEE

{5 : If-None-Match: "03f2b33c0bfccl:0"

Pragma {EM : BALETRE#ETRF , 7£ HTTP/1.1 frAh , ©F1 Cache-Control:no-cache {EFE—
BR—#E

Pragma RE—1Hi% , ffl : Pragma: no-cache,

Cache-Control {Ef: XNEIFEEERIMN, XPMNANRIEE Response-Request BEHIETF
MEl, FMESIXUT :

Cache-Control:Public : BJA#HF I EIFERETR ;
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Cache-Control:Private : RS REFIINEEEFD ;

Cache-Control:no-cache : FFERAREASHERF ;

Client kg :
Accept {EF : NIYEESimA] LSRR ;

B . Accept: text/html RN LIESZ RS R EIRAIZEELS text/html BFIEFHKAIFE R
B9 html 328 ;

ANERBRSZEE TS RIRME] text/html SKBYRIEIRE IRSSSERAZREI— 406 $&iR(non acceptable)
BER * AFRIERLE
5l : Accept: */* KFALEEFTLMERIE R, (—AARES R LEIRSZESEE R ZIX) |

Accept-Encoding : {EF : NISSRRERRAE CRNAVRIDISIE | BREIEEEESE  RESISE
48, I AEETSE (gzip |, deflate) , (iR | IARRFHHD )

5] : Accept-Encoding: gzip, deflate

Accept-Language {E : NSESFREECEKENES.
IESIRFAENIXE - PXRIES  PNESMFE | il bigs |, gb2312, gbk FE |
5] : Accept-Language: en-us

User-Agent {EF : &ifF HTTP iRS388 , B IRERIRIFRFAIN SRR FRFIRA,

B ENEFRCIZARHE , FESER—EWIER | EHFH TIRFRERRRBFRAMRA |
{RATEFRRNIEER N ETRAIMA |, XEFLHRE AREIREET. irt , RSB ARFHEN
User-Agent iX/MEKIR IS PRI ESX LS E User-Agent iEKRIRIIHADIFEZ RIS CHIRIER
&, NEEEIE RS RIRSSES.

{5l : User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0;
CIBA; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729; .NET4.0C;
InfoPath.2; .NET4.0E)
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Accept-Charset {EF : XiS=REHBAE CREIAIFHE | XU RIE MBS ST
FFmAS | 30 gb2312 , utf-8 (EEFA N Charset B1F THNANFFFRIGSE ) |

Cookie/Login ki :
Cookie:{EM : EEEMR header, & cookie FIERIXL HTTP IRSZEE .

Entity ki :
Content-Length {EM : 'KiX45 HTTP IRSSEEEUERIKE ;

7 : Content-Length: 38

Content-Type {EF : Ziai2EH! ;

5] : Content-Type: application/x-www-form-urlencoded

Miscellaneous =Lz} :

Referer:{EF : 1217 Request U ETMIEEHIIRSES | SIRIRSZBESFHENINHETRAY |,
ECanMFETT_EEEERI— N IRERE | ftAVIRSSESHIEEIE M HTTP Referer htitHBXREZ /DR
mTEEER RIS AR,

5] : Referer:http://translate.google.cn/?hl=zh-cn&tab=wT

Transport ki :

Connection /0 : Connection: keep-alive H—MWIFJHFE , ZEFinIIRSZ =2 BHT
25 HTTP £dEM TCP iIEEASXT , NREFIRERIHIEX MRS LA , SAREFREX—
KOREIANER ;

f5) : Connection: close {{Z&—* Request 5Epkfa . B imflIRFZ 22 EIAT(EH HTTP £4E
B TCP EESXA . BABEFPIRERAIE Request , FEEFE TCP &k,

Host ( RIXIEKET  IZRHZLFN )ER (EKIRUETERTHEEMIBERZIRAY Internet
FHFIROS , EEFEM HTTP URL ARZEHRAY ;
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Bl - FAIENESZERIEMA : http://www.guet.edu.cn/index.html
NEEERRXAEKEEF  MaBE Host iEskfRLiE, , 21T :

Host : http://www.guet.edu.cn ttMERTREIKROS 80 , HI5E T imHAS , MZEAL : Host :

EEmOS

HTTP thiYRIREE Sk

Cache 2Ligf :
Date {EM : £RGEERIEIRETEIFIBER ;

f5] : Date: Sat, 11 Feb 2012 11:35:14 GMT

Expires {EF : NSRS fEie BT AR BN (E AR T |
f5] : Expires: Tue, 08 Feb 2022 11:35:14 GMT

Vary {EA :

5 : Vary: Accept-Encoding

Cookie/Login ki :
P3P {EM : BTEEIEIRE Cookie, IXFEERTLARA iframe 511518 cookie AYIEJRT ;

f5] : P3P: CP=CURa ADMa DEVa PSAo PSDo OUR BUS UNI PUR INT DEM STA PRE
COM NAV OTC NOI DSP COR

Set-Cookie {EF : IFEEER] header, FHFIE cookie KEXFIEFimNEsE, E—1PBA
cookie #fetEp— Set-Cookie ;

f5] : Set-Cookie: sc=4c31523a; path=/; domain=.acookie.taobao.com

Entity ki :
ETag {EF : #11If-None-Match Bc&{EMA. ( ELHIBEE LT If-None-Match R )

5] : ETag: "03f2b33c0bfccl:0"
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Last-Modifie : {EF : BHERRRNREEXHEFFIAGE. (SSHBEE LT
If-Modified-Since B95Lf ) ;

f5l : Last-Modified: Wed, 21 Dec 2011 09:09:10 GMT

Content-Type {EF : WEB [RSS255FXIIERR B CIIMAIRISRAIEERFRTE,
5] : Content-Type: text/html; charset=utf-8
Content-Type:text/html;charset=GB2312
Content-Type: image/jpeg

Content-Length : 1§IASHALENAHKE | AFH AR FEINHHEIEERER. EEUETT
AUIHFEH |, Content-Length RGBT CERS S PEFZEEIE | NEMEEIEE—N) Littk
LE= P iy,

f5] : Content-Length: 19847

Content-Encoding : WEB [RS388REBE CER T AE4E/5:% ( 9zip , deflate ) E4aImAL
HPRINIER.,

f5l : Content-Encoding : gzip
Content-Language {EF : WEB RS =28EFNIGEER B CIMNAIRANES |

f5l : Content-Language:da

Miscellaneous 2Ligf :

Server {EF : 1588 HTTP RSB EEAVERH SR ;
f5] : Server: Microsoft-I1IS/7.5

X-AspNet-Version {EF : WNSRMiLEF ASP.NET FF&RY , iIX4 header FskZx ASP.NET
AIRRZS ;

{5 : X-AspNet-Version: 4.0.30319

X-Powered-By {EM : &ML AKRATTRR ;
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f5] : X-Powered-By: ASP.NET

Transport ki :

Connection jll : Connection: keep-alive Z3— NN THRE , BFPimIIRSEZBHETFE
) HTTP #dEM TCP iEEASXA |, IREFiRERIGIAX MRS58 LRI | SRS FERX—5%
EEEAERE

5l : Connection: close f{Z&—4* Request 5TRifE . EFinFIIRSESZAA &M HTTP £4E
B TCP EZRXHM , SFPIREIAKIE Request , TEEHMEZ TCP &,

Location L1 :
Location €A : BFEER—/NHRIE, SEHHRY URL itbil ;

SLHIEE 304 RS

Wireshark {&EgiiBg 148 20120905



Wireshark 1.8.2 f#Fi%#B

6.2.2, HTTP iHN&iRaHiRotr

BERNE T T HTTP thil A TR BN FRIVE NG Bl IFFREER wireshark SEIFFrM
R HTTP UREHIT oM. B ME E—FBEENE T HTTP MYAE wireshark hENFER
RIEBNMBREEIES

6.2.2.1, HTTP #iEELa5l

- GET /index.phpltn=SE_desk HTTP/1.1\\n
= [Expert Info (Chat/Sequence). GET /index phplin=SE_desk HTTP./1.1\rn]
[Message. GET sindex phplin=SE_desk HTTP/1.1r\n]
|Scw:|lly level; Cha[]
|erp: Sequt:nne|
Request Method, GET
Request URI, /index.phpitn=SE desk
Request Version: HTTPA11
Host: woow. bardu.com®an
Caonnection, keep-alvern
User-Agent. Mozilla/5.0 (W‘mdms NT 6.1, WOWG4) AppleWebKit/536.5 {KHTML. like Geclm) Chrome/19.0.1084 52 Safan/536.5rn
Accept: text/hitml, apphcation./shitml+xml apphcation./sml,g=0.9_ «/+.q=0_8%rn
Accept-Encoding. gnp,deflate, sachrn
Accept-Language: zh-CH, zh,q=0.8%r'n
Accept-Charset, GBK utf-8,q-0.7.%.9-0.3%"\n
IIlullcilIL'd] Cocke. BAIDUID=024CDIENT2ZEIDFCIBED2IERI24D9B09.FG=1; BDUSE=-CYxZIFINmMFKeIVUWENZQWHhVEJNONTFRNZo Y OMN3IBOcEL20EE2cO2SnRGTFROVFEBL

rvn

IFuII fequest LRI hitp /Swww baidu com./index Ehn?m-SF deck

& 6-2-3

g0_EE 6-2-3 B , HTTP BUSLEREIRSIUEB N FRANNT

FriEa3A9 URL 73 : http://www.baidu.com/zxsoft/jszx/sk.asp?name=cisco#stuff

Schema (#&z{ ) : http

Host ( E£#l) : www.baidu.com
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Path ( B§1£ ) : zxsoft/jszx/sk.asp
Query String ( Eif)FfF&H ) : name=cisco

Anchor (1) : stuff

GET /index.php?tn=SE_desk HTTP/1.1

GET :
Request Method: GET : Ai5KA ;
/index.php?tn=SE_desk : AiERERFIRE ;

HTTP/1.1 : /9 HTTP kR4 ;

Host: www.baidu.com : i&3K*#13 www.baidu.com ;

Connection: keep-alive : $— MG TFERIE , ZFISHIRSEZMETER HTTP %iE
B TCP IESRAXH , MREFHERIBNXMESE LIOME , SHEERX—RCESETNE
i,

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOWG64) AppleWebKit/536.5 (KHTML,
like Gecko) Chrome/19.0.1084.52 Safari/536.5 : JIiG2s X FIFMEZRES ;

Accept:text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8\r\n : g
et r) LA SRR SR

Accept-Encoding: gzip,deflate,sdch : I EZEFRIESAEFES N ;
Accept-Language: zh-CN,zh;q=0.8 : JIEEZEFMRBIANES ;
Accept-Charset: GBK,utf-8;q=0.7,%;q=0.3 : jll!SZSERIE B SIS FTEE |

Cookie: BAIDUID=024CD1E917281DFC18D21E81324D9B09:FG=1;
BDUT=kdmn024CD1E917281DFC18D21E81324D9B091383c8f9b2b0;
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BDUSS=GYXZ3FINmFKc3VUWEN2QWhVSjNONTFkN2xrYOIiN3BOcEZ2OEEzc0tzSnRGTjF
RQVFBQUFBJCQAAAAAAAAAAAoaJhr~-ggLUOjM2Ni8R290aAAA : &1F ;
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6.2.2.2, HTTP IHKEGERE

— M ERER HTTP RUIEREGERNE 5-2-2 iz , &5 . TCP Se@ ZIRJimAI=IXIEF | lhfE
BEFIRBETAIE HTTP GET is3CREAMIRS 2/in B ZIREHY URL LIREf—ER. RBF|/RIEE
FimEmaEXAY URLER | STEfakiE 200 OK EREAIEFiREREIETE ;

M EEE HTTP BB B SMIEANRAIZ BIRTNARYEREF  IEARI—MERER HTTP 89 GET
HEET—EARRNAR. BBARI THXREERENEENEKER | BIFEIFMAN CCiE. W
& 6-2-4 fi- :

HNo. Time. Sousce. Destination Frotocol _Length _Info
1 0.000000 21160 122,92 OB 126 64,28 TCP 60 44400 > BO [SYNl Seq=020170908 Win=65535 Len=0 MSS=1380
2 0.000003 98.126.64.28 26012282 TCP 58 B0 > 44400 [SYN, ACK] Seq-207T2T5677 Ack=820170909 Win=65535 Len-0 MSS=1460
3 0,000211 211.160.122.92 98.126,64.28 TCP 60 44400 > 80 [ACK] Seq=920170909 Ack=-2077275678 Win=65535 Len=0
4 0.001245 211.160.122 92 98 126.64.28 HTTP 330 GET Afavicon.ico HTTRA11
5 0.001281 08.126.64.28 211.160.122.92 HTTP 961 HTTP/1.1 200 OK  (text/himi)
6 0 968662 211160 122 92 98,126 64.28 TCP 60 44400 > 80 [sm m:x] Seq-920171185 Ack-2077276585 Win=64628 Len=0
77.809313 21116012282 98.126.64.28 TCP 60 23848 > 80 [sm] Seq=3076971479 Win=65535 Len=0 MSS=1380
B T.800318 98.126.64.28 me0022.92  TCP 58 BO > 23848 [SYN, ACK] Seq=2971786489 Ack=307T6OTI4B0 Win=65535 Len=0 M55=1460
9 7.800494 211.160.122.92 98.126.64.28 TCP 60 23848 > 80 [ACK] Seq-3076971480 Ack-2971786490 Win-65535 Len=0
10 7.809755 211.160.122.92 08.126.64.28 TCP 60 4335 > 80 [S¥N] Seq-244033884 Win-65535 Len-0 MSS-1380
11 7,809760 9B.126.64.28 216012292 TCP 58 80 > 4335 [S¥N, ACK] Seqm1BIT418523 Ack=24 403885 Win=65515 Len=0 MSS=1460
12 7.p09958 2116012292 98,126 64,28 TCP 60 4335 > 80 [ACK] Seqe244033885 Ack=1B3T418524 Win=65535 Len=0

SXEFEERIE GET , BB CCKE ) B 6-2-4

ol Lo TR Qiiomion_ e s L IR,

60 0188635 58.221.60.197 58.221.60.255 NBNS 92 Name query NB FSDHKHSKLG=OO>
61 0.199288 N0.139.13.1021 58.221.60.213 TCP 74 47575 > 80 [SYN] Seq=3182764729 Win=57T60 Len=0 M35=1440 SACK_PERM=1 TSval=752164
62 0.201331 209.88.88.40 58.221.60.213 TCP 60 48647 > 80 fFIN. &CK] Seq=498491080 Ack=2650393340 Win=61 Len=0

58.221.60.213 CP 74 5414 > BO I_!'-"Y'IJ] Seq-10MB00082 Win=5792 Len=0 MS35-1460 !}i.IZIK_I'I RM=1 TSval=5622544
64 0.2M354 58.221.60.213 184.106.153.8 TGP 66 B0 > 54114 [S¥n, ACK] Seq=2930492950 Ack=107 1B Wi 35 Len=0 MS5=1460 SA
65 0201362 93.152.075.1 58.221.60.213 TCP 74 33160 > 80 [SYN] Seq=2280438215 Win=5840 Len=0 MS5=1460 SACK_PERM=1 T‘Su\al-ldcl§'
66 0.204200 58.221.60.197 58.221.60.255 NBNS 92 Mame query NB NTH4-02<00>
67 0.204224 58.221.60.197 58.221.60.255 NBNS 92 Name query NB NTH1-09<00>
68 0.204228 58.221.60.197 58.221.60.255 NBNS 92 Name query NB YINGHUA-FAISCA1<00>
59 0.204233 94.102.153.150 58.221.60.213 TCP 74 58988 > 80 [SYN] Seq-3183901857 Win-5840 Len=0 MSS-1460 SACK_PERM=1 TSval-20r3554

ZIREFAREHTEYE | 818 CCIRE ) Bl 6-2-5
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Ne. Time Source Destination Protocol  Length Info
1 0.000000 17.68.102.34 72.20.56.198 HTTP 1494 GET / HTTP/1.0 Continuation or non-HTTP traffic
2 0.028122 222.180.100.150 72.20.56.199 HTTP 1494 GET / HTTP/1.0 Continuation or non-HTTP traffic
3 0.076148 117.68.102.34 72.20.56.198 HTTP 1494 GET / HTTP/1.0 Continuation or non-HTTP traffic
4 0.421069 118.213.73.208 72.20.56.198 HTTP 1078 GET / HTTP/1.0 Continuation or non-HTTP traffic
5 0.492015 118.213.73.208 72.20.56.198 HTTP 1468 GET / HTTP/1.0 Continuation or non-HTTP traffic
6 0.560389 118.213.73.208 72.20.56.195 HTTP 1078 GET / HTTP/1.0 Continuation or non-HTTP traffic
7 0.591616 110.246.148.240 72.20.56.200 HTTP 1494 GET / HTTP/1.0 Continuation or non-HTTP traffic
8 0.658079 71.194.64 126 72.20.56.199 HTTP 1514 GET / HTTP/1.0 Continuation or non-HTTP traffic

9 0.694207 118.213.73.208 72.20.56.199 HTTP 1468 GET / HTTP/1.0 Continuation or non-HTTP traffic

Frame 5: 1468 bytes on wire (11744 bits), 1468 bytes captured (11744 bits,

= Ethernet I, Src. 00:12.00.53:bf.c4 (00.12.00.53:bf.c4), Dst. 00.0e:b6:2b.57.68 (00:0e.b6.2b.57.68)
= Intemet Protocol Version 4, Src. 118 213 73.208 (118 213 73.208), Dst. 72 20 56198 (72.20.56.198)

= Transmission Control Protocol, Src Port: 3333 (3333), Dst Port. 80 (80). Seq: 2162233641, Ack: 302664806, Len. 1414

+ Hypertext Transfer Protocol

= Hypertext Transfer Protocol

= Data (955 bytes)

Data: 000000000000000000000000000000000000000000000000...

[Length: 955]

( GET iHERBEZXEXAEB SHIREEE , 8 CCIE ) E 6-2-6

MR 6-2-4 FATLI , Z— TCP N=RIBFEVAINfE | EFIRAE— GET 5K , IR55=%
[ER ACK , (BERAEIXAIEFiRRARIE T — FIN (ER ) . RSS[ENXA FIN HEERERXE
&% | (BREERIAME PRI RATSIERFAXRXT GET iHR |, IRSS{EAMERING A FimHY
GET iBR , AEEFimXIE CIMakAEENMEMET , R , 8—MEKERERNAN SRS 540
BB RREEIREITERERE . XKER GET HELMRRABIRH SIS SIRSS": CPU. AFAY
FERXRTE  MSERRSSENEENIEEN GET BEXRBEENAERTHN, HEERS ;

BAELER AR GET iSRRI T —LEERINE |, RS | FEARRE R~ ER.
BRAIARX S EEHEEILAIESEBE— S DDOS WELURRE, HIMEXEMTH
fbr— LA E WIS A SN R T
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¢ ERIE

Wireshark #2353 B2 h AR ERITREHEIHMRE AR FHRESIER SRR |, FlEXENE
WL LR ERER— LB RN |, MRAKEERTEE T IRAILAH TSR |, FEXAR
BrRRER. MRENEREXERERE , BBAGFIFFNSEEEA www.baidu.com ZAFBNE
RYIBIER AR,

7.1, wireshark &3&[a)ga

7.1.2, {EARIEO

B I1LREF T wireshark [ , iZTAHMEAIN wireshark 1I2-40TFE 7-1-1 Fi-fIRE |, BBAER
4R ? 2H3LfE wireshark U IREHNEERERNNFELSIFEAIT.
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E=

Expression.. Clear Apply

| »

The MPF driver isn't running. You may have trouble
capturing or listing interfaces.

[[] Don't show this message again.

" Live list of - ptured file

m

Start capture on interface: Open Recent:

[
[
4

ﬁ Capture Options @ Sample Captures

Start a capture with detailed options A rich assortment of example capture files on the wiki i

Capture Help

How to Capture

Step by step to a successful capture setup

LY PN S P Y P
4 m | b

Mo Packets | Profile: Default

(0| Ready to load or capture

W EERFR , BIEROFIREARZEN <. mif Interface List [FI8HI0ITIXHEIE :
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rﬁ Wireshark & & ae l":' | (=] |_ih]1

to capture "

e Unable to load WinPcap (wpcap.dll); Wireshark will not be able
packets.

In order to capture packets, WinPcap must be installed; see
‘I http:/ fwww.winpcap.org/ I

or the mirror at

http:/fwww.mirrors.wiretapped.net/security/packet-capture/
winpcap/

or the mirror at
http:/fwinpcap.cs.pu.edu.tw/
for a downloadable version of WinPcap and for instructions on

how to install
WinPcap.

" Ok

& 7-1-2

FRN0E Winpcap , wireshark iEAREEERE ;| XAHERIIREE FEEHZEE Winpcap XX
= =11

bR 7 ISBEREE Winpacap SIFIERIEOFIREARZILIN BB B—NatBSIER wireshark
AOREOSKER. S0 EE 7-1-1 FsfbiE |, £ wireshark 3F 25 |, #1360 wireshark , RIKIALK
FEIM-R, B2 wireshark XA B E—Na@@—F8HNEESFRNOTRE , (0T7E 7-1-3,,
XEHERAIE ?
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[ The Wireshark Network Analyzer il L 0 wm s e
Fle Edit View Go Capture Analyze Statistics Telephon! Tools Help

e PRREE aesn T L aaaB §0mx% O

Filter: ~ Expression.. Clear Apply
.
The World's Most Popular Network Protocol Analyzer
Interface List = Open
' Live list of the capture interfaces [counts incoming packets) Open a previously captured file
Start capture on interface: Open Recent:
ﬁ Capture Options @ Sample Captures
Start a capture with detailed options A rich assortment of example capture files on the wiki
Capture Help

HOZ@RFRRRR SR — N HSERY |, ERAIERSERD C £2A/Y System32 XA NEH
Driver FE—> Nvmini.sys X4 , IMNRABEEFRS , AEHENFIZEENEH ( WAHARIRE
R RER N2 ) HEKSUHEEMFRERRERRAIN G2 FiE—MESE A | RfEEizic
B HEREF R BFNERA S —E—FRY, BRES IR — R EE ST EEA)
BRSNS RIEREN | XERFERAENERU N ARIRNE T . BNENREE F—XEA)
EEEMEAI wireshark URAHAZNZD ; BRUCHERAIESE , wireshark BWEIE
®.

X3F windows 7 LUK windows 2008 #FREE , BAIZHAZI Nvmini.sys 4 , iXEHRE:

IIRFERE CMD <1757 @ , BN\ "net start npf” HEIZERIE], XP/WIN7/WIN2008 T&EEX
Mpd , HE WIN7/WIN2008 EELIEHERSMI={T CMD,
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7.2. wireshark RRIA5R

7.2.1, #iEGF5ISEEE

TR wireshark MMENSERERHE , BT TCP NEUREAMIBHIEIESINFSLARIRA
FSER—HR, £2 1. WTE 7-2-1 fsip

192.168.43.36
118.188.2.235

119.188.2.235
192.168.43.36

2 0.000173
3 0.000244
25 4.967457

192.166.43.38 55.68.168.160

B0 > 49191 [FIN, ACK] Seq=1 Ack=1 Win=4324 Len=0
49191 > 80 [ACK] Seq=] Ack=2 Win=17(M0 Len=0

49192 > §0 [SYN] Seqe=0 Wn=5191 Len=0 MS5=1460 WS=2 SACK_PERM=1
B0 > 49192 [SYN. ACK] Seq=0 Ack=1 Win=5840 Len=0 M55=1420 SACK_PERM=1 W5=2
49192 > 80 [ACK] Seqr] Ack=] Win=17040 Len=0

17004 2edeels §.6.0.20028s

30 5.330021  58.68.168.160 192.168.43.36 TGP

31 5.330097  192.168.43.36 38.68.163.160 TCR

315330260 192.168.43.36 58.68.168.160 HTTP  GET fvif it

35 5920256 58.68.168.160 192.168.43.36 TGP [TCP segment of a reasse
36 6.080391  58.68.168.160 192.168.43.38 TGP [TCP segment of a reasse
37 6.080459  192.168.43.36 55.65.168.160 TGP

49191 > §0 [AGK] Seqe=282 Ack=1748 Win=17040 Len=0

mbled POU)
mbled POV

&l 7-

NERFA B BN AR BRIF I SHIRZEA
REEERTEEEE /TR RERS IR

——Analyze TCP Sequence Numbers ; BGEIZIZEIR
ISERIEET ; ATE 7-2-2 Fis :

wireshark &

2-1

DR ? HIZARER SFEATE— NEIREEE |,
TCP t1M¥—1T , ait——Protocol Preferences
EEEHHRNGIECYIRE , H(11BE

20000173 119.188.2.235 TGP B0 * 49191 [FIN, ACK] Seq-195592268 Ack=3073941694 Winm4824 Len=0

3 0. a4 192, 43,36 TCP 49191 > 80 [ACK] 3BTIDA694 Ack=193592269 Win=17040 Len=0
28 4967487  192.166.43.36 58.68.163.150 TGP 49192 = 80 |SYN] Seq=3682173250 Win=8192 Len=0 M3S5=1460 WS-2 SACK_PERM-1
30 5.330021  38.68.162.160 192.168.43.36 TGP BO > 49192 [SYN, ACK] Seq=3131983128 Ack=368217325]1 Win=3840 Len=0 M55=1420 SACK_PERM=1 W5=2
31 5.330097  192.165.43.36 58.65.168.160 TGP 49192 > 80 [ACK] Seq=3682173251 Ack=3131983129 Win=4260 Lon=)
32 5.330260  192.168.43.36 58.68.165.160 HTTP  GET jvif _lib S &mid=] 7004 Jedeely. 5.6.0. 200285
35 5920256  53.68.168.160 192.168.43.36 TGP [TCP segment of a reassembied PDU]
36 6.080391  58.68.168.160 192.168.43.36 TGP [TCP segment of a reassembled POLU|
37 6.080459  192.168.43.36 58.65.165.160 TGP 49192 = 50 [ACK] Seqe3682173532 Ack=3131954876 Win=4260 Len=0

7-2-2
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7.2.2, BESFRE

[Baf) wireshark HEEGRE/E | HIIMEREEE LKNEXERNRIEIERIEIEEFE W TE
7-2-3 frrBbEE , (ERENAINAERFREIREEE., ERXNRERRREZEAFAINE , &
TEROAME L EIHRERICEIREAIRIZFIRY , REEHG CheckSum BRI ETRRBAMRXITE , £5
TRPIESIZARATIBIT A LLKKRE CPU YT {ERTE.,

£ windows Z% ) Checksum Offload iISfFE2U1TF :

NBEN-EXE , EEREIRERTLUIZE Checksum Offload 2% Rx & Tx 8% , taLUgs
FXIEEBERL.

1. XF Tx, i8& Checksum Offload B35 , Windows BY{Eia =G HEHIEFE TCP &3aF0 ,
EIHAEAA EIMERIEEEE R Bad CheckSum, ZAiG . MESENTEIEMIRIEIBAG A |,
IS T WERITPA R IERERY TCP &,

2. XF Rx, i®E Checksum Offload B2 G , M-EEZWEUER , 2BF—
NDIS_TCP_IP_CHECKSUM_PACKET_INFO ZEFIRERGAL ; NREBTEMRREY , NARE
&AL, BB Windows B9 TCP/IP i A% R REURERIE.
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[ Realtek PCle GBE Family Controller EtE 3 |
B0 | 2% =T |wher | wEEe | mE |

%E%%%%gg%%ﬁﬂﬁﬁ « ELIhRETEEENRIE -
B )

ARF Offload -
Ener g Eff1c1ent Ethernet

W3 Offload

O | |Tce EEgd e =
i
UDF B Filsd] (TPvE)

i Walke om Magic Facket
Wake on pattern match

[

vZ [IFvh)
&

i

| W= || B |

= 7-2-4

CheckSum Offload sChr RIS EMEN—E0D LIRS TR LATARSR CPU FIR.
RN R E T LIRS T2 30%A9 CPU &R, IBM B AIX AYSTERIFEY X9F PCliZOAFIK
RI-RRGEAGNLE 400Mhz LA LR CPU Skit&ER&RIeFN |, i PCI-X AYFIkMN-RE RIS T LAAZEIZ:
BIRE , N0 CPU BiR. WRF(VEERMEE—RINE | FEXEH(HEN-RIREGK AR AT
AT .

Elt , Fli1XTF Wireshark BERAIAEERII—LINEE , EXHNETT. BRF Wireshark 2K
HBAREXZGEX |, MTESHERIDEHBEEERBEME. FtleBTFEENBIRMERN
BRXALERRITHRESTI.
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