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1 BB oo seeess s sss s s sss s ssa s s R AR s RR e SRR RS SRR SRR et SRR SRR SRR SRR 1
1.1 TIBETE I ettt 1
1.2 BT URL oottt en s 1
1.3 BB oottt 1
L8 I E oottt 1
1.5 Ittt a ettt a et es et et naneeeas 2

2 R ATE oottt e a e b e et a bR e e s st et eaenenesennananes 5
p B g =T 2 OO 5

2.1.0 FETTTAF URL oottt sae st naes 5
2,02 BABE oot 5
213 B BB oot 5
218 TR oottt sttt 6
2.2 BEEITUIR oottt 7
2.2.1 FETTYAFH URL oottt ettt sa e sae st naes 7
2.2.2 ABE oot 7
2.2.3 B BB oot 7
228 T oottt 8
p B OO 9
2.3.1 FETTTEF URL covoieeeeeeeeee sttt 9
2.3.2 HABE oot 9
2.3.3 FHE BB oot 9
238 T oottt 10
p R = OO T TR 11
p 3 e oy 111 TR 11
282 FHLBEE oottt 16
2.5 T A ettt nee 22
2.5.1 FETTTEI URL covoieeeeeeeeeeee ettt 22
2.5.2 FHABE oottt 22
2.5.3 BB B oottt 23
258 TR oottt tnes 24
2.6 BRHEIUZZ oottt tnen 25
2.6.1 FETTTET URL covoeeeeeeeeeee ettt 25
2.6.2 FHABE oottt 25
2.6.3 BB B oot 26
2068 TR oottt nen 26
2.7 1P BE T B BT oottt 27
2.7.0 FETTTET URL coveeeceeee ettt 27
2.7.2 FHABE oottt 28
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2.7.3 BB B oot 28
278 TR oottt ettt 29

2.8 FHAZET .ottt 31
2.8.1 FETTAF URL vttt sttt snee 31
2.8.2 HABE ..ot 31
2.8.3 HHIBE oot 32
284 TR oottt ettt 33

3 T cocveeeeerereeerereeeeretet et b e bbb e et b bbb e e ses s bebenesensananes 35
3.1 BB B E oottt 35
301 FETTYAF URL ettt 35
3002 BIAZE L oottt 35
3003 B BB oot 37
3018 TR ettt 40
3.2 FHIUPE TR oottt 43
3.2, FHIBUZR oottt 43
3.2.2 FHIIEE B oottt nen 46

3.3 TCP T T B B vttt ettt a st a et n ettt n et et enaneetanans 50
3.3.1 FETTYAF URL ottt 50
3.3.2 FIAZE oottt 50
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338 TR et 52
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3.5.2 A E oottt 59
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3.5 TR oottt bbbttt 61

3.6 B T B oottt ettt ettt a et e 62
3.6.1 FETTIAF URL vttt 62
3.6.2 HHAZE oottt 62
3.6.3 B B H oo 63
3.6.4 TIMF oottt nas 63

B H B coeeeeeeereseeetesesssese s esessse s s st te s s st bbb e s s s e e s st ebesese e anananes 64
8.1 HZEFUZR e 64
B.1.1 FETTUFH URL cooeeeeeeeeeeeeeee ettt 64
B.1.2 BNBE oottt 64
B.13 BHIZE oot 65
B4 TRT oottt sttt e 66
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4.3

4.5

4.6

4.7

4.8

4.9

B F7 4 1 OO
4.2.1 BEOF URL oo
VR TG G
823 HHIBE oo
B24 TRM oo
DI HTAR A <o
431 BEOTHF URL .o
VT TG G
833 HHIBE oo
B34 TRM oo
4.4TOP 4iit
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VW R NG G
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A58 TRM oo
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NI TG G
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B.648 TR oo
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4.7.0 FEITFT URL oo,
VN TG G
8.7.3 BB E oo
BT A TR oo
LNz OO
4.8.1 FETTUIT URL oo,
VIR NG - G
4.83 BB oo
B84 TRM oo
B 1~
4.9.1 PETTUFT URL oo,
TR NG - G
8.9.3 BB oo
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8.10.2 HIABE oo,
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8.10.3 FHE B oo
B.108 TR ettt

5 RGEE

5.1 ARIFTL B oo
5.1.1 FEEAFT URL oo,
5.1.2 HIABE oo

TN 8 - OO
5.2.1 FEEAFT URL covveeeeeceeeeeee e,
5.2.2 HIABE oo
5.2.3 BB E oo
5.2.8 TR oot

5.3 FEBERL B oo
5.3.1 FETIYAFT URL o
5.3.2 HAZE oo
5.3.3 BB E oo
5.3.8 TR oot

5.4 TR BN oo
5.4.1 AT URL oo
SR N NG G
5.4.3 B E oo,
584 TR oo

5.5 FHFTZLE TR oo
5.5.1 FZEITYAF URL oo
5.5.2 HIAZE oo
5.5.3 BB H oo
5.5.4 TRM.oevereeeeeeee e

5.6 FH TV T oo
5.6.1 FZITYAF URL oo
5.6.2 HIAZE oo
5.6.3 BB H oo
5.6.4 TIMT.oeveeieeeeeeeeee e

5.7 BFTHITE B oot
5.7.1 THAEUEIH oo
5.7.2 FETTAF URL covveeeeceeceeeeeeece e
5.7.3 HIAZE oo
5.7.8 BB E oo
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1 s

1.1 ThEEWAR

AT ER SR e, BRI sid, 2 JERFRIERTE cookie H A7 L sid LA
LI E .

1.2 EOiEB URL
http://[#5.44]/cgi-bin/login.cgi

1.3 MIANEH

PL POST J5 AL L F S5
#£ 1.1 &5 POST ¥

R E SE LI Yi ]

param_type & [t E{H: login
param_username & ERH P4 Flin: admin
param_password = GG . 123

W
1. AFAAEE 2R FEAFBAELSRTH ERIED
G 8 T 3 0 0 FR ISR 3R AN E B B R AZ P IR B4 COOKIE 13 &

14 WHSH

> BRI
Rl T HAE 208 XML, Bk Fll/cgi-bin/status_global.cgi.
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<?xml version="1.0" encoding="utf-8"?>

<?xml-stylesheet type="text/xsl" version="1.0" href="/redirect.xs|"?>
<redirect>

<page>/cgi-bin/status_global.cgi</page>

</redirect>

> BRI
BRI A BN XML, AR R I BkEE 1 findex.html.

<?xml version="1.0" encoding="utf-8"?>

<?xml-stylesheet type="text/xsl" version="1.0" href="/zh-cn/xsl/failure.xsl"?>

<failure>
<INFO> i </info>
<url>/index.html</url>

<params></params>

</failure>

1.5 =Bl

> IER
POST /cgi-bin/login.cgi HTTP/1.1

Host: 192.168.59.220:28099

param_type=login&param_username=admin&param_password=123

> iR[A
HTTP/1.1 200 OK

Set-Cookie:
sid=%070%B4%880%EE%0Ca%07%DA%D8i%D36HE%AF%28%BC%3C%BE%D5s%DFv%A6%
D83%D9%3E%16%96%09%1Dq%CF%D0d%85%98f%04%27%5DX%14%9DM

Content-Length: 173
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Date: Fri, 04 May 2018 03:29:09 GMT

Server: HTTP-SRV

<?xml version="1.0" encoding="utf-8"?>
<?xml-stylesheet type="text/xsl" version="1.0" href="/redirect.xsl"?>
<redirect>

<page>/cgi-bin/status_global.cgi</page>

</redirect>
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2.1 B4t

2.1.1 #¥OEA URL

http://[3% 4 ]/cgi-bin/status_global.cgi
2.1.2 ASH

GET J5 i K

2.1.3 &

4 R Fr%5 N < status_global>.
® 21 ERGITRE

SRR Wi 1

wan_input_bps i\ bps

wan_input_pps I pps

wan_submit_bps HALIESS bps

wan_submit_pps A LIESS pps

lan_input_bps i bps CHRIBARFAE)

lan_input_pps i pps CHRIBEAFH)

lan_submit_bps s bps CRIECRFE)

lan_submit_pps IS bps CRECRFE)

anonymous_incoming_bps AN EE i bps CHRBRES A )
S FE 2 im I EfE bps (R EKAF

anonymous_incoming_submit_bps A
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anonymous_outgoing_bps WM EE i bps CHRERREAD
W FE I I8 e bps CHRBXAF
anonymous_outgoing_submit_bps )
tcp_conn_in TCP it gz
tcp_conn_out TCP %
udp_conn UDP 4§
2.1.4 =5
> iR

GET /cgi-bin/status_global.cgi HTTP/1.1

> iR

HTTP/1.1 200 OK

<?xml version="1.0" encoding="utf-8"?>

<?xml-stylesheet type="text/xsl" version="1.0" href="/zh-cn/xsl/status_global.xsl"?>

<status_global>
<wan_input_bps>0.00</wan_input_bps>
<wan_input_pps>0</wan_input_pps>
<wan_submit_bps>0.00</wan_submit_bps>
<wan_submit_pps>0</wan_submit_pps>
<lan_input_bps>0.00</lan_input_bps>
<lan_input_pps>0</lan_input_pps>
<lan_submit_bps>0.00</lan_submit_bps>
<lan_submit_pps>0</lan_submit_pps>
<anonymous_incoming_bps>0.00</anonymous_incoming_bps>
<anonymous_incoming_submit_bps>0.00</anonymous_incoming_submit_bps>
<anonymous_outgoing_bps>0.00</anonymous_outgoing_bps>
<anonymous_outgoing_submit_bps>0.00</anonymous_outgoing_submit_bps>
<tcp_conn_in>0</tcp_conn_in>

<tcp_conn_out>0</tcp_conn_out>
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<udp_conn>0</udp_conn>

</status_global>

2.2 R #H

2.2.1 #OVEMA URL

http://[3% 4 ]/cgi-bin/status_health.cgi
2.2.2 MINEH

Get J7 kAL

2.2.3 HEH

ARG bR A< status_health>.,
% 2.2 RGNHIRE

— AR .y e YiH]
rack unit list T PR ehRZE (ATCA A
this rack unit BTG
rack unit HABAELE R, K HES
cpu_usage CPU i HZ
memory_usage W AFAE
device_stat ML O giit (AN O — M%)
name BBy i
recv_flow R E (Mbps)
recv_pps RS (pps)
recv_err PR ST (pps)
send_flow RikiiE (Mbps)
send_pps RIEHRIL (pps)
send_err RIEH RIS (pps)

©2020 FH % FETH AU FATT



The Cybersecurity Defender

ZX-DMS APT $ 115 B

2.2.4 -4

> iEk

GET /cgi-bin/status_health.cgi HTTP/1.1

> iR
HTTP/1.1 200 OK

<?xml version="1.0" encoding="utf-8"?>

<?xml-stylesheet type="text/xsl" version="1.0" href="/zh-cn/xsl/status_health.xs|"?>

<status_health>
<rack_unit_list>
<this_rack_unit>1</this_rack_unit>
<rack_unit>1</rack_unit>
<rack_unit>2</rack_unit>

<[rack_unit_list>

<cpu_usage>3.5% </cpu_usage>
<memory_usage>16626 MB total, 25.1% used</memory_usage>
<device_stat>

<name>xgbel</name>

<recv_flow>0.00</recv_flow>

<recv_pps>0</recv_pps>

<recv_err>0</recv_err>

<send_flow>0.00</send_flow>

<send_pps>0</send_pps>

<send_err>0</send_err>

</device_stat>

<device_stat>

</device_stat>

</status_health>
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2.3 B53FEE

2.3.1 #EOEA URL

http://[3#44]/cgi-bin/status_pranges.cgi

2.3.2 MIANEH

> Post TR T SEL:
2.3 PiiialE POST i AZH

28 i
#AET7 0

1.  submit: %
param_submit_type 2. delete: MMER

3.  import: §A

4.  export: T
param_prange HUBETE R (Rl XXX XXX X XXX
param_import_pranges 111 71K
filename SAEE AR

param_import_pranges2 SNBCE AR

> Get iR B H7E UL H .

2.3.3 Fi&H

By Fl 4 HAR2E . <status_pranges>.
* 2.4 Wi aHE GET [Bl RibRAE

— PR = S L
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prange 1 B PR 2
address FraEH L
address2 ZE TR

2.3.4 =

> POST &%

POST /cgi-bin/status_pranges.cgi HTTP/1.1

126082629511250

Content-Disposition: form-data; name="param_submit_type"
submit

126082629511250

Content-Disposition: form-data; name="param_prange"
1.1.1.1-1.1.1.2/24

126082629511250

Content-Disposition: form-data; name="param_import_pranges"; filename=
Content-Type: application/octet-stream

126082629511250

Content-Disposition: form-data; name="param_import_pranges2"

126082629511250--

> GETi#k

GET /cgi-bin/status_pranges.cgi HTTP/1.1

> iR[A
HTTP/1.1 200 OK

<?xml version="1.0" encoding="utf-8"?>

<?xml-stylesheet type="text/xsl" version="1.0" href="/zh-cn/xsl/status_pranges.xsl"?>
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<status_pranges>
<prange>
<address>1.1.1.1</address>
<address2>1.1.1.2</address2>
<prefix>24</prefix>
</prange>

</status_pranges>

2.4 EHIEE
2.4.1 EMFIZER
2.4.1.1 ThEEWAR
SRELENL S SHORCOEFNEREEE, Wm. B, #EENL.
2.4.1.2 ¥OEA URL

http://[}544] /cgi-bin/status_host.cgi

2.4.1.3 WAEH

POST K2 A F &% (Fify. HEFZ4 5 post T -
* 25 FEHUIRE POST 8%

ZH Wi
1. query-host: #ifj
param_submit_type 2. add-host: ¥
3. . HAbdRAE G
T NN ECE Bk A, g K
param_netaddr 1. BAIP: XXXX
2. TEH: XXXXXXXX
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3. WHEHATS: XXX XXX XXIXX

4. F: ARRINERAE

param_this_sort

HEFISER
1. -1 4ZENUbhEHR
2. -2: HAEEHES
3. -5: fZIIEHAS
4. -6: HIEREHS

5. 1. BRiAHES

“HBNPIE” A

param_switch_auto_protection 1. on: Ak
2. T AAik
“FRBE" LR

param_switch_manual_protection 1. on: Ak
2. T AAik

param_switch_extra_protection 1. on: Ak
2. o AHk

param_flow_threshold

“HERIE AR
1 0: & CBRID

2. 1. {FERE

3. 125: KT 1Kbps
4. 1250: KT 10Kbps
5. 12500: KT 100Kbps

6. 125000: KT 1Mbps

7. 1250000: KF 10Mbps

8. 12500000: KT 100Mbps
9. 125000000: kT 1000Mbps

param_view 3. 1. HMIARETHT 100
4. 2: FHHIRER 100
5. 3: WEEMIEAT 100
6. 4: HIEHSRT 100
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7. 5: HiE®EHET 100

> GetifRFEHIIE.
# 2.6 GET#=X

ZH !

param_view 4. 2: HiHRERT 100
Wik AT 100
SOERERT 100

o
g @

W IELHT 100

2.4.1.4 HmHEH

FEHURESIRFIFRZ N : <status_host >,
R 27 FHUREIREFRZE

— AR ZRAR YiH]
host_address FEHFIE
sort_type HEF 27
netaddr AW N
flow_treshold i e
switch_auto_protection H 3 i
switch_manual_protection Tzt
switch_extra_protection HARAIRZS
host FHUARZE
EJELitE
1. full: A¥EML
type
2. subnet: PIEL (FMEBD
3. host: EHL
address HAREHL:
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1. % EEHEE R

2. XXXXIXX: FREL
3. xXxxx: HEFEN
input_bps fi\ bps
input_pps I\ pps

input_submit_bps

HNILJESS bps

input_submit_pps

NI IEIS pps

output_bps HiH bps
output_pps W pps

output_submit_bps

e S5 bps

output_submit_pps

e S5 pps

baseline_reference FLLE T
syn_rate Syn IR
ack_rate Ack i SCH#
udp_rate Udp R 38
icmp_rate lcmp RS
frag_rate P R SO
nonip_rate Nonip #f 30
new_tcp_rate B top S
new_udp_rate Hrid udp AR
tcp_conn_in Tep R
tcp_conn_out Tep iR
udp_conn Udp &84k
icmp_conn lcmp ZEHAL
status DIERNIEN

2.4.1.5 =l

> POST##%

POST /cgi-bin/status_host.cgi HTTP/1.1
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param_submit_type=query-

host&param_host_addr=&param_this_sort=1&param_netaddr=&param_flow_threshold=0

> GET &R
GET /cgi-bin/status_host.cgi HTTP/1.1
> IR

HTTP/1.1 200 OK
<?xml version="1.0" encoding="utf-8"?>

<?xml-stylesheet type="text/xsl" version="1.0" href="/zh-cn/xsl/status_host.xsl"?>

<status_host>

<host_address></host_address>

<sort_type>1</sort_type>

<netaddr></netaddr>

<flow_threshold>0</flow_threshold>

<switch_auto_protection></switch_auto_protection>

<switch_manual_protection></switch_manual_protection>

<switch_extra_protection></switch_extra_protection>

<host>
<type>host</type>
<address>1.1.1.1</address>
<input_bps>0.00</input_bps>
<input_pps>0</input_pps>
<input_submit_bps>0.00</input_submit_bps>
<input_submit_pps>0</input_submit_pps>
<output_bps>0.00</output_bps>
<output_pps>0</output_pps>
<output_submit_bps>0.00</output_submit_bps>
<output_submit_pps>0</output_submit_pps>
<baseline_reference>0</baseline_reference>
<syn_rate>0</syn_rate>
<ack_rate>0</ack_rate>
<udp_rate>0</udp_rate>
<icmp_rate>0</icmp_rate>

<frag_rate>0</frag_rate>
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<nonip_rate>0</nonip_rate>
<new_tcp_rate>0</new_tcp_rate>
<new_udp_rate>0</new_udp_rate>
<tcp_conn_in>0</tcp_conn_in>
<tcp_conn_out>0</tcp_conn_out>
<udp_conn>0</udp_conn>
<icmp_conn>0</icmp_conn>
<status></status>
<protect_credits>0</protect_credits>

</host>

<host>

o o o

</host>

</status_host>

2.4.2 EWEE

2.4.2.1 IheEiEA

EEX RN EL TR A B0 PR

2.4.2.2 ¥F¥EQOFA URL

http://[$44] /cgi-bin/status_hostset.cgi

2.4.2.3 IAEH

POST U3 LA T &4
* 2.8 FEHLikHE POST 8%

ZH Pi
FAHLIP bk GEED -

1. AP XXXX

param_setting_addr

©2020 FH % #F16 W AU FATT



The Cybersecurity Defender

ZX-DMS APT #1111t ]

2. JERE: XXXXXXX.X

param_prefix

H I T2

param_exist

HRL:
1. ON: FE“HH

2. T Ak a7 MR ENLEEE T ED

param_record_flow

ok CRED -
1. ON: Aig“ces”
2. o ANEELes”

Bidr (55 EE i a4 A 7 BO -

param_force_protect 1. ON: 7i%
2. T Aaik
param_gateway _ip WA 5% 1P Hhudik
param_gateway mac K5 MAC ik
param_flowlimit_incoming_bps | i A Mbps
param_flowlimit_incoming_pps | %A PPS
param_flowlimit_outgoing_bps | it Mbps
param_flowlimit_outgoing_pps | fitt PPS
2 P i
param_ignore 3. ON: 4JiE
4. F: Ak
T
param_forbid 1. ON: 4k
2. kK AHk
R S Rk
param_forbid_overflow 1. ON: &k
2. ko AHk
E(EE b |
param_reject_foreign_access 1. ON: &k
2. K Ak
param_param_set IETRE e S
param_filter_set uRSIWIES
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param_portpro_set_tcp TCP 5 H4E

param_portpro_set_udp UDP i [ £

WEB Service Protection xx
param_plugin_tcp_0O 1. ON: ‘A

2. o ANk

Game Service Protection xx

param_plugin_tcp_1 1. ON: &k
2. T AAik
Misc Service Protection xx
param_plugin_tcp 2 1. ON: ik
2. T AAik
TCP DNS Service Protection xx
param_plugin_tcp_3 1. ON: 4k
2. T Aaik

SSL|TLS Service Protection xx

Param_plugin_tcp_5 1. ON: Ak
2. o A%
param_ssl_cert_list SSL fffiE$S

UDP DNS Service Protection xx

param_plugin_udp_1 1. ON: ik
2. o AHik
UDP App Protection xx
param_plugin_udp_4 1. ON: 4%
2. o ANEik
GET i KA Z 4L
®29 FHEE GET RS
SR P B
hostaddr FHLIP kit
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2.4.2.4 Wi &%

IR A B2 N< status_hostset>.
* 210 FENLREIREFR

ZX-DMS APT #1111t ]

—RbRAE T RRA Wi B
setting_address FHLFIE
address AL IP Hiht
prefix Hiu kb A28
exist AR
record_flow o3k

biE/ak
param_force_protect 1. on: 4k

2. T ANk
gateway _ip W% IP Mtk
gateway _mac W% MAC Hihit
flow_incoming_bps A\ Mbps
flow_outgoing_bps N\ PPS
flow_incoming_pps it Mbps
flow_outgoing_pps i PPS
ignore WS PTA
forbid 3t WL P A I
forbid_overflow it Y B i
reject_foreign 6 44 [ 71 1]
param_set IR 7AE e S
filter_set SuRss I ES
portpro_set_tcp TCP i 14E
portpro_set_udp UDP iy 14E
plugin FFAREE
rotocol AR E LR
1. TCP: TCP #il
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2. UDP: UDP P}
RS, BA Protocol f#i -

1. 0:WEB Service xx

2. 1:Game Service xx

3.  2:Misc Service xx

. 4. 3:DNS Service xx (TCP)
5. 5:SSL|TLSServiceProtection
6. 1:DNS Service xx (UDP)
7. 4:UDP APP xx
name T 4FR: A id X R
KT R A -
enabled 1. Checked: JFg T4fift

2. & RIPREEMF

2.4.2.5 Rl

> POST #£%¢
POST /cgi-bin/status_hostset.cgi HTTP/1.1

param_setting_addr=1.1.1.1&param_prefix=24&param_exist=ON&param_gateway_ip=1.1.1.0&par
am_gateway_mac=&param_flowlimit_incoming_bps=&param_flowlimit_incoming_pps=&param_flowlimit
_outgoing_bps=&param_flowlimit_outgoing_pps=&param_param_set=0&param_filter_set=0&param_po

rtpro_set_tcp=0&param_portpro_set_udp=0

> GETi#k

http://192.168.59.220:28099/cgi-bin/status_hostset.cgi?hostaddr=1.1.1.1

> iR[A

<?xml version="1.0" encoding="utf-8"?>

<?xml-stylesheet type="text/xsl" version="1.0" href="/zh-cn/xsl/status_hostset.xs|"?>

<status_hostset>
<setting_address>1.1.1.1</setting_address>

<address>1.1.1.1</address>
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<prefix>24</prefix>
<exist>checked</exist>
<record_flow>checked</record_flow>
<gateway_ip>1.1.1.0</gateway_ip>
<gateway_mac></gateway_mac>
<flow_incoming_bps></flow_incoming_bps>
<flow_outgoing_bps></flow_outgoing_bps>
<flow_incoming_pps></flow_incoming_pps>
<flow_outgoing_pps></flow_outgoing_pps>
<ignore></ignore>
<forbid></forbid>
<forbid_overflow></forbid_overflow>
<reject_foreign></reject_foreign>
<param_set>1</param_set>
<filter_set>0</filter_set>
<portpro_set_tcp>0</portpro_set_tcp>
<portpro_set_udp>0</portpro_set_udp>
<plugin>

<protocol>tcp</protocol>

<id>0</id>

<name>WEB Service Protection v9.02</name>

<enabled>checked</enabled>
</plugin>
<plugin>

<protocol>tcp</protocol>

<id>1</id>

<name>Game Service Protection v4.1</name>

<enabled>checked</enabled>
</plugin>
<plugin>

<protocol>tcp</protocol>

<id>2</id>

<name>Misc Service Protection v3.2</name>

<enabled>checked</enabled>
</plugin>

<plugin>

<protocol >tcp</protocol>
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<id>3</id>
Service Protection v2.3</name>
checked</enabled>
</plugin>
<plugin>
<protocol>udp</protocol>
<id>1</id>
<name>DNS Service Protection v2.3</name>
<enabled>checked</enabled>
</plugin>
<plugin>
<protocol>udp</protocol>
<id>4</id>
<name>UDP App Protection v1.1</name>
<enabled>checked</enabled>
</plugin>
<captured_files>
</captured_files>

</status_hostset>

2.5 EEE

2.5.1 #¥EOEA URL

http://[}#44] /cgi-bin/status_link.cgi

2.5.2 MIAEH

POST &5 44
* 211 EEFIK POST IS8
B L

#EIT

1. select: #ii;

param_submit_type
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2. reset: HE
3. download: T#
4. show: HiF
param_page T CGEILTO
A5 3K
1 -1 kbbb
2. 1 BAHT
3. 2: fnfEdhEAE
4. 3 HOSBEREHE
5.  4: #EIERAF
s CHI S FOER N A

param_this_sort

param_filter 1. % kAN
2. Al BARITHE A
i NI
link_conn_in 1. on: ZENER
2. kK AHk
B H
link_conn_out 1. on: AiffHiERE
2. T Aaik

> Get 15 RERELSE.

2.5.3 W&

iR [\ FRr%< status_link >.
#*2.12 IR[EFREE

— AR Z s Wi B

filter R S A F
page TP
page_title T AR 2
sort_type e F it
link_conn_in N
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1. true: &)k
2. % KA
i HH
link_conn_out 1. true: Ak
2. T KA
link TR EHACTARSE
local_address A b
remote_address R
port_links TE AR
total_links AR

2.5.4 =8I

> POST #%

POST /cgi-bin/status_link.cgi HTTP/1.1

param_submit_type=select&param_page=0&param_this_sort=1&param_filter=&link_conn_in=on&li

nk_conn_out=on

> iEsk

GET /cgi-bin/status_link.cgi HTTP/1.1

> iR[E

HTTP/1.1 200 OK
<?xml version="1.0" encoding="utf-8"?>

<?xml-stylesheet type="text/xsl" version="1.0" href="/zh-cn/xsl/status_link.xsl"?>

<status_link>

<filter></filter>

<page>0</page>
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<page_title># 7 &#160;7] — M &#160;-&#160;<a style="font-weight:bold;font-size:14px;">0</
a>&#160;-&#160;<a href="javascript:select_page(1)">1</a>&#160;-&#160;<a
href="javascript:select_page(2)">2</a>&#160;-&#160;<a href="javascript:select_page(3)">3</
a>&#160;-&#160;<a href="javascript:select_page(4)">4</a>&#160;-&#160;<a
href="javascript:add_page(1)">/& — R </a>&#160;<a href="javascript:select_page(1000000000)"> X R </
a>&#160;4 3 95 M </page_title>
<sort_type>1</sort_type>
<link_conn_in></link_conn_in>
<link_conn_out>true</link_conn_out>
<link>
<local_address>1.1.1.1:56344</local_address>
<remote_address>2.2.2.2:5656</remote_address>
<port_links>0</port_links>
<total links>410</total_links>

</link>

</status_link>

2.6 R#IIR

2.6.1 #0OAKH URL

http://[3#44] /cgi-bin/status_fblink.cgi

2.6.2 MINEH

POST - XS4
# 2.13 BRiliFIE POST #5854
¥ Ui B
#AEJ7

1. select: #if;
param_submit_type 2. reset: HH

3. download: T#;

4. show: HEF
param_page T GEJLTOD
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£ DSV

1 -1 #ZAHuthbHE

2. 1. BUAMEY

3. 2: fmfErihbHE

4. 3: HHEPRESHT

5. 4. BRI HEF
RS S (RIS FEERE N 2D
param_filter 1. 7 kAT

2. Hfth: BARMKIGHIEA R

param_this_sort

> GetifRIE# V&,

2.6.3 &%

iR Al kR < status_fblink>.

% 2.14 R[EIFRZE

— AR Z R Pi
filter e oA
page SR
page_title FH AR 2
sort_type R
fblink (B3 SUE AT o
local_address 2l ik
remote_address Ak
release_time 5 Wi s [a)
forbid_reason B i
2.6.4 =B

> POST %
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POST /cgi-bin/status_fblink.cgi HTTP/1.1

param_submit_type=select&param_page=0&param_this_sort=3&param_filter=1.1.1.1

> IEK

GET /cgi-bin/status_fblink.cgi HTTP/1.1

> iR[E]

HTTP/1.1 200 OK
<?xml version="1.0" encoding="utf-8"?>
<?xml-stylesheet type="text/xsl" version="1.0" href="/zh-cn/xsl/status_link.xsl"?>
<status_fblink>
<filter>1.1.1.1</filter>
<page>0</page>
<page_title># 7 &#160;7] — M &#160;-&#160;<a style="font-weight:bold;font-size:14px;">0</
a>&#160;-8&#160; /& — N &H#160; K T &#160;4 3} 1 T </page_title>
<sort_type>1</sort_type>
<fblink>
<local_address>1.1.1.1</local_address>
<remote_address>2.2.2.2</remote_address>
<release_time>#: it 45 #r</release_time>
<forbid_reason>% #£ B # B #k + #LW| I Fe</forbid_reason>

</fblink>

</status_fblink>

27 IPEORRFE

2.7.1 #EOEA URL

http://[$44] /cgi-bin/status_bwilist.cgi
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2.7.2 MINSH

POST J5 RS 4L
* 215 BAAXH POST 24
ZHAAIR Yt
#ET7
1. submit: #55;
2. delete: Bk
param_submit_type 3. select: i
4. import: $A
5.  export: ST
6. show:
param_page TUE (LT
HEFP 7 5
param_this_sort Lo b
2. 2: ¥RTIHES
3. 3: HULECEHES
param_address Ay bk
param_comments H/IE
param_bwlist_file 2R
filename Wi B S 4 Bk
param_bwilist_file2 Hic B SO AR

> GetigREBEHLH.

2.7.3 &

iR [ Fr%<status_bwlist>.

% 2.16 EAHYZHIRPIARE

— PR TR 1t 1
address T EERER 1P HuhE
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page YT TUEL
page_title FHUTARAE
sort_type Her R
bwlist FERILRIRRE
address IP thhl:
flags KA CGRAER, A45)
hits [INLRYE
comment w1
2.7.4 =B

> POST &%

POST /cgi-bin/status_bwilist.cgi HTTP/1.1

146591551219569

Content-Disposition: form-data; name="param_submit_type"

submit

146591551219569

Content-Disposition: form-data; name="param_page"

146591551219569

Content-Disposition: form-data; name="param_this_sort"

146591551219569

Content-Disposition: form-data; name="param_address"

4444
146591551219569

Content-Disposition: form-data; name="param_comments"
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146591551219569

Content-Disposition: form-data; name="param_bwlist_file"; filename=""

Content-Type: application/octet-stream

146591551219569

Content-Disposition: form-data; name="param_bwilist_file2"

146591551219569--

> GETiE:k

GET /cgi-bin/status_bwlist.cgi HTTP/1.1

o o o

> iR

HTTP/1.1 200 OK
<?xml version="1.0" encoding="utf-8"?>

<?xml-stylesheet type="text/xsl" version="1.0" href="/zh-cn/xsl/status_bwlist.xsl"?>

<status_bwlist>
<address></address>
<page>0</page>
<page_title># 7 &#160;7] — 7 &#160;-&#160;<a style="font-weight:bold;font-
size:14px;">0</a>&#160;-&#160; /5 — N &H#160; K T &#160;43F 1 W< /page_title>
<sort_type>1</sort_type>
<bwlist>
<address>1.1.1.1</address>
<flags>2 % ¥ </flags>
<hits>0</hits>
<comment></comment>

</bwlist>

</status_bwlist>
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2.8 HAEHE

2.8.1 #EOEA URL

http://[#544] /cgi-bin/status_domains.cgi

2.8.2 MIANEH

% 2.17 WAL POST XS5

B4 gL
T

oo

1. submit: 2
2. delete: M
3.  select: #ifj (JEILAMD

param_submit_type 4.  clear: J5FRHEBIKEUE A
5. import: §A
6. export: S
7. show: k¢

8. show_flags: 257§k

param_page T GBJLTO
et
1.  blacklist+whitelist+collect: E++[
]
param_show_flags 2. blacklist+whitelist: -+

3.  blacklist: 4

4.  whitelist: 145

5. collect: H3hIksE
HeFe 7
param_this_sort 1. -1 $EEAHT
2. 2 AT

©2020 FH % FEIIW AU FATT



ZX-DMS APT #1111t ]

The Cybersecurity Defender

3. 3 HHART

4. 4 RIS EHET

5. #EREHR
param_domain_name AR A
param_domain_comment #iE
param_import_domains FARIHA IR
filename T B S 4 FR
param_import_domains2 LW=R'ELRTe

> GetifRiA 5%k,

2.8.3 HEH

iR Al k%< status_domains>.
% 2.18 R[AIFR%E

— AR T Ui B
page HT UL
page_title HHTFREE
show_flags [fiprine it
domain_name fentiliprE
sort_type HEr e
domain_host LTS
name W44
flags FKA (AR, HEAHD
address XN IP itk
hits [INLRV€
comment /I
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2.8.4 -4

» POST ##%¢

POST /cgi-bin/status_domains.cgi HTTP/1.1

------ WebKitFormBoundary7F2JWJEhTFlubjA4

Content-Disposition: form-data; name="param_submit_type"

submit
------ WebKitFormBoundary7F2JWJEhTFlubjA4

Content-Disposition: form-data; name="param_page"

------ WebKitFormBoundary7F2JWJEhTFlubjA4

Content-Disposition: form-data; name="param_show_flags"

blacklist+whitelist+collect
------ WebKitFormBoundary7F2JWJEhTFlubjA4

Content-Disposition: form-data; name="param_domain_name"

------ WebKitFormBoundary7F2JWJEhTFlubjA4

Content-Disposition: form-data; name="param_domain_comment"

------ WebKitFormBoundary7F2JWJEhTFlubjA4

Content-Disposition: form-data; name="param_import_domains"; filename=

Content-Type: application/octet-stream

------ WebKitFormBoundary7F2JWJEhTFlubjA4

Content-Disposition: form-data; name="param_import_domains2"

------ WebKitFormBoundary7F2JWJEhTFlubjA4--
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> IR

GET /cgi-bin/status_domains.cgi HTTP/1.1

> R[A

HTTP/1.1 200 OK
<?xml version="1.0" encoding="utf-8"?>

<?xml-stylesheet type="text/xsl" version="1.0" href="/zh-cn/xsl/status_domains.xsl"?>

<status_domains>

<page>0</page>
<page_title>......&#160;......... &#160;0&#160:;......... &#160;......&#160;......1...</page_title>
<show_flags>blacklist+whitelist+collect</show_flags>
<domain_name></domain_name>
<domain_host>

<name>test.com</name>

<flags>......... </flags>

<address></address>

<hits>0</hits>

<comment>test</comment>
</domain_host>

</status_domains>
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3 s

3.1 2BKiFEH

3.1.1 #0OiAKH URL

http://[3#44] /cgi-bin/params_global.cgi

3.1.2 IANEH

POST #1252 244
* 3.1 ®FRZH POST %
ZH Wi B
#HEIT X
param_submit_type 1.  submit: $#2%%;
2. default: ZRik
T SR

param_flowctrl

1. protect: BRI (& EBhZEG])D
2. passthrough: %W Bl

3.  manualProtect: F3)FE5] (GHBEFA)

H B ZREBCENL A CAR BRRR A

param_switch_discover_host 1. on: ik
2. JE: Ak
R ENUBR e CERIBRFA )
param_switch_multiple_gateway 1. on: ik
2. JE: Ak
FHURN CGHEREEAD -
param_switch_resolve_host 1. on: Ak
2. JE: Ak

param_switch_anti_spoof retrans_syn

SYN EALIAE (SZHAH) -
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1. on: @ik
2. B AAk
ACK HEAEIIE (FERFH) -
param_switch_anti_spoof _retrans_ack 1. on: 4k
2. AAk
Bk — CGREEAD -
param_switch_anti_spoof proxyl 1. on: Zik
2. Jo: ARk
Wik = R -
param_switch_anti_spoof proxy2 1. on: )ik
2. Jo: ARk
REFHLEEE (BPRAD -
param_switch_proxy_response 1. on: A%
2. Jo: ARk

param_critical_packet_rate_threshold

PSFR KR

param_network_segment_packet rate_t

hreshold

AL BRSO IR E

param_anonymous_flow_limit_wan_ip

B W 42 i

param_anonymous_flow_limit_lan_ip

W e (1P

param_anonymous_flow_limit_lan_mac

WM Z e (IMAC)

param_content_filter_flow_limit

{7 BT H e i R 1)

param_ignore_host_flow_limit & F N E PR
param_malice_forbid_time 3 R 2 6 (1]
param_host_param_set SHEF 5

param_tcp_syn

SYN Flood {4~

param_tcp_syn_urgent

SYN Flood & A4~

param_tcp_syn_host

SYN Flood #HL{#"

param_tcp_ack_rst

ACK&RST Flood 44"

param_udp UDP R fifl &
param_icmp ICMP {347 il &
param_frag AR il
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param_nonip Nonip {& 4 it &
param_close_port IR P g 11 i
param_baseline_factor FEZL A1

param_tcp_max_host_connections_in TCP EHHCEIR S CRA/END

param_tcp_max_host_connections_out | TCP &8 E R K Ciy /=MD

param_tcp_max_link_connections TCP A ER ] (1P
param_tcp_max_access_rate TCP AR AR
param_tcp_expire_timeout TCP #3275 N T
param_udp_max_host_links UDP &4 &= R
param_udp_expire_timeout UDP &4 75 N )
param_icmp_expire_timeout ICMP 457 [N A I

SEA S
param_bwlist_flags blacklist: 54

whitelist: 444 5

{O:blacklist 1:whitelist}: 4% i+ 44 #
variable_DomainAudit.AuditMode SRS s
variable_DomainAudit.Redirect 4 ki
variable_DNS.Mode DNS A&
variable_Misc.CustomData Misc 48 &
variable_WEB.Special WEB.secial % &
variable_WEB.AuthorizePage WEB.AuthorizePage 25 &

> GetifRERSHL

3.1.3 ke H

2 RS HUR A kRS A <params_global>.
* 3.2 BRSHERIAIFR

— bR e B
eI

param_submit_type

1. submit: 255,
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2. default: Bl

set_index

S B

value

EFShRERME (0-15)

host_param_set

N

HI

Lk
=

s

flowctrl

ik e il

Protect: Xt (HzhZA=5])
Passthrough: % B i#
ManualProtect: Fal2: 5]

time

RGN (A

switch_discover_host

H AR M LHhE CHREG)
1. checked: A%

switch_multiple_gateway

TSR ENLB HIER: (BB
1. checked: A%

param_switch_resolve_host

FEHEEM:  (GFHD
1. checked: &%

param_switch_anti_spoof_retrans_syn

SYN FEALLAE:  (GHH)
1. checked: A%
2. . Ak

param_switch_anti_spoof_retrans_ack

ACK FEALIGUE:  (55H)
1. checked: &%

param_switch_anti_spoof_proxyl

1. checked: Ak
2. 7. Ak

param_switch_anti_spoof_proxy2

F AR —: (53
1. checked: Ak
2. 7= ANa)ik

param_switch_proxy_response

MREEHEEH: (=)
1. checked: &%
2. BT Naik
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critical_packet_rate_threshold

OO K 2RSS
1. checked: ik

old

network_segment_packet_rate_thresh

A B SO R

anonymous_flow_limit_wan_ip

AR 44 Y

anonymous_flow_limit_lan_ip

WIMEE A e (IP)

anonymous_flow_limit_lan_mac

NI Z i E (IMAC)

content_filter_flow_limit

ff] B 7L R 3 I PR )

ignore_host_flow_limit R ML PR
malice_forbid_time G W s ()

tcp_syn_protect

SYN Flood {33

tcp_syn_urgent_protect

SYN Flood & & 4£4

tcp_syn_host_protect

SYN Flood HHL{#4

tcp_ack_rst_protect

ACK&RST Flood {4

udp_protect UDP {47 il &
icmp_protect ICMP R ik &
frag_protect W DR R
nonip_protect Nonip {4 fi %
close_port_protect IR P o 1 fiph

tcp_max_host_connections_in

TCP ERHCEIRS] CRA/END

tcp_max_host_connections_out

TCP ZEHACERR S /=MD

tcp_max_link_connections

TCP EHEERS] (/IP)

tcp_max_access_rate

TCP IERINH R

bwlist_flags

tcp_conn_timeout TCP iEH:75 N S
udp_max_host_links UDP Z B i1
udp_expire_timeout UDP 3457 PR I
icmp_expire_timeout ICMP 42275 PR R I
SRR

Blacklist: 24
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Whitelist: 14 5.
baseline_factor A e
variable TERRERE (FE6 1)
name AR R
value B EZHE

3.1.4 =

> POST &%

POST /cgi-bin/params_global.cgi HTTP/1.1

o o o

param_submit_type=submit&param_flowctrl=Protect&param_switch_discover_host=on&param_swi
tch_multiple_gateway=on&param_critical_packet_rate_threshold=1500000&param_anonymous_flow_li
mit_wan_ip=100&param_anonymous_flow_limit_lan_ip=100&param_anonymous_flow_limit_lan_mac=1
00&param_content_filter_flow_limit=10&param_ignore_host_flow_limit=10&param_malice_forbid_time=
10000&param_host_param_set=0&param_tcp_syn=10000&param_tcp_syn_urgent=500000&param_tc
p_syn_host=10000&param_tcp_ack_rst=10000&param_udp=1000&param_icmp=100&param_frag=100
&param_nonip=10000&param_close_port=1000&param_baseline_factor=0.00&param_tcp_max_host_c
onnections_in=100000&param_tcp_max_host_connections_out=1000&param_tcp_max_link_connectio
ns=300&param_tcp_max_access_rate=300&param_tcp_expire_timeout=300&param_udp_max_host_li
nks=100000&param_udp_expire_timeout=100&param_icmp_expire_timeout=30&param_bwlist_flags=bl
acklist&param_bwlist_flags=whitelist&variable_DomainAudit.AuditMode=0&variable_DomainAudit.Redir
ect=&variable_ DNS.Mode=&variable_Misc.CustomData=&variable_ WEB.Special=&variable_ WEB.Auth

orizePage=

> iEk

GET /cgi-bin/params_global.cgi?set=0 HTTP/1.1

o o o

> IR[E

HTTP/1.1 200 OK

o o o
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<?xml version="1.0" encoding="utf-8"?>

<?xml-stylesheet type="text/xsl" version="1.0" href="/zh-cn/xsl/params_global.xs|"?>

<params_global>

<set_index>

<value>0</value>
<value>1</value>
<value>2</value>
<value>3</value>
<value>4</value>
<value>5</value>
<value>6</value>
<value>7</value>
<value>8</value>
<value>9</value>
<value>10</value>
<value>11l</value>
<value>12</value>
<value>13</value>
<value>14</value>
<value>15</value>

</set_index>

<host_param_set>0</host_param_set>
<flowctrl>Protect</flowctrl>

<time>2018-05-09 00:11:30 CST</time>
<switch_discover_host>checked</switch_discover_host>
<switch_multiple_gateway></switch_multiple_gateway>

<critical_packet_rate_threshold>5000000</critical_packet_rate_threshold>

<network_segment_packet_rate_threshold>1000001</network_segment_packet_rate_threshold>
<anonymous_flow_limit_wan_ip>100</anonymous_flow_limit_wan_ip>
<anonymous_flow_limit_lan_ip>100</anonymous_flow_limit_lan_ip>
<anonymous_flow_limit_lan_mac>100</anonymous_flow_limit_lan_mac>
<content_filter_flow_limit>10</content_filter_flow_limit>
<ignore_host_flow_limit>10</ignore_host_flow_limit>
<malice_forbid_time>10000</malice_forbid_time>

<tcp_syn_protect>10000</tcp_syn_protect>
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<tcp_syn_urgent_protect>500000</tcp_syn_urgent_protect>
<tcp_syn_host_protect>10000</tcp_syn_host_protect>
<tcp_ack_rst_protect>10000</tcp_ack_rst_protect>
<udp_protect>1000</udp_protect>
<icmp_protect>100</icmp_protect>
<frag_protect>100</frag_protect>
<nonip_protect>10000</nonip_protect>
<close_port_protect>1000</close_port_protect>
<tcp_max_host_connections_in>100000</tcp_max_host_connections_in>
<tcp_max_host_connections_out>1000</tcp_max_host_connections_out>
<tcp_max_link_connections>300</tcp_max_link_connections>
<tcp_max_access_rate>300</tcp_max_access_rate>
<tcp_conn_timeout>300</tcp_conn_timeout>
<udp_max_host_links>100000</udp_max_host_links>
<udp_expire_timeout>100</udp_expire_timeout>
<icmp_expire_timeout>30</icmp_expire_timeout>
<bwlist_flags>blacklist+whitelist</bwlist_flags>
<baseline_factor>0.00</baseline_factor>
<variable>

<name>DomainAudit.AuditMode</name>

<value>10</value>
</variable>
<variable>

<name>DomainAudit.Redirect</name>

<value></value>
</variable>
<variable>

<name>DNS.Mode</name>

<value></value>

</variable>

<variable>
<name>Misc.CustomData</name>
<value></value>

</variable>

<variable>

<name>WEB.Special</name>
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<value>googlebot baiduspider </value>

</variable>

<variable>
<name>WEB.AuthorizePage</name>
<value></value>

</variable>

</params_global>

3.2 MNEE
3.2.1 MMFIR

3.2.1.1 ¥E¥QOiFA URL

http://[3#44] /cgi-bin/params_filter.cgi

3.2.1.2 NS H

POST #2452 Z 4
* 3.3 HNBIERIRZTZH
S| Vi BH
#ET
1. reset: HEFH
param_submit_type 2. delete: Mikk
3. enable: 3
4, disable: %%
param_filter_set T 5
param_index F Fr-5

> Get il RHNZF .
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3.2.1.3 i &H

iR [FFR% N<params_filter>.
® 3.4 MNFIRIR [FIFRE

—RhriE % P B3
set ELIE S0,
set_index L7 5% 5 (0-15)
value EF5HE
filter 5% TSI At
index PP
enabled et N H]
protocol 1735
address Motk
description A0
stat N
3.2.1.4 =%l

> POST #%

POST /cgi-bin/params_filter.cgi HTTP/1.1

o o o

param_submit_type=delete&param_index=11&param_set_index=0

> iEk

GET /cgi-bin/params_filter.cgi?set_index=0 HTTP/1.1

> IR[E

HTTP/1.1 200 OK

<?xml version="1.0" encoding="utf-8"?>
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<?xml-stylesheet type="text/xsl" version="1.0" href="/zh-cn/xsl/params_filter.xs|"?>

<params_filter>

<set>0</set>

<set_index>
<value>0</value>
<value>1</value>
<value>2</value>
<value>3</value>
<value>4</value>
<value>5</value>
<value>6</value>
<value>7</value>
<value>8</value>
<value>9</value>
<value>10</value>
<value>1l</value>
<value>12</value>
<value>13</value>
<value>14</value>
<value>15</value>

</set_index>

<filter>
<index>0</index>
<enabled></enabled>
<protocol>TCP</protocol>
<address>any == any (RSDrop)</address>
<description>Disable Windows RPC ports from WAN</description>
<stat>0</stat>
<ffilter>

</params_filter>
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3.2.2.1 #¥OEA URL

http://[3#44] /cgi-bin/params_filter_edit.cgi?set=x

3.2.2.2 aNEH

POST £ ZH:
* 3.5 HN&ERZSH
2 ViEH
FE R 7

param_filter_set/param_set_index

2019.08 LAkt A: param_set_index
2019.08 LAJEhiiAs: param_filter_set

param_rule_index

TR

KT RGN

param_system 1y R
2. #: B
param_index BEUE N 7
param_desc S WIUET:BaN
param_length oK
param_laddr A b b
param_raddr R
param_protocol eSS
param_protocol_num Wil
param_lport AR it 1
param_rport TZE A g 1

param_tcp_flags

TCP brENL

param_tcp_window_size

TCP & K/

param_icmp_type

ICMP type

param_icmp_code

ICMP code
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param_keywords BT N2
param_keywords_sequential Ji A DL
param_keywords_ignore_case RY NN
param_send RIETTA]
param_recv BT 1)

FNAT K

filter: I3

drop: #:#k
param_action pass: JiT

forbid: ik

ratelimit: #73 BE |

param_record WRFIHE
param_stream_index RIS 1D
param_stream_connection_limit 1 R ) 2 2 PR
param_stream_access_rate_limit AT R ] 7 ) AR

> Get iR HE .

3.2.2.3 Hi&H

iR [ 4325 A<params_filter_edit>.

3.6 HUBE IR A FRAE

S Y B
set IR S ges
index L FTRN S
system RBRRG AN
desc ST
length WK E
laddr s Hh B
raddr e
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protocol PR
protocol_num s =

Iport 2 by v
rport e v
tcp_flags TCP tr& AL

tcp_window_size

TCP & 1K/

icmp_type ICMP type
icmp_code ICMP code
keywords BT N2
sequential Ji: DL
ignore_case BHE KNG
send RIET7 1A

recv T )

record AT

action R FIH &
stream_index AR BRI ST 1D
stream_connection_limit 2% PR o) i B

stream_access_rate_limit

PR R A U5 [ R

3.2.2.4 i

N

> A

POST /cgi-bin/params_filter_edit.cgi HTTP/1.1

param_filter_set=0&param_rule_index=0&param_system=y&param_index=0&param_desc=Disable
+Windows+RPC+ports+from+WAN&param_length=&param_laddr=&param_raddr=&param_protocol=tc
p&param_protocol_num=6&param_lport=135%2C+137%2C+139%2C+445&param_rport=&param_tcp_
window_size=&param_icmp_type=&param_icmp_code=&param_keywords=&param_send=ON&param_
recv=ON&param_action=drop&param_stream_index=&param_stream_connection_limit=&param_strea

m_access_rate_limit=

> ik
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GET /cgi-bin/params_filter_edit.cgi?set_index=0&index=0 HTTP/1.1

o o o

> R[A

HTTP/1.1 200 OK

<?xml version="1.0" encoding="utf-8"?>

<params_filter_edit>
<set>0</set>
<index>-1</index>
<system></system>
<desc></desc>
<length></length>
<laddr></laddr>
<raddr></raddr>
<protocol></protocol>
<protocol_num></protocol_num>
<Iport></Iport>
<rport></rport>
<tcp_flags></tcp_flags>
<tcp_window_size></tcp_window_size>
<icmp_type></icmp_type>
<icmp_code></icmp_code>
<keywords></keywords>
<sequential></sequential>
<ignore_case></ignore_case>
<send></send>
<recv></recv>
<record></record>
<action></action>
<stream_index></stream_index>
<stream_connection_limit></stream_connection_limit>

<stream_access_rate_limit></stream_access_rate_limit>

</params_filter_edit>

<?xml-stylesheet type="text/xsl" version="1.0" href="/zh-cn/xsl/params_filter_edit.xs|"?>

©2020 FH % 49 W

MREER: HHATT



The Cybersecurity Defender

ZX-DMS APT #1111t ]

3.3 TCP#ORE

3.3.1 #ENOVEAH URL

http://[$44] /cgi-bin/params_portpro_tcp.cgi

3.3.2 INEH

POST 32 4L

% 3.7 TCP it NERT S H

28 L
#AE 7
param_submit_ type 1.  submit: &3
2. default: Btk
param portpro set ﬁﬁuﬁ HEERFS
param start port AL 4H v 11
param end port g R 1
param attack detection RIS
param_connection limit EFEER
param server kick weight 5 H A E
param_port_probe weight PRI =
param protocol pattern P
I R
param flags timeout connection 1. on: Ak
2. TJo: AEik
TEF AT
param flags defer indication 1. on: Ak
2. To: AAEk
param flags forbid overrun AR B
1. on: 4k
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param_module params

2. o AEk
REREIE:
param flags trust only 1. on: ik
2. o AEik
B4 H
param flags domain audit 1. on: Ak
2. o AEik
YL
param_flags accept protocol 1. on: Ak
2. To: AEIk
Bitriit (HGfF -
1. 255: Bk
2. 0: WEB Service xx
param_protect plugin 3 1: GAME Service xx
4. 2: MISC Service xx
5. 3: DNS Service xx
6. 5: SSL|TLS Service xx
BRRZE Gl 250

EE: 2SR+ TR

>  Get iR TCP i 7%,

3.3.3 MitH&¥

iR [A| #5325 N < params_portpro_tcp >.

#* 3.8 TCP i AR [AIFR%E
— s g s BiHA
portpro_set ENE A
set index EFS RG]
value EF5HE (0-15)
port protection B 2w L B9 id %
start port ey RN

©2020 FHM L

HE51H

SRS P ATT




o Cybersecurity Defender ZX-DMS APT #2145t B

end port g5 g
attack detection HERE A
connection limit A IR
port protect limit B /PR IIAY
protect plugin Bdrass (i)
plugin params RS H GEHS50
protect flags I
protocol pattern PN B RS
name (53 VN EAS
protect_plugin i FREs
id SRR R
name AR

3.3.4 =Bl

> POST##%

POST /cgi-bin/params_portpro_tcp.cgi HTTP/1.1

param_submit_type=submit&param_portpro_set=0&param_start_port=39&param_end_port=40&pa
ram_attack_detection=&param_connection_limit=&param_server_kick_weight=&param_port_probe_wei
ght=&param_protocol_pattern=BlueskyVChat&param_flags_timeout_connection=ON&param_protect_pl
ugin=3&param_module_params=3+100+100+100+

> iEk

GET /cgi-bin/params_portpro_tcp.cgi?set=0 HTTP/1.1

> R[E
HTTP/1.1 200 OK

o o o

<?xml version="1.0" encoding="utf-8"?>

<?xml-stylesheet type="text/xsl" version="1.0" href="/zh-cn/xsl/params_portpro_tcp.xsl"?>
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<params_portpro_tcp>

<portpro_set>0</portpro_set>

<set_index>
<value>0</value>
<value>1</value>
<value>2</value>
<value>3</value>
<value>4</value>
<value>5</value>
<value>6</value>
<value>7</value>
<value>8</value>
<value>9</value>
<value>10</value>
<value>11</value>
<value>12</value>
<value>13</value>
<value>14</value>
<value>15</value>

</set_index>

<port_protection>
<start_port>0</start_port>
<end_port>38</end_port>
<attack_detection>max</attack_detection>
<connection_limit>max</connection_limit>
<port_protect_limit>---/---</port_protect_limit>
<protect_plugin>DNS Service Protection v2.3</protect_plugin>
<plugin_params>2 100 100 100 </plugin_params>

<protect_flags>#2 it % 4| | | | |4E %
BlueskyVChat</protect_flags>

</port_protection>

<protocol_pattern>
<name>FTP&amp;POP3</name>

</protocol_pattern>
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<protocol_pattern>
<name>SMTP</name>
</protocol_pattern>
<protocol_pattern>
<name>SSH</name>
</protocol_pattern>
<protocol_pattern>
<name>HTTP</name>
</protocol_pattern>
<protocol_pattern>
<name>SSL|TLS</name>
</protocol_pattern>
<protocol_pattern>
<name>MSTS</name>
</protocol_pattern>
<protocol_pattern>
<name>RADMIN</name>
</protocol_pattern>
<protocol_pattern>
<name>BlueskyVChat</name>
</protocol_pattern>
<protocol_pattern>
<name>CamfrogVChat</name>
</protocol_pattern>
<protect_plugin>
<id>0</id>
<name>WEB Service Protection v9.02</name>
</protect_plugin>
<protect_plugin>
<id>1</id>
<name>Game Service Protection v4.1</name>
</protect_plugin>
<protect_plugin>
<id>2</id>
<name>Misc Service Protection v3.2</name>
</protect_plugin>
<protect_plugin>
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<id>3</id>

</protect_plugin>

</params_portpro_tcp>

<name>DNS Service Protection v2.3</name>

3.4 UDP ixOXE

3.4.1 #FEOVWEA URL

http://[#844] /cgi-bin/params_portpro_udp.cgi

3.4.2 IAEH

POST i K S 4L
% 3.9 POSTi#RkzH
S8 Yi B
#HE77
param_submit type 1. submit: R
2. default: ZRik
param_portpro_set Uiy 8B 75
param_start_port E i
param_end_port 45 i 1
param_attack_detection Gy ralll
param_packet_rate_limit TS
param_protocol_pattern [URNESithrig e
THic
param_flags_open_port 1. on: Aik
2. o ANEik
[ 20 4
param_flags_sync_connect
1. on: ik
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2. K AHk
JEHRAZ
param_flags_defer_indication 1. on: Ak
2. T Aaik
BHIE TTL
param_flags_check_ttl 1. on: Aik
2. T AEik
DIETALBER
param_protect_plugin b 285 Ak
2. 1: DNS Service xx
3. 4: UDP APP xx
param_module_params B

> Getiik UDP i %13 .

3.4.3 HiHsH

IR [FFR% < params_portpro_udp >.
# 3.10 UDP i 45K Al bras

— R ZHRE L
#AE 7
param_submit type 1. submit: 23
2. default: Btk
portpro_set TCP % AR 7 5
set index EF5RT
value £F5MHE (0-15)
port_protection B P il &
start_port L5 v 1
end port g R i 1
attack detection UG iy B oalll
packet rate limit A2 PR A
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protect plugin B Gt

plugin params RS H GEHS50

protect flags PSR e %
protocol_pattern T AR

name 5% SURNEZY i
protect_plugin B gy e

id HAE S FRR

name AR

3.4.4 =l
> /X

POST /cgi-bin/params_portpro_udp.cgi HTTP/1.1

o o o

param_submit_type=submit&param_portpro_set=0&param_start_port=1100&param_end_port=110
1&param_attack_detection=100&param_packet_rate_limit=100&param_protocol_pattern=BlueskyVoice
&param_flags_open_port=ON&param_flags_sync_connect=ON&param_flags_defer_indication=ON&pa

ram_flags_check_ttl=ON&param_protect_plugin=4&param_module_params=15

> iEk

GET /cgi-bin/params_portpro_udp.cgi?set=0 HTTP/1.1

o o o

> IR[E

HTTP/1.1 200 OK
<params_portpro_udp>
<portpro_set>0</portpro_set>
<set_index>
<value>0</value>

<value>1</value>
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<value>2</value>
<value>3</value>
<value>4</value>
<value>5</value>
<value>6</value>
<value>7</value>
<value>8</value>
<value>9</value>
<value>10</value>
<value>1l1</value>
<value>12</value>
<value>13</value>
<value>14</value>
<value>15</value>

</set_index>

<port_protection>
<start_port>0</start_port>
<end_port>122</end_port>
<attack_detection>max</attack_detection>
<packet_rate_limit>max</packet_rate_limit>
<protect_plugin>UDP App Protection v1.1</protect_plugin>

<plugin_params></plugin_params>

<protect_flags>FF 74 2 | | /protect_flags>

</port_protection>

<protocol_pattern>
<name>BlueskyVoice</name>

</protocol_pattern>

<protocol_pattern>
<name>QEShow</name>

</protocol_pattern>

<protect_plugin>
<id>1</id>

<name>DNS Service Protection v2.3</name>
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</protect_plugin>

<protect_plugin>
<id>4</id>
<name>UDP App Protection v1.1</name>

</protect_plugin>

</params_portpro_udp>

3.5 F3|/E

3.5.1 #OiAKH URL

http://[3% 4] /cgi-bin/params_flowdiv.cgi

3.5.2 MIASH

POST {5224
*3.11 ZESWERTSH
¥ Y B
S (B
1. submit: 2%
param_submit_type 2. flowdiv_logs: #5IH&
3. flowdiv_execute: FEh7&ET|
4. flowdiv_cancel: HUHZE5|
TN AT
param_ctrl_division_notify _mail 1. ON: A%
2. Jo: ARk
SRR
param_ctrl_flow_division 1. ON: %
2. Jo: ARk
param_ctrl_overflow_division it R AR X A |

©2020 FH % 259 T AU FATT



The Cybersecurity Defender

ZX-DMS APT #1111t ]

1. ON: #ik
2. Jo: ANaik

param_flowdiv_acl_start_id

ACL ¥ FF45 1D

param_flowdiv_acl_end_id

ACL #2550 1D

param_flowdiv_action_script

72 5| A

param_flowdiv_global_flow

ENLPSY i

param_flowdiv_host_count

RS BN E

param_flowdiv_mannual_address

Faha5] 1P ik

param_flowdiv_mannual_release_time

FBh A5 R A

param_flowdiv_release_time

H B8 5B T 8]

param_flowdiv_release_type

EEEEEIRE D) S

1. 0: A5l

2. 1. EHRES

param_flowdiv_trigger_flow

72 5| fil A

>  GetifiRZE5|IE .

3.5.3 MitH&¥

iR [FFR%E < params_flowdiv >

% 3.12 G BEIR PR

— kR — R L

flowdiv_host_list 5| 5 R
address =5 1P
start_time 72 5| FRUR I [A]

release_time

72 5| o AR I 8]

ctrl_division_mode 7 5| FE
ctrl_flow_division R AT
ctrl_division_notify FHlAET 5
ctrl_overflow_division i PR AR X A |

flowdiv_acl_start id

ACL #UFF4G 1D
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flowdiv_acl_end_id ACL ¥ 453 ID
flowdiv_trigger_flow A2 5| il R
flowdiv_release_type 7= 5| BT A
flowdiv_release_time H 37 5| R TR0 ]
flowdiv_host_count A5 FHLEL
flowdiv_global_flow A Ry R
flowdiv_action_script 7= 5| A

3.5.4 Rl

> R

POST /cgi-bin/params_flowdiv.cgi HTTP/1.1

o o o

param_submit_type=submit&param_ctrl_flow_division=ON&param_flowdiv_global_flow=123&para
m_flowdiv_host_count=5&param_flowdiv_trigger_flow=123&param_flowdiv_release_type=0&param_flo
wdiv_release_time=3600&param_flowdiv_acl_start_id=2&param_flowdiv_acl_end_id=222&param_flowd
iv_mannual_address=&param_flowdiv_mannual_release_time=&param_flowdiv_action_script=%5B-
TELNET+192.168.59.253-%5D%0D%0Ahuawei5300%0D%0Ahuawei5300%0D%0Asystem%0D%0A%
3CFLOWDIV_CANCEL_KEYWORD%3Eundo+%3C%2FFLOWDIV_CANCEL_KEYWORD%3Eip+route
-static+%3CHOST_ADDRESS%3E%2F32+null0%0D%0Aquit%0D%0Aquit

> IEK

GET /cgi-bin/params_flowdiv.cgi HTTP/1.1

> iR
HTTP/1.1 200 OK

<?xml version="1.0" encoding="utf-8"?>

<?xml-stylesheet type="text/xsl" version="1.0" href="/zh-cn/xsl/params_flowdiv.xs|"?>

<params_flowdiv>
<flowdiv_host_list>
<address>2.2.2.2</address>
<start_time>1525597856</start_time>
<release_time>9999</release_time>

</flowdiv_host_list>
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<ctrl_division_mode>2147483648</ctrl_division_mode>
<ctrl_flow_division></ctrl_flow_division>
<ctrl_division_notify></ctr|_division_notify>
<ctrl_overflow_division></ctrl_overflow_division>
<flowdiv_acl_start_id>2</flowdiv_acl_start_id>
<flowdiv_acl_end_id>222</flowdiv_acl_end_id>
<flowdiv_trigger_flow>123</flowdiv_trigger_flow>
<flowdiv_release_type>0</flowdiv_release_type>
<flowdiv_release_time>3600</flowdiv_release_time>
<flowdiv_host_count>5</flowdiv_host_count>
<flowdiv_global_flow>123</flowdiv_global_flow>
<flowdiv_action_script>

XXXXIOXKKKXXXXXKKXXX

</flowdiv_action_script>

</params_flowdiv>

3.6 TERE

3.6.1 FEOVWEA URL

http://[}%44] /cgi-bin/params_variables.cgi

3.6.2 MIANSH

POST #2524
#* 313 AERRERTSH
2 ViHA
3 (BT
param_submit_type 1. export: T
2.  import: A
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>  GetifRZE5| N E .

3.6.3 WM&

IR A FR%5 < params_variables>.
* 3.14 5| WEIR IR

— R R Ui B
varlist AR B RIS
fname Hic & S 4 PR
Md5 Bic & S0 md5 {8
3.6.4 /;j—?ﬁ“
> R[E

<params_variables>
<varlist>
<fname>udpfilter.Data</fname>
<md5>d41d8cd98f00b204e9800998ecf8427e</md5>

</varlist>

</params_variables>
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. o

4.1 HEII*R

4.1.1 #EOEA URL

http://[#544] /cgi-bin/logs_list.cgi

4.1.2 MAEH

POST/GET RS
x4l RBESH
¥ Y B
S (S
1.  query: #ifj
2. download: T#
param_submit_type 3. clear: &R
4.  submit: 232
5. level: HEZHIER
6. show: FHTIEH
param_start_date FAfRTA]
param_end_date ZE TR A
H &
1. -1 A BRI
param_level 2. 0. EEFE{#
3. 1. Pyt
4. 2. ¥@EFEMF
param_page fRE WM TE (BBJLTD
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param_logs_server H £ MR #%(2019.8 H 7l
param_remote_logs_all A H#£(2019.8 AJF)
param_remote_logs_critical HEHMHER019.8 AJF)
param_remote_logs_protect B4 4 H £(2019.8 A JR)
param_remote_logs_notice HEFEAHER019.8 HF)
param_remote_logs_user F P g4 HE(2019.8 A JA)
param_keyword FgE T

> GetigkHEIE.

4.1.3 HikE&H

IR\ FR%E < logs_list>.

* 4.2 HERERRZE

—FnaE ZRR i B3
level H &40
keyword R
start_date FEARE []
end_date SE SR 7]
logs_server H &R %54
page AT GEILTD
page_title T UTbRAS
page_total PAE 2y s
log 5% H ERRRE

time H &l s a]

event AEILFEHE
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4.1.4 Rl

|

> /X

POST /cgi-bin/logs_list.cgi HTTP/1.1
param_submit_type=query&param_page=0&param_level=-1&param_start_date=2018-05-
07&param_end_date=2018-05-09&param_keyword=&param_logs_server=

> IEK

N&# 1111, =R

GET /cgi-bin/logs_list.cgi HTTP/1.1?param_keyword=1.1.1.1&param_page=1

> A

HTTP/1.1 200 OK
<?xml version="1.0" encoding="utf-8"?>

<?xml-stylesheet type="text/xsl" version="1.0" href="/zh-cn/xsl/logs_list.xs|"?>

<logs_list>
<level>-1</level>
<keyword></keyword>
<start_date>2018-05-07</start_date>
<end_date>2018-05-09</end_date>
<logs_server></logs_server>
<page>0</page>
<page_title># W &#160; 7T — M &#160;-8&#160;<a style="font-weight:bold;font-
size:14px;">0</a>&#160;-&#160;/& — N &#160; K M &#160;4 3 1 W< /page_title>
<page_total>1</page_total>
<log>
<time>2018-05-09 10:55:17</time>

<event>report : network [ input 0/0 Mbps 0/14 pps, submit 0/0 Mbps ], trackers [ host 101
tcp 0/0 udp 0 links 0 ], load min/max/  mem : 0/0/15 %</event>

</log>

</logs_list>
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4.2 W& th

4.2.1 #¥OAEAH URL

http://[#44] /cgi-bin/logs_report_attack.cgi

4.2.2 INEH

POST/GET iR &4
* 43 BEZSH
S8 Bi B
#AET
param_submit_type 1. submit: ZFif
2. show: BT
param_start_date FFUgT [A]
param_end_date 2t R[]
param_address i) EHL
Tk
1. 0: &
2. 65535: SYN
oaram. flag 3. 131072: ACK
4, 262144: UDP
5. 524288: ICMP
6. 1048576: FRAG
7. 2097152: NonlP
DIEARVNEN
1. 0: &
param_status
2. 1. fRyh
3. 2 R
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4.2.3 @&

iR [F k5% < logs_report_accack>.

® 4.4 R TR IR

— A2 “ R i
address AU 1P
start_date AW TFLA T [A]
end_date AU 45 TR ]
cur_flags AW UK
cur_status HRPIFRES
page EEIDE W C IV
page_title DR T
page_total LD TRREE
report (5% UG g

sid Fe

dst_address H ik

dst_port H Km0

begin FEUG 18]

end Sh R[]

last Fr i) 1)

flags Y 257

bps_in AR

from_address YR ik

status Y IRAs

archive R L2 R

highproto &= W
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4.2.4 7l

> iR[E]

<logs_report_attack>

<address></address>

<start_date>2019-08-01 00:00:00</start_date>
<end_date>2019-09-02 23:59:59</end_date>
<cur_flags>65536</cur_flags>
<cur_status>0</cur_status>

<page>0</page>

<page_title>xxx</page_title>

<report>

<sid>33</sid>
<dst_address>172.17.2.2</dst_address>
<dst_port>tcp 80</dst_port>
<begin>2019-08-28 14:03:25</begin>
<end>2019-08-28 14:08:25</end>
<last>300</last>

<flags>[SYN]</flags>

<bps_in>0.93</bps_in>
<from_address>172.16.2.2/32</from_address>
<status>2</status>
<archive>172.17.2.2_20190828140327.tgz</archive>
<highproto></highproto>

</report>

</logs_report_attack>

4.3 TithikE

4.3.1 #¥NOiEH URL

http://[#44] /cgi-bin/logs_report.cgi
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4.3.2 INSH

POST/GET 5k &%k

* 45 WRAZBH

Z

Vi

param_address

il ENL

4.3.3 mbEH

iR [FFR%E < logs_report>.

R 46 MR IRERR

b

Y2

ey — o
address i IP
forbidden_counter i &N
max_input = PN TPl i
max_output BORH IR
average_input PR B
average_output SEY R

max_input_submit

RKH AN LA i

max_output_submit

e K L g e i

average_input_submit SEYHR NI R
average_output_submit SEE R
input_submit_percent WA e
output_submit_percent Linfunpueh sz

max_tcp_rate

oKk TCP &4

average_tcp_rate

S35 TCP &4 %

max_udp_rate

average_udp_rate

K UDP JE# %
S35 UDP &4 %

attack_type

Bk B
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4.3.4 =PI

> R[A

<logs_report>

<address>172.16.2.2</address>
<forbidden_counter>0</forbidden_counter>
<max_input>0.00</max_input>
<max_output>0.00</max_output>
<average_input>0.00</average_input>
<average_output>0.00</average_output>
<max_input_submit>0.00</max_input_submit>
<max_output_submit>0.00</max_output_submit>
<average_input_submit>0.00</average_input_submit>
<average_output_submit>0.00</average_output_submit>
<input_submit_percent>0</input_submit_percent>
<output_submit_percent>0</output_submit_percent>
<max_tcp_rate>0</max_tcp_rate>
<average_tcp_rate>0</average_tcp_rate>
<max_udp_rate>0</max_udp_rate>
<average_udp_rate>0</average_udp_rate>
<attack_type></attack_type>

</logs_report>

4.4 TOP %it

4.4.1 #¥NOEA URL

http://[#.44] /cgi-bin/logs_report_top.cgi

4.4.2 MANEH

POST/GET iR &%k
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£ AT WRAZBH

¥ Ui B
AR E F
1. 1: 554K
level (GET)
2. 2: #/J\HTJ‘I*J
3. 3. —RW
41t TOP %:

1. 10: TOP 10
top (GET) 2. 50: TOP50
3. 100: TOP 100

4. 500: TOP 500

AT

param_submit_type

top: Ei, F5E M 8] B A AN AE

it TOP 4.
1. 10: TOP 10
param_top_num 2. 50: TOP 50

3. 100: TOP 100

500: TOP 500
AT SR
1. 1: 55%W
param_level
2. 2: —/NEN
3. 3: —RN
param_start_date FF Ui B[]
param_end_date ZE PRI ]

443 BihE&#H

iR [Al #5258 N< logs_report_top>.
#* 4.8 TOP 4iitiR [mlFras

— A ZHIRE ;|
start_date 1 T 4G 5 )
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end_date 5 111 45 SR B[R]
level ERE |
top_num BEHGHA
scan_level
scan_address SEE R
top VIES
index T
date_time Fisf ]
address AL E
input_bps_max A KIE bps
input_pps_max WNIKE pps
input_bps_acc WA B 11HE bps
input_bps_submit AL IS bps
output_bps_max it i K AH bps
output_pps_max i B KAE pps
output_bps_acc i th 221 bps
output_bps_submit L eSS bps
sps_max sps I AMH
4.4.4 =B
> Ik

<logs_report_top>

<start_date>2019-08-02 00:00:00</start_date>
<end_date>2019-09-02 14:34:29</end_date>
<level>4</level>

<top_num>10</top_num>
<scan_level>3</scan_level>
<scan_address>0.0.0.0</scan_address>
<top>

<index>1</index>
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<date_time>2019-08-15</date_time>
<address>172.17.2.2</address>
<input_bps_max>256.40</input_bps_max>
<input_pps_max>381552</input_pps_max>
<input_bps_acc>33937.98</input_bps_acc>
<input_bps_submit>318.44</input_bps_submit>
<output_bps_max>0.00</output_bps_max>
<output_pps_max>2</output_pps_max>
<output_bps_acc>684.59</output_bps_acc>
<output_bps_submit>797.53</output_bps_submit>
<sps_max>0</sps_max>

</top>

</logs_report_top>

4.5 REHH

4.5.1 #¥EOVEA URL

http://[3#44] /cgi-bin/logs_report_flow.cgi

452 MASH

POST/GET ik 244
®49 LS
= BB
et 2.
param_submit_type level: 37 L2 b1
e AT
2301
param_level 1. 1. BRESIE
2. 2 HAERNE
3. 3: ARRHIE
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param_address

4.5.3 WMBESH

R [0 F5%5 < logs_report_flow>.

R 410 GRS HR EIARE

—HARRE B i
address A 1P Hbtik
level A g
page AT (BJLTO
page_title D e
page_total HZ D TR%E
report 1IES
date_time H
date_time_max P[]
input_bps_max NI K1H bps
input_pps_max HINKAE pps
input_bps_ave %N bps
input_pps_ave FHI%N pps
output_bps_max it 5 K {H bps
output_pps_max i 5 KME pps

output_bps_ave

5% bps

output_pps_ave

5% bps

sps_max sps I AfH
sps_ave sps “F¥{H
input_sum MANRIT
output_sum i Bt
©2020 FHWZ FHBR XA E S A ATF



e Cybersecurity Defender

ZX-DMS APT $ 115 B

4.5.4 7l
> &l

<logs_report_flow>

<address></address>

<level>1</level>

<sort_type>-1</sort_type>
<start_date>1970-01-01 08:00:00</start_date>
<end_date>2019-09-02 23:59:59</end_date>
<page>0</page>
<page_title>xxx</page_title>

<report>
<date_time>2019-09-02</date_time>
<date_time_max>15:00</date_time_max>
<input_bps_max>0.00</input_bps_max>
<input_pps_max>1</input_pps_max>
<input_bps_ave>0.00</input_bps_ave>
<input_pps_ave>1</input_pps_ave>
<output_bps_max>0.00</output_bps_max>
<output_pps_max>1</output_pps_max>
<output_bps_ave>0.00</output_bps_ave>
<output_pps_ave>1</output_pps_ave>
<sps_max>0</sps_max>
<sps_ave>0</sps_ave>
<input_sum>0.02</input_sum>
<output_sum>0.01</output_sum>

</report>

</logs_report_flow>

4.6 EEDH

4.6.1 #¥NOEA URL

http://[}#44] /cgi-bin/logs_report_link.cgi
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4.6.2 INSH

POST/GET i3k Z44:
® 411 BESH
% L]
it g
param_submit_type level: i B2 5 ) e 2 i)
7 A
2
1. 1. BFEMRE
param_level 2. 2: BEENRE
3. 3: HAEBHNE
4. 4 HEEBHRE
param_address ik
4.6.3 MmHEH
iR [ 4725 A< logs_report_link>.,
® 412 ERHTIREFRS
— AR — A L
address i 1P Hutik
level B2
page LTI CGBILID
page_title B TR %
page_total A E 2L o
report B
date_time H H#
date_time_max P[]
tcp_in_max TCP #tf KA
tcp_in_ave TCP #-F41E
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tcp_out_max TCP Wi KH
tcp_out_ave TCP - F31E
udp_max UDP HmKfE
udp_ave UDP )14
input_bps_max LTPN T YN[
output_bps_max i B KB

4.6.4 =Bl

> iR

<logs_report_link>

<address></address>

<level>1</level>

<sort_type>-1</sort_type>
<start_date>1970-01-01 08:00:00</start_date>
<end_date>2019-09-02 23:59:59</end_date>
<page>0</page>
<page_title>###</page_title>

<report>
<date_time>2019-08-31</date_time>
<date_time_max>21:50</date_time_max>
<tcp_in_max>0</tcp_in_max>
<tcp_in_ave>0</tcp_in_ave>
<tcp_out_max>0</tcp_out_max>
<tcp_out_ave>0</tcp_out_ave>
<udp_max>0</udp_max>
<udp_ave>0</udp_ave>
<input_bps_max>0.00</input_bps_max>
<output_bps_max>0.00</output_bps_max>

</report>

</logs_report_link>
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4.7.1 ¥OAEAH URL

http://[#.44] /cgi-bin/logs_report_ event.cgi

4.7.2 MANEH

ZX-DMS APT #1111t ]

POST/GET iR &4
* 413 RTSH
S8 Bi B
Gt g

param_submit_type level: i B V)2 ]

7 AR

2

1. 1. BFEHRE
param_level 2. 2. BEEMRE

3. 3. AEEHN=E

4. 4 BEERARE
param_address i)k
4.7.3 WM&

iR [l F5%5 < logs_report_event>.
® 414 FAEHTIRIEFRAE

— s =YY L]
address rif] 1P Hudik
level AW
page MU CGEILTO
page_title DR T
page_total PAE 2N
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report LIES
date_time H i
event_address IP Mk
event_desc Uit
bps_max K & bps
pps_max e KitE pps
sps_max K sps
bps_ave 7 bps
sps_ave ¥ sps
input_sum WMARIRE
output_sum i B

4.7.4 =
> ikE

<logs_report_event>

<address></address>

<level>1</level>

<sort_type>-1</sort_type>
<start_date>1970-01-01 08:00:00</start_date>
<end_date>2019-09-03 23:59:59</end_date>
<page>0</page>

<page_title>###</page_title>

<report>

<date_time>2019-09-01 15:00</date_time>
<event_address>global</event_address>
<event_desc>&lt; TCP&gt;</event_desc>
<bps_max>0.00</bps_max>
<pps_max>1</pps_max>

<sps_max>0</sps_max>

<bps_ave>0.00</bps_ave>

©2020 FH % FESOW

MREER: HHATT



The Cybersecurity Defender ZX-DMS APT 42 14} B

<pps_ave>1</pps_ave>
<sps_ave>0</sps_ave>
<input_sum>0.02</input_sum>
<output_sum>0.01</output_sum>

</report>

</logs_report_event>

4.8 MRESHT

4.8.1 #FEOVEA URL

http://[3#44] /cgi-bin/logs_report_ health.cgi

4.8.2 MANEH

POST/GET iRk & 4L
®4.15 RIS
2 Yi B
param_submit_type A Al
level: i EH A IHEH
Zl:
1. 1. HEYMRE
param_level 2. 2. BEENRE
3. 3. HERHAE
4. 4 BEBARE

4.8.3 WitEH

iR [ 4725 A< logs_report_ health>.
* 4.16 TERRIREIFRZE
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— A2 “ R i

level i)

page EEIDE W C - YINP)

page_title B bR 2

page_total LD TR

report LIES
date_time H H#
date_time_max s} 8]
cpu_max CPU i KM
mem_max WAE I R AH
input_bps_max AR KR E bps
input_pps_max NI KIE pps
output_bps_max i H B KU bps
output_pps_max i B ORI pps
sps_max K sps
cpu_ave 1 cpu
mem_ave SN AT

4.8.4 =P
> R[]

<level>2</level>

<page>0</page>

<report>

<logs_report_health>

<sort_type>-1</sort_type>

<page_title></page_title>

<start_date>1970-01-01 08:00:00</start_date>
<end_date>2019-09-03 23:59:59</end_date>

<date_time>2019-09-03 07:00</date_time>

<date_time_max>07:00</date_time_max>
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<cpu_max>0.0</cpu_max>
<mem_max>35.0</mem_max>
<input_bps_max>0.00</input_bps_max>
<input_pps_max>1</input_pps_max>
<output_bps_max>0.00</output_bps_max>
<output_pps_max>1</output_pps_max>
<sps_max>0</sps_max>
<cpu_ave>0.0</cpu_ave>
<mem_ave>35.0</mem_ave>

</report>

</logs_report_health>

4.9 BLEHER

4.9.1 #¥EOVEA URL

http://[3#44] /cgi-bin/logs_attack archives.cgi

4.9.2 WANEH

POST/GET iR &3
£ 417 BTSH
VAL
AR Ei
query: #rif]

>

param_submit_type
delete: MR

export: SH

param_filename A4 B
param_start_date JF Uk Bt fa]
param_end_date ZE TR ]
param_address B HhE
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IR [F k5% < logs_attack _archives>.

% 4.18 PEREIR [AIbREE

ZX-DMS APT #1111t ]

— A2 “ R i
start_date AT AR [a]
end_date AU 45 TR ]
address AL
filename SCAFAATR
page AT (RJLTO
page_title DR T
page_total PAE 2Ny s
captured_files (archive) 1IES

time i 1]

name A

size KN

4.9.4 =PI

> kA

<logs_attack archives>

<page>0</page>

<filename></filename>
<captured_files>

<archive>

<size>16872</size>

<page_title>xxx</page_title>

<start _date>2019-08-01</start_date>
<end_date>2019-09-03</end_date>

<address>172.17.2.2</address>

<time>2019-08-27 12:18:23</time>
<name>172.17.2.2 _20190827121823.tgz</name>
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</archive>
</captured_files>

</logs_attack_archives>

4.10 RFEHE

4.10.1 #EOEA URL

http://[#5.44] /cgi-bin/logs_report_manager.cgi

4.10.2 WAEH

POST/GET iR Z4:
*4.19 RUISH
S8 BiBH
gt g
param_submit_type submit: 2%
download: i

ST IX A
1. 1: #5%i

2. 2: gt

param_manual_download_level

3. 3: KRG
param_manual_download_start_ts FHIFURE TE]
param_manual_download_end_ts 5 H g AR ]
param_sync_mail_type MR 6T ¢, ON: JFE, 25 A
param_sync_tftp_type TFTP fi#JF%, ON: JFjE, & AJE
param_sync_tftp_server TFTP i #s

[ 25 JE 3

1. 2 frfERE
2. 3: #HFAD
3. 3 AR
param_logs_report_type H&EFIFRFFF, ON: i, =5 AHE
©2020 FHTME F8W MHE S W ATT
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param_flows_report_type MESHFFR, ON: FH, o AH)E
param_link_report_type ER MR, ON: HHH, = AHF)a
param_event_report_type HIHr R, ON: HE, = A
param_health_report_type PERETHTHFOG, ON: FFH, o AJF)E
param_attack_report_type Wb HFoe, ON: FH, =5 AHE

4.10.3 HWiH&H

iR [ FR%E < logs_report_manager >.
* 420 TEAERFIBRRE

— AR ZHhR ik
sync_mail_type S [ 4
sync_tftp_type TFTP [
sync_tftp_server TFTP Huhik
sync_report_level [ 2 i 34
sync_logs_report A#&E5%
sync_flows_report WA
sync_link_report B
sync_event_report ARt
sync_health_report PERE S 1T
sync_attack _report Yoz 43t
4.10.4 =l
> iz

<logs_report_manager>
<sync_mail_type>on</sync_mail_type>
<sync_tftp_type></sync_tftp_type>

<sync_tftp_server>ftp://1.1.1.1</sync_tftp_server>

<sync_report_level>3</sync_report_level>
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<sync_logs_report>on</sync_logs_report>
<sync_flows_report>on</sync_flows_report>
<sync_link_report>on</sync_link_report>
<sync_event_report>on</sync_event_report>
<sync_health_report></sync_health_report>
<sync_attack_report>on</sync_attack_report>

</logs_report_manager>

©2020 FH % HE8T W AU FATT



The Cybersecurity Defender ZX-DMS APT 42 14} B

AGEE

51 REFEE

5.1.1 #0OAKH URL

http://[3#44] /cgi-bin/setting_config.cgi

5.1.2 IANE¥

POST/GET 15Kk Z %
*£ 5.1 R_EZSH
S8 i BH
Gt
submit: {RfFACHE

download: F#HEE
delete: MMIGHELE

param_submit_type

param_devaddr Wbk, ON: JF)E, =5 AJa
param_global &R S8, ON: HFa, = ANHHE
param_portpro TCP/UDP i F1{&47, ON: JF/H, %% AJA
param_host FH AR ESH, ON: JFH, o5 AJFH
param_filter MWFIE, ON: FjE, =5 AHHE
param_import_settings SR
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5.2 RGR&E

5.2.1 #EQOVWEA URL

http://[3% 4] /cgi-bin/setting_device.cgi

5.2.2 WIAEH

POST &2
# 5.2 RAZBH
2 ViEH

eI
1. add-addr: it
2. del-addr: fHREHAE
_ 3. gateway: WER®
param_submit_type
4. set-dns: ¥ E DNS
5. peer-addr: B X%
6. default: ZRik

7. reboot: /I

param_set_dev BN
param_set vlan_id VLAN ID
param_set_label FH:1 1D
param_set_address Hohk

>  Getii kARG &IIE.

5.2.3 WtEH

iR Bl FR% <setting_device>.
# 53 RAWRKFIRIRFIFFE

— AR — i B

rack_unit_list T 2 B T AR 2
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this_rack_unit

2R ARE A .70

rack_unit M eE CH LA R IT
R LA

device P UE B RS

dev B2

link P URAS

address 2Ok

gateway RGPS

function Fz I T REAR IR

peer_addr Xt v
name_servers DNS ik

5.2.4 =%l
> /X

o o o

.1%2F24

param_submit_type=add-

POST /cgi-bin/setting_device.cgi HTTP/1.1

addr&param_set_dev=eth3&param_set_vlan_id=&param_set_label=&param_set_address=192.168.105

> ik

GET /cgi-bin/setting_device.cgi HTTP/1.1

> iR[A

HTTP/1.1 200 OK

<setting_device>

<rack_unit_list>

o o o

<rack_unit>1</rack_unit>

<?xml version="1.0" encoding="utf-8"?>

<this_rack_unit>1</this_rack_unit>

<?xml-stylesheet type="text/xsl" version="1.0" href="/zh-cn/xsl/setting_device.xs|"?>
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</rack_unit_list>
<device>
<dev>ethO</dev>
<link>no link</link>
<address>192.168.100.1/24</address>
<gateway></gateway>
<function>F] ¥ i% % </function>
<peer_addr></peer_addr>
</device>
<name_servers>114.114.114.114</name_servers>

</setting_device>

5.3 SKEERE

5.3.1 #F#EOVWEA URL

http://[3#44] /cgi-bin/setting_cluster.cgi

5.3.2 MIASH

POST &2
#£ 5.4 RAZBH
2 UiEH

S (EUIEN

1. save: {RfF
param_submit_type
2. start: 3z

3.  delete: IB&

param_target_device SRR &
param_sync_settings FCEI4ERE, ON: FFjm, = AHH
param_messenger_nodes EFEE S H bk

LR [R]) A bk

param_target_address_x

X: FOREERE AL BUE 0-31
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param_ha_enable

param_ha_active

FROER, ON: JFHE, & AIE

param_ha_multi_active

2RI BERE, ON: JFH, = A3

param_ha_switch_if _any link_failed

FE—HERR W W PIH, ON: JFH, & AJF
JA

param_ha_shutdown_inactive_link

EMBX TIPS, ON: TP, %
IR

param_ha_active timeout RO PR A R IS I [
param_ha_standby_ timeout o F RS R B sk )
param_ha_alive check_addressil AT R A I b i
param_ha_alive check_address2 AT R A D R A

5.3.3 Hih&#

IR [Ah5R25 K<setting_cluster >,
g_

% 5.5 R[EIRE

— ARz ZHihrRE Vi BH
sync_device SR R &
messenger_nodes SR FEIEAE th
ha_enable =X S
ha_active FRoER
ha_multi_active % BB OE AR X
ha_switch_if_any_link_failed FE—BE I 7 D 4
ha_shutdown_inactive_link 2% FH B I W 422 1
ha_active_timeout O DR A IS I ]
ha_standby_timeout 2% PR S B I (1]
ha_alive_check_address1 AT HE A I b
ha_alive_check_address2 AT B B A U
device_list Oy
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device O FRIN
cluster_node [F] 20 Huhik 51 3=

id AP ik 1D

address 2 1P M

5.3.4 =l

> iR

<setting_cluster>

<sync_device></sync_device>
<messenger_nodes></messenger_nodes>
<ha_enable></ha_enable>

<ha_active></ha_active>
<ha_multi_active></ha_multi_active>
<ha_switch_if_any_link_failed></ha_switch_if_any_link_failed>
<ha_shutdown_inactive_link></ha_shutdown_inactive_link>
<ha_active_timeout>3</ha_active_timeout>
<ha_standby_timeout>30</ha_standby_timeout>
<ha_alive_check_address1></ha_alive_check_address1>
<ha_alive_check_address2></ha_alive_check_address2>
<device_list>

<device>-</device>

<device>ethO</device>

<device>ethl</device>

<device>eth2</device>

<device>eth3</device>

<device>eth4</device>

<device>eth5</device>

<device>eth6</device>

<device>eth7</device>

<device>lo</device>

</device_list>

<cluster_node>
<id>0</id>

<address></address>
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</cluster_node>

</setting_cluster>

5.4 EERMY

5.4.1 #FEOVWEA URL

http://[3#44] /cgi-bin/setting_ctricfg.cgi

5.4.2 MINE¥

POST RS
*%5.6 EERERTSH
28 L
#AET7
param_submit_type 1.  submit: $#%
2. test: MAMEAE
S H B b
1. ON: ik
param_ctrl_attack analysis 2. . KAk
B SRS
param_ctrl_archive_packets 1. ON: ik
2. K RAk
BtpIRA
param_ctrl_status_notify_mail 1. ON: A%
2. o KA
SRR
param_ctrl_flow_notify_mail 1. ON: ik
2. o KA
param_notify_flow_threshold T LR A
param_log_host_flow_threshold EHLHERE
param_password_modes EATY=PY) ]
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param_password_min_length E N
param_password_expire_time S Ebun i lingle
param_password_history_size BTV L Bl S
param_user_idle_logout_time 6 it 72 PR
param_login_failure_trigger 6 it A T PR o)
param_login_failure_timelimit Bt B T (1]
param_weak_password_list 5595 40 7 g
param_mail_smtp_server SMTP filz%5 %%
param_mail_sender RIEH 44
param_mail_password 6 il 5
param_old_mail_password B ER ()
param_mail_recipients Pt 513
param_mail_subject IS A2 3 R
param_mail_content HIB AL PN 2
param_preserve_rate_min_days SRV GTHRAE
param_preserve_rate_hour_days /NG TR AT
param_preserve_rate_day days EES VAR Yea
param_preserve_syslog_items 41 HEIRAT
param_preserve_attack_items Bl s R AE
param_preserve_flowdiv_items 75| HERAE
param_minimum_disk_space T4 B 3 B A
NFS kg5 5%
param_nfs_storage_option 1. ON: JFH
2. & kM
param_nfs_storage_server NFS Iz 45 s Hidik:
param_nfs_storage_path NFS k%% H &

param_nfs_storage_proto

NFS k4%, TCP/UDP

>  GetiikAZRGizEEME.
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5.4.3 HiE&#

55 R IR B bR N <setting_ctricfg>.
R 57 BRI

— A2 “ R i
notify_flow_threshold L R
log_host_flow_threshold FHLHERERE
ctrl_attack_analysis W BEE AT
ctrl_archive_packets G s SR
ctrl_notify_mail UGN
ctrl_flow_notify S
ctrl_status_notify SR R
mail_config HS A T 7
smtp_server SMTP fii55 4
sender ROER 4
password BBl
recipients Fec bl 515
subject M2 A
content ISP P 2
password_modes R AR E
password_min_length LIS UNSL
password_expire_time 2 i 1o ST (1]
password_history_size A il R
user_idle_logout_time 5 it 2 PR
login_failure_trigger it 2% I B 1)
login_failure_timelimit 6 Fi i A (1]
weak_password_list 55 25 i g
preserve_rate_min_days DGR A
preserve_rate_hour_days /N GEHAR AT
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preserve_rate_day days & HSRTE
preserve_syslog_items RS HELRAF
preserve_attack_items Bltiid /A7
preserve_fblink_items BT SR ARAT
preserve_flowdiv_items A5 0 E R
minimum_disk_space T4 B i B e
nfs_storage_option NFS A%
nfs_storage_server NFS fii 55 ik
nfs_storage proto NFS JIR45 #0
nfs_storage_path NFS k% H 3
5.4.4 =Pl
> RE

POST /cgi-bin/setting_ctrlcfg.cgi HTTP/1.1

param_submit_type=submit&param_old_mail_password=4bUAido%2BQCFrOsGRimg0Sw%3D%3
D&param_ctrl_attack_analysiss=ON&param_ctrl_status_notify_mail=ON&param_notify_flow_threshold=
100&param_log_host_flow_threshold=&param_password_modes=0&param_password_min_length=0&
param_password_expire_time=0&param_password_history_size=0&param_user_idle_logout_time=0&p
aram_login_failure_trigger=0&param_login_failure_timelimit=0&param_weak_password_list=&param_m
ail_smtp_server=smtp.sina.com&param_mail_sender=zxsoft&param_mail_password=4bUAido%2BQCF
rOsGRimg0Sw%3D%3D&param_mail_recipients=zxsoft_jishu%40sina.com&param_mail_subject=%E4
%B8%AD%E6%96%B0%E7%BD%91%ES%AE%89&param_mail_content=&param_preserve_rate_min
_days=3&param_preserve_rate_hour_days=30&param_preserve_rate_day_days=365&param_preserv
e_syslog_items=500000&param_preserve_attack items=500000&param_preserve_flowdiv_items=5000

00&param_minimum_disk_space=10

> AR

GET /cgi-bin/setting_ctrlcfg.cgi HTTP/1.1

> IR[E

<setting_ctrlcfg>
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<notify_flow_threshold>100</notify_flow_threshold>
<log_host_flow_threshold></log_host_flow_threshold>
<ctrl_attack_analysis>on</ctrl_attack_analysis>
<ctrl_archive_packets></ctrl_archive_packets>
<ctrl_notify_mail>on</ctrl_notify_mail>
<ctrl_flow_notify></ctrl_flow_notify>
<ctrl_status_notify></ctrl_status_notify>

<mail_config>
<smtp_server>smtp.sina.com</smtp_server>
<sender>zxsoft_jishu@sina.com</sender>
<password>6gUkM923aZzMzc5ax2bqrhA==</password>
<recipients>zxsoft_jishu@sina.com</recipients>
<subject>192.168.60.216 MJiX</subject>
<content></content>

</mail_config>

<password_modes>1</password_modes>
<password_min_length>0</password_min_length>
<password_expire_time>0</password_expire_time>
<password_history_size>0</password_history_size>
<user_idle_logout_time>0</user_idle_logout_time>
<login_failure_trigger>0</login_failure_trigger>
<login_failure_timelimit>0</login_failure_timelimit>
<weak_password_list><!/[CDATA[]]></weak_password_list>
<preserve_rate_min_days>3</preserve_rate_min_days>
<preserve_rate_hour_days>29</preserve_rate_hour_days>
<preserve_rate_day_days>365</preserve_rate_day_days>
<preserve_syslog_items>500000</preserve_syslog_items>
<preserve_attack_items>500000</preserve_attack_items>
<preserve_fblink_items>500000</preserve_fblink_items>
<preserve_flowdiv_items>500000</preserve_flowdiv_items>
<minimum_disk_space>10</minimum_disk_space>
<nfs_storage_option></nfs_storage_option>
<nfs_storage_server></nfs_storage_server>
<nfs_storage_proto>tcp</nfs_storage_proto>
<nfs_storage_path></nfs_storage_path>

</setting_ctrlcfg>
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5.5 AFEERE

5.5.1 #FEOWEA URL

F PR R : http://[3844] Icgi-bin/setting_group.cgi
FH P HgmBE DU . hitp://[3842] /cgi-bin/setting_group_edit.cgi

5.5.2 IANE¥

POST iRk 241

#58 XS H
S8 BiBH
param_submit_type BRfR4

1. submit: %2

group_name HAAFR
group_desc Ak
status_pranges BidriufE, ON: )i Jo: Rk
status host FEHRE, ON: Ak Jo: KRk
status link B iEs, ON: @ik o Rk
status_forbidden BEisNZE , ON: ‘Aik Jo. Rajik
status_bwlist MEAE, ON: Ak o Rk
status_domains HAAEH, ON: Ak T Kaik
params_global RS, ON: Ak To: KAk
params_filter MNEE, ON: Ak Jo: RA%E
params_tcp TCP &%, ON: @ik Jo: KAk
params_udp UDP fR4F, ON: AJik Jo: KAk
params_ssl_cert SSLAES, ON: Zik Jo. Rajik
params_flowdiv #o| W HE, ON: Aik Jo. KAk
params_variables TERE, ON: Ak Jo: KAk
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logs list H&EFIR, ON: Aik Jo: KAk
logs attack archives W%, ON: Ak Jo: Kaik
logs report manager WEREH, ON: Fik T. KEiE
setting config RIFECE, ON: Ak Jo: Rajik
setting device ARG, ON: Aik Jo: Rk
setting cluster LS, ON: Fik To. RKEE
setting ctrlcfg BB, ON: Ak . Kaik
setting time BflEJ# 52, ON: ik JG. KAk
setting snmp_system SNMP &4, ON: )ik Jo: Kok
setting snmp trap SNMP Trap, ON: &Ji% Jo. Kz)ik
setting snmp user SNMP FH /', ON: Aik Jo: K&k
setting snmp_view SNMP #1LI&, ON: At Jo:. KAk
setting aaa AAA DAIE, ON: ik Jo:. Raik
setting group HPFEER, ON: Fik Jo:. KAk
setting user FPFER, ON: Ak Jo: Rk
service_version ARSI, ON: 2Jik Jo. Kok
service capture WO, ON: 2k Jo. Ka)ik
service update FEEn R, ON: Aik o KAk
service systools ARG LA, ON: Aik To: Rajik

5.5.3 Mith&¥

F P B RIR [ FR%E: <setting_group>
F P iR [ FR%E:  <setting_group_edit>
# 5.9 H P HAIRIRERS

—Hhr R YL
group_list VIS
group_name AR
group_desc EDAE:E i3
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users TEAF

# 5.10 H 45 IR [l bR

— e ZHiRas P B
group_name F T 2H 44 FR
group_desc F - AR
status pranges B 47 i el
status_host FEHRES
status link E
status forbidden EEelES
status_bwlist BH4Lp
status_domains A=
params global 2R
params filter FEI 5 E
params_tcp TCP fR9
params_udp UDP fR4
params_ssl cert SSL iE+P
params flowdiv 5| RE
params variables BENE
logs list HE5%
logs attack archives Gy EES
logs report manager kg
setting config PRAERLE
setting device NS
setting cluster i
setting ctrlcfg mEREMT
setting time N [8) 152 5
setting snmp_system SNMP £%¢
setting snmp trap SNMP Trap
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setting snmp_user SNMP FH
setting snmp view SNMP 4%
setting aaa AAA D\IE
setting group P
setting user FH P B
service version W AAE S
service capture W
service update I iPARA
service systools ARG T H
5.5.4 =f
> IR

<setting_group>

<group_list>
<group_name>monitor</group_name>
<group_desc> P %ML R AT Ll E A S AT & 4k &, LR LA </group_desc>
<users></users>

</group_list>

</setting_group>

5.6 ARERE

5.6.1 ¥EOEA URL

http://[}#44] /cgi-bin/setting_user.cgi
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5.6.2 MINE¥

POST R4

#£5.11 BTSH

Vi

param_submit_type

eI
1. submit: 325

2. delete: M

param_username FH P 4415
param_password Pk AT

param_login_mode_web

WEB &%z, ON: @ik & KAk

param_login_mode_cli

CLI BFMER, ON: Ak &5 KAk

param_login_address

ok

param_group_list A
5.6.3 #MittEH#
R FIFR%E: < setting_user >
#5.12 R[ARZE
—FnaE Z ARk i B3
user yIES
name M4
mode A
login_address B
group_list Pk
5.6.4 =l
> Ik
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<setting_user>

<user>
<name>admin</name>
<mode>web,cli</mode>
<login_address></login_address>
<group_list>administrator</group_list>

</user>

</setting_user>

5.7 HEgEE
511@%%%
i 6] A FA B

5.7.2 #FEOVWEA URL

http://[}544] /cgi-bin/setting_time.cgi

5.7.3 MIANEH

POST iR S5
# 5.13 XS

2 Yi B
. #E77 X
param_submit_type
1.  submit: #57
param time 1 B B ]
param_time zone BB I X

5.7.4 HWihEe%

REARZ: < setting_time>
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%% 5.14 R[AIFRZ

—HhraE % P B3

time =ik

uptime JA BN [8]

server NTP k%2

time_zone LA X

zone_list I X 512
zone FF X 42

5.7.5 =l
> IR

<setting_time>

<time>2019-09-03 13:16:43 CST</time>
<uptime>1 day 19 hours 43 minutes </uptime>
<server></server>
<time_zone>Asia/Shanghai</time_zone>
<zone_list>

<zone>Africa/Abidjan</zone>

</zone_list>

</setting_time>

5.8 SNMP &8

5.8.1 ¥EOEA URL

SNMP #%t: http://[}544] /cgi-bin/setting_snmp_system.cgi
SNMP Trap: http:/[}#44] /cgi-bin/setting_snmp_trap.cgi
SNMP H F: http://[}544] /cgi-bin/setting_snmp_user.cgi
SNMP #1F:  http://[}544] /cgi-bin/setting_snmp_view.cgi
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5.8.2 MIASH

# 5.15 SNMP Z&$EX S5

ZH Vi
#eF

1. submit: 2%

param_submit_type

param_snmp_service SNMP Ak %%
param_sys_contact ARG L
param_sys_location Wy A
param_sys_description ARG
param_sys_objectid A4 01D

#5.16 SNMP Trap $2Z%

S8 BiBH

#ET
param_submit_type 1. set: 158

2. clear: &%
param_trap_authenticationFailure SNMP 56 1iF 2
param_trap_portstat uit RS AR
param_trap_system RGRE L
param_trap_attack W 28 Bk
param_trap_config it & A
#5.17 SNMP H Fi52 55

% BiHA

BE 7
param_submit_type 1. add: #n

2. delete: W&

SNMP fiz A4
1. vi
param_version 2. v2c
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param_access_type

3. v3
param_user_community 47 42 FR
param_source_network U7 5] 5 sk

Y7 T BUPR

1. readonly: Hi

2.  readwrite: %5

param_access_view

ViR

% 5.18 SNMP #LE$EZ S5

2H

BB

param_submit_type

#ET7 0
1. add: 3

2. delete: M

param_view_name

ML 447K

param_view_rule

A F )
1. included: f7%

2.  excluded: HEE&

param_view_mib

MIB F#4

5.8.3 Hii&#

# 5.19 SNMP R 4R [AlFr%5< setting_snmp_system >

— R Z gt i

enabled REBITH
sys_contact BARER
sys_location Yy
sys_description RGHGR
sys_obijectid #4: OID

#* 5.20 SNMP TRAP ik [ #5%5< setting_snmp_trap >
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— e ZHrE P8
param_trap_authenticationFailure SNMP ZHIE K
param_trap_portstat o LIRS B
param_trap_system RGURAS UL
param_trap_attack EEIGT
param_trap_config M B oA
trap_address P LI
user_list SNMP H ;%13
name SNMP F 45k
#5.21 SNMP H Jik[n]Fr%5< setting_snmp_user>

— A2 ZHinas P B3
user EVAYIIFS

name il

security et

privilege B i) B RR

view L

# 5.22 SNMP &R [FlFrZ5< setting_snmp_view >

— sk TR Y
view B 52

name ARk S

mode R PR

mibs mib 7 #

5.8.4 =l
> IR[E]

<setting_snmp_view>

<view>
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<name>zxsoft</name>
<mode>Included</mode>
<mibs>.1</mibs>

</view>

</setting_snmp_view>
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6.1 lAFR

6.1.1 #EOEA URL

http://[3#44] /cgi-bin/service_version.cgi

6.1.2 MINSH

GET ik 7.

6.1.3 MBS

RGMAAE B FR% N<service_version>,

R 6.1 RGRAEERE

— bR Z R Pi ]
rack unit list PR IehRZE (ATCA A
this rack unit U F A BT
rack unit HABAELE R, K HES
product model E e
version str &N
serial F3 5
expire BRI
6.1.4 =5
> iR
<service_version>
<product_model>ZX-DMS 6121</product_model>
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<version_str>#138,2018-09-29 9:49:45</version_str>
<serial>vKGERR5Y3jn7s6H9ceMdR</serial>
<expire></expire>

</service_version>

6.2 IICIHHE

6.2.1 #EOEA URL

http://[#5.44] /cgi-bin/ service _capture.cgi

6.2.2 MIASH

POST ik S 4L
R 6.2 RUBH
% BiEA
#ET
param_submit_type 1. submit: %

2. download: TF#
param_capture_mac_address ¢ MAC Mk
param_capture_ip_address fHe 1P shhk
param_capture_flags W7 s YR, t: H AR

PR, WiEME: IP. tcp. udp. icmp.

param_capture_protocol icmpvB. igmp. 7

param_protocol_num s
param_capture_dev_name O
param_capture_sample_rate KFEE
param_capture_count CHETE SE
param_capture_tftp file tftp AR
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6.2.3 HWHESH

R [FFR%: < service_capture>

* 6.3 R[AARZE

— A2 “ R i
capture_device ARk
capture_dev_name 5%
dev_name_id 210 1D FRiR
dev_name BO4
mac_address ¥ mac ik
ip_address Fi#E 1P Hbhk
flags AT 17
count R ST
file tftp 55 &
size EVE AP
protocol Pl
protocol_num mis
sample_rate PR
6.2.4 ~fl
> iR

<service_capture>
<capture_device>all</capture_device>
<capture_dev_name>
<dev_name_id></dev_name_id>
<dev_name>all</dev_name>

</capture_dev_name>

<mac_address></mac_address>

<ip_address></ip_address>
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<flags></flags>

<count></count>

<file></file>

<size></size>
<protocol>0</protocol>
<protocol_num>0</protocol_num>
<sample_rate></sample_rate>

</service_capture>
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